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The Emotional intelligence and its relationship to the practice of cyber
blackmail in a sample of victims in the West Bank

Prepared by: Nourhan Hani Ismael Abdeen

Supervisor: Dr.Wafaa Khateeb

Abstract:

The study aimed at identifying the emotional intelligence and its relationship to the
practice of cyber blackmail in a sample of victims in the West Bank. The study used the
quantitative descriptive approach through the use of a questionnaire tool designed
specifically for obtaining data from the victims. She also used qualitative descriptive
approach via an interview In order to obtain data from the staff of the Family Protection
Unit and the E-Crime Prosecution in both the Palestinian Police and Public Prosecution.
The study population consists of (208) victims of cyber blackmail crimes according to the
prosecution statistics. The study sample included (73) victims from the cybercrime unit,
the family protection unit in the Palestinian police and the cybercrime prosecution in the
public prosecution were selected in an intentional manner. In addition, an interview was
conducted with (5) individuals who works in the Electronic crime and family protection
units in the Palestinian police and public prosecution.

The study reached a set of results, the most important of which is that the level of
emotional intelligence affects the increase in the practice of cyber blackmail crimes. The
level of emotional intelligence among victims of cyber blackmail crimes was medium and
the average of the total score (3.39). However, the study also found that financial and
sexual extortion and defamation are among the most common types of cyber blackmail.
The study also found the main difficulties that limit the work of the Cybercrime Unit and
the Family Protection Unit in the are the limitation of the financial resources. In addition,
there is a lack of modern equipment and trained qualified staff to deal with the perpetrators
of these crimes, especially in cases where the perpetrator of a cybercrime is characterized
by a high level of emotional intelligence. On the other hand, the results indicated that the
procedures followed by the "Cybercrime Unit, the Family Protection Unit in the
Palestinian Police Authority and the Cybercrime Prosecution in the Public Prosecution” in
dealing with cyber blackmail crimes are completely confidential. The results also indicated
that bad friends are one of the most important reasons that lead to cyber blackmail crimes,
and that emotional relationships are one of the most important ways used to inflict victims
of cyber blackmail crimes. in addition, the study pointed out that the most important effects
resulting from cyber blackmail are family disintegration, The spread of deviation between

e



victims and blackmailers, while the results of the interviews indicated that there are cases
of psychological trauma and can lead in some cases to death. The results also indicated that
there is no statistically significant relationship at the level of significance (a0 < 0.05)
between the level of intelligence and the practice of crimes of electronic blackmail for the
victims. Also, there are no statistically significant differences according to study variables
(sex, educational level, place Housing, Age, employment, income level, marital status,
social media usage rate).

The study reached a set of recommendations, the most important of which is to raise the
level of preventive awareness among all members of the society about the crimes of
electronic blackmail, through television programs and bulletins by the Palestinian police.
This will lead to a sufficient awareness of the existence of such crimes in the community
and it will raise the level of trust in the public prosecution and the Palestinian judiciary.
This will be achieved through the application of the amended law on cybercrime and the
publication of trial sessions for members of the community through the various media to be
a deterrent to the perpetrators and gain the trust of citizens. Also the need for the
individuals who use the network Spyware to check their computers, install security
programs licensed by Palestinian Internet companies, and not use their accounts in public
places that are not trusted so as not to be subjected to cyber blackmail. Finally , to allocate
a budget to combat cybercrime and train the workers in this field to try to minimize and
control these crimes.

Key words: Intelligence, Emotional intelligence, Blackmail, cyber blackmail, Crime,
Victims.
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(6.3) (5.3) (4.3) (3-3) (2.3) :elld (i AUl AV (385 Jglaally el il

s A (gia lysd Lalii)) 4d8adl (Pearson Correlation) (gwym haliy)l Jdalas g8l 1(2.3) a8 Jsaa

Al Al b (S IR e Uaa (e e s Gililal

Ailasy) 1Y) Raad | Al | Lolaay Dyan R Aad | bl [ Lulaay D R Aad [ a8,
0.000 | 0.627" 29 0.000 | 0.455" 15 0.000 | "5260. 1
0.000 | 0.526™ 30 0.007 | 0.3127 16 0.000 | T5420. 2
0.000 | 0.676" 31 0.000 | 0.4237 17 0.000 | 0.4227 3
0.000 | 0.628" 32 0.000 | 05147 | 18 0.001 | 0.381" 4
0.000 | 0.469 33 0.001 | 03697 | 19 0.005 | 0.325 5
0.000 | 0.433" 34 0.000 | 05037 | 20 0.000 | "4850. 6
0.000 | 0.649" 35 0.000 | 05427 | 21 0.000 | 74960. 7
0.000 | 0.497" 36 120.0 0294 | 22 0.000 | 0.538™ 8
0.000 | 0.486™ 37 0.000 | 0506~ | 23 0.000 | 0.459™ 9
0.000 | 0.398" 38 0.000 | 04127 | 24 0.000 | 74690. 10
0.000 | 0.591" 39 0.000 | 05017 | 25 0.003 | 0.348™ 11
100.0 | 0.300" 40 0.000 | 04457 | 26 0.003 | 0.343" 12
0.000 | 0.607" 41 0.000 | 06417 | 27 0.000 | 0.483™ 13

0.000 | 05777 | 28 0.000 | 0.666 14

** Correlation is significant at the 0.01 level (2-tailed).
*, Correlation is significant at the 0.05 level (2-tailed).
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Jlasll e kg

digaad (Pearson Correlation) (s hliy) ez :(3.3) &) Jsoa

Aall i) b o5 S RN aiha Llaay U deasiedl)

Al Al R 4ad | Al | dslaay) A4 R 4ad | a8l | dulasy) Al R 4ad | 8,
e

0.000 | 0.655** 13 0.000 | 0.712** 7 0.000 | 0.554** 1

0.000 | 0.731** 14 0.000 | 0.689** 8 0.000 | 0.566** 2

0.000 | 0.755** 15 0.000 | 0.615** 9 0.000 0.795** 3

0.000 | 0.831** 16 0.000 | 0.601** 10 0.000 0.751** 4

0.000 | 0.749** 17 0.000 | 0.620** 11 0.000 0.724** 5

0.000 | 0.675** 12 0.000 | 0.731** 6

**_Correlation is significant at the 0.01 level (2-tailed).

*, Correlation is significant at the 0.05 level (2-tailed).

il bl i Ll 48 shiad (Pearson Correlation) ¢jsuyw byl Jalas g8l :(4.3) o8; Jsoa

sl ks gy e G551 RN da ) a5

Lilaay) A1) Raad [ abjll [ Aglaay A1) Raad [ abjll [ Zilaay) A1 R 4ad [ a0
0.000 | 0.502** 15 0.000 | 0.493** 8 50.00 | 0.324** 1
0.000 | 0.782** 16 0.000 | 0.586** 9 0.000 |  0.550** 2
0.000 | 0.721** 17 0.000 | 0.440** | 10 0.000 |  0.500** 3
0.000 | 0.758** 18 0.000 0.463** 11 0.000 0.685** 4
0.000 | 0.751** 19 0.000 0.495** 12 0.000 0.553** 5
0.000 | 0.772** 20 30.00 0.338** 13 0.000 0.606** 6
0.000 | 0.753** | 21 0.000 | 0.675** | 14 20.00 | 0.351** 7

**_Correlation is significant at the 0.01 level (2-tailed).

*, Correlation is significant at the 0.05 level (2-tailed).

dafiall Sle Yl s bls)l 48 saaal (Pearson Correlation) ¢ sy Jalii)) Jalas m303 1(5.3) o3y Jsoa
Balall ALal) 5 g ST il ks Al Al 6 55 glen B0 3350 SSY) Sl Bans " 0

el dsal) g ST ) Liha Llaaa ae Jaladll 8

TLilaay) A1) Raad [ ab) | Adbaay A1) Raad [ A [ Zilasy) A1) R 4ad | A0
0.000 | 0.616** 13 0.000 0.645** 7 90.00 0.305** 1

0.000 | 0.494** 14 0.000 | 0.414** 8 0.000 0.467** 2

0.000 | 0.684** 15 0.000 | 0.413** 9 30.00 0.342%* 3

0.000 | 0.622** 16 0.000 0.641** 10 0.000 0.408** 4

0.000 0.641** 11 0.000 0.524** 5

0.000 0.577** 12 0.000 0.527** 6

** Correlation is significant at the 0.01 level (2-tailed).

*, Correlation is significant at the 0.05 level (2-tailed).
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oo daalill HEY) s Lals)l 43 seadl (Pearson Correlation) () ge s bl ) Jalae zilis (6.3) a8y Jsaa

sl oo g ST IR S

Al Al R dad Al | Adlaayl A R 4a adll Auilaay) )l R 4ad | a8
0.000 | 0.674** 11 0.000 | 0.632** 6 0.000 0.513** 1
0.000 | 0.791** 12 0.000 | 0.461** 7 0.000 0.666** 2
0.000 | 0.852** 13 0.000 | 0.693** 8 0.000 0.699** 3
0.000 | 0.637** 14 0.000 | 0.712** 9 0.000 0.733** 4
0.000 | 0.555** 15 0.000 | 0.736** 10 0.000 0.690** 5

**_Correlation is significant at the 0.01 level (2-tailed).

*, Correlation is significant at the 0.05 level (2-tailed).

Al 31l s 2.5.3

Cien Ay Y el L bl ZSH dasal) il clua A e 31 il e G &

oabels & aliy 31 ods i ) e D Aapall sl Sy S clall Ailes

el il Jebae i (7-3) 8y soal iyl

Y sl Sl Jalae 803 1(7.3) a8 Jgaa

<Ll Salea <Y el
0.862 S SBY) aiba Llaus sal fdhalall ¢ 1S (55
0.930 s A IR Al sy £ G0 deriiosal) Jilusl)
0.903 AT SN Al N e ) )
0.781 | Aiabandill 3oyl 5 551 Glon 5amgy X555 51 il B3ny " e Aaial) ey
(oS OB aiha ae Jalail) (8" Aalal) ZoLal) 8 A3 pSIY) 3Dl Al
0.911 blaal) ol o35 7S SN aha oo daalill JEY)
0.955 9SG adha Aoy ylaal AN Ayl
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Gl A Wl Lilac) DA (e e 25 0 dalaill Lgiadla (e 28Ul LAWY pea
sty cdasliall ilan) Glallaall c)ay V) Goulall Slea I @bly JBaY lags
Zhaiul Ll lasy) dalled) i sl @lilyy A ALY Gy el
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-(Package For Social Sciences
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