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Abstract 

 
User Experience and Usability analysis of websites are important aspects that every 

website should focus more on. It indicates how effectively and successfully a website will work 

with real users. Several tools, both traditional and automated, have been developed to assist 

developers in user experience testing and evaluation. Most of these tools have limited access 

due to the accessibility cost and time-consuming. The goal of this research is to facilitate the 

user experience testing process and enhance websites’ performance, security, and accessibility 

by developing an integrated user experience testing framework based on Robotic Process 

Automation.  

The framework is integrated with JMeter for performance testing, ImmuniWeb for 

Security testing, and WAVE for accessibility testing. Experiments were conducted on 16 local 

websites from 4 different categories which are High Educational Institutions, Governmental, 

News and eCommerce websites. The Performance tests were conducted using 3G network and 

8 Mbps LAN network, and we found that the average response time (website loading time) of 

all websites in 8 Mbps LAN network was 6458 msec while it was 10604 msec in 3G mobile 

network. Moreover, we found that 50% (8/16) of the websites have returned errors to some 

users in the 8 Mbps experiment due to the high traffic, while the percentage was 31% (5/16) of 

the websites in the 3G network experiment. 

 
The results of security testing indicated that there are major issues in 4 websites, where 

there are outdated third-party software or CMS components in these websites, and should be 

updated as soon as possible, such websites are vulnerable to publicly known vulnerabilities. 

Most websites have a good SSL test grade, with approximately 81% (13/16) of the websites 

receiving a grade higher than A-. 
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The accessibility testing results showed that all websites have critical accessibility issues, 

and none of the analyzed websites met the required compliance level A. Therefore, these 

websites cannot be used effectively or satisfactorily by all stakeholders, particularly disabled 

prospective users. 

 
Robotic Process Automation bots showed a high capability in the testing of all websites, 

which   will help in enhancing the quality and usability of websites based on international HCI 

standards and guidelines. 

 
 
 
 
  



 

 vi 
 

List of Tables 

Table 3.1: Performance Testing Measurement Parameters 46 

Table 3.2: Accessibility testing measurement parameters 49 

Table 3.3: Traffic Details of the Selected Websites 56 

Table 4.1: Web software security scanning results 57 

Table 4.2: Web software security testing results by website 57 

Table 4.3: GDPR testing results 58 

Table 4.4: PCI DSS testing results 59 

Table 4.5: Security testing results of HEI websites 59 

Table 4.6: Security testing results of Governmental websites 61 

Table 4.7: Security testing results of news websites 63 

Table 4.8: Security testing results of eCommerce websites 64 

Table 4.9: Failed Security Tests Statistics by Website's Category 65 

Table 4.10: Number of failed websites in SSL testing by website’s category 68 

Table 4.11: SSL testing results by website 69 

Table 4.12: Failed SSL testing items by website's category 72 

Table 4.13: Performance testing results using 3G network 73 

Table 4.14: Performance testing results using 8 Mbps LAN network 77 

Table 4.15: Accessibility testing results 81 

 

 

 

 

 



 

 vii 
 

List of Figures 

Figure 2.1: Robotic Process Automation components 32 

Figure 3.1: Accessibility testing parameters 49 

Figure 3.2: Proposed framework's architecture 52 

Figure 3.3: Developed database’s diagram 53 

Figure 3.4: Lifecycle of the Security Testing Bot 54 

Figure 3.5: Lifecycle of the Performance Testing Bot 55 

Figure 3.6: Lifecycle of the Accessibility Testing Bot 55 

Figure 4.1: Security testing results of HEI websites 61 

Figure 4.2: Security Testing Results of Governmental Websites 62 

Figure 4.3: Security testing results of News website 64 

Figure 4.4: Most common security issues detected by Bot security model 68 

Figure 4.5: SSL testing results of HEI websites 70 

Figure 4.6: SSL testing results of News websites 71 

Figure 4.7: SSL testing results of eCommerce websites 72 

Figure 4.8: Average response time in msec by website using 3G network 75 

Figure 4.9: Throughput by website using 3G network 76 

Figure 4.10: Number of completed samples by website using 3G network 77 

Figure 4.11: Average response time in msec by website using 8 Mbps LAN network 78 

Figure 4.12: Throughput by website using 8 Mbps LAN network 79 

Figure 4.13: Number of completed samples by website using 8 Mbps LAN network 79 

Figure 4.14: Total number of errors, contrast errors, and alerts in HEI websites 82 

Figure 4.15: Total number of errors, contrast errors, and alerts in Governmental websites 82 

Figure 4.16: Total number of errors, contrast errors, and alerts in News websites 83 

Figure 4.17: Total number of errors, contrast errors, and alerts in eCommerce websites 83 



 

 viii 
 

Table of Contents 

Chapter 1: Introduction 1 
1.1 Introduction 1 
1.2 Problem Statement 2 
1.3 Objectives of the Study 3 
1.4 Motivation  3 
1.5 Thesis Organization 4 

Chapter 2: Background and Literature Review 5 
2.1 Background 5 
2.1.1 Human-Computer Interaction and Usability Testing 5 

2.1.2 Web Usability Testing 6 
2.1.3 HCI standards 7 
2.1.4 Performance Testing 9 
2.1.5 Security Testing 13 
2.1.6 Accessibility Testing 17 
2.1.7 Robotic Process Automation 18 

2.2 Literature Review 21 
2.1.1 Related Work 21 
2.1.2 Discussion 28 

Chapter 3: Methodology 30 
3.1 Study Design 30 
3.2 User Experience Security Testing Model 30 

3.2.1 Website Security and CMS Test Bot 31 
3.2.1 SSL Security Test Bot 33 

3.3 User Experience Performance Testing Model 34 
3.4 User Experience Accessibility Testing Model 36 
3.5 User Experience Framework Development 39 
3.6 Bots Development 41 
3.7 Selected Websites for Usability Testing 44 

Chapter 4: Experimental Results and Analysis 45 
4.1 Security Testing Results 45 

4.1.1 Web Security and CMS Testing Results 45 
4.1.2 SSL Testing Results 55 

4.2 Performance Testing Results 60 
4.3 Accessibility Testing Results 66 

Chapter 5: Discussion and Conclusion 70 



 

 ix 
 

5.1 Research Limitations 70 
5.2 Discussion 70 
5.3 Conclusion and Future Work 73 

References 75 

صخلملا  82 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 1 
 

Chapter 1: Introduction 

1.1 Introduction 

Websites and the internet have grown significantly in recent years. Studies indicate that 

approximately five billion people – roughly 63 percent of the world's population use the 

Internet [1]. Users should be able to navigate around an interface easily upon their first 

encounter, without relying on experts to achieve goals. User Experience Design clearly focuses 

on the user and seeks to anticipate an audience's needs and how they expect a website to 

function, look, and feel. These elements include all touch points a user encounter when visiting 

a website: navigation, content, imagery, calls to action, interaction, forms, etc. 

Customers who find the website or mobile application confusing or boring will likely 

favor another competitor with better usability. According to Forrester Research [2], a "well-

constructed user interface can increase your website's conversion rate by up to 200%, and a 

better UX design can achieve conversion rates of up to 400%." It is ill-advised for companies 

to improve the end-user experience. 

Human-computer interaction, otherwise known as HCI, studies how people interact 

with computers and the extent of computers' development for successful interaction with 

humans [3]. Due to its rapid expansion around the globe throughout the past three decades, 

HCI attracts the interest of researchers and professionals from various fields. Thus, HCI has 

integrated a wide variety of concepts and approaches. Usability is a significant concept in HCI 

which refers to measuring how effectively, efficiently, and satisfactorily a specific user in a 

particular context can use a product or design to achieve a defined goal. To ensure maximum 

usability, designers and developers usually measure a design's usability throughout the 

development process. The usability assessment aims to identify and address any potential 

problems before the product is released. Users are introduced to the new design during the 

usability test to guarantee that it is easy to use and provides a satisfying user experience. In 
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addition to traditional usability testing methods, automated usability testing can provide many 

benefits to end users and businesses. The utilization of automation tools aids in resource-

saving, cost reduction, performance, and security testing. In this research, we will develop one 

framework to evaluate 16 Palestinian local websites using Robotic Process Automation which 

is integrated with performance, usability, and accessibility automation tools. 

 

1.2 Problem Statement 

A Website Application's usability testing is one of the major steps in the software 

development cycle. It has a major impact on the application efficiency and effectiveness, 

furthermore, it plays an important role in customer satisfaction. Recently, due to the rapid 

technology development and the increase of internet accessibility, software development 

companies start paying more attention to website and mobile applications development. On the 

other hand, the simplicity of website development produced many websites that have been 

developed without considering the software engineering development cycle in terms of 

usability, performance, security, and accessibility issues.  

There are several tools that have been developed for helping the developers in user 

experience testing and evaluation, either traditional or automated tools. Such tools provide 

specific user experience testing measure, and there are very limited frameworks that provide 

integrated user experience testing according to HCI standards and guidelines. Most of the 

available tools have limited access due to the accessibility cost and time-consuming, at the 

same time the developers need to subscribe and access many user experience testing tools to 

have complete testing and evaluation process.  

Providing an integrated user experience framework based on Robotic Process 

Automation (Bot programs) will facilitate user experience testing process and enhance websites 

usability and accessibility. For this reason, our research aims at deploying the robotics process 
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automation bots in user experience testing and evaluation, and provide an integrated framework 

for performance, security, and accessibility websites testing. The research questions are: 

● Does Robotic Process Automation RPA improve the usability testing in 

terms of websites performance testing? 

● Can RPA be a good tool to check the security of the websites’ 

applications in terms of SSL and Website security evaluation? 

● Does Robotic Process Automation RPA  help improve the usability 

testing in terms of websites accessibility testing? 

 

1.3 Objectives of the Study 

● Design and develop a framework for evaluating the usability of websites 

based on international HCI standards and guidelines, including three different types 

of testing: performance, security, and accessibility.  

● Improve user experience testing process by deploying the Robotic 

Process Automation as an automated testing tool. 

● Improve the software development process by providing an integrated 

usability testing framework. 

● Provide the local software development industry with an efficient user 

experience framework for enhancing the quality and usability of local website 

applications.  

 

1.4 Motivation  

Designing and developing a framework to evaluate a website's performance, security, 

and accessibility while simultaneously employing Robotic Process Automation in the 

evaluation process that reduces the costs of usability evaluation. Furthermore, this proposed 
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framework also reduces the need to engage usability experts to conduct the assessment. Its 

usage will benefit the website engineers who lack such specialized knowledge and expand the 

evaluation's coverage of usability factors. 

Many integrated tools within our framework use international standards as a reference 

to evaluate the security and accessibility of a website, which is challenging to accomplish when 

evaluated by humans. Moreover, using our proposed framework with RPA eliminates 

inconsistencies in detected usability problems, as well as misinterpretations and incorrect 

application of usability guidelines, which also overcomes the limitations of the human element 

mentioned by some researchers [4][5]. 

 

1.5 Thesis Organization 

This thesis consists of five chapters, which are as follows: 

● Chapter 1 provides a general introduction to the research topic, a discussion of 

the problem, the formulation of objectives, the definition of research questions, the declaration 

of the motivation, and the contribution of the research. 

● Chapter 2 begins with a description of Human-Computer Interaction (HCI) and 

its related topics, including usability testing, performance, accessibility, and stress testing. In 

addition to a general background in Robotic Process Automation. Subsequently, it contains an 

analysis and review of the related works, the methodology, and the results for each study.  

● The first section of Chapter 3 defines the study design and data description; the 

second section discusses the architecture, methodology, design, and workflow of the proposed 

methodology 

● Chapter 4 presents the experiments and findings. 

● Chapter 5 presents this work's overall findings and outcomes, summarizes the 

thesis contribution, and provides a potential future research area.  
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Chapter 2: Background and Literature Review 

2.1 Background 

The following sections include information on Human Computer Interaction, Usability 

Testing, Performance Testing, Security Testing, Accessibility Testing, and Robotic Process 

Automation. 

 
2.1.1 Human-Computer Interaction and Usability Testing  

HCI is essential as it will likely become a requirement for all types of products to be 

more successful, safe, practical, and functional. Additionally, it will improve the user's 

experience in the long term. As a result, it is critical to have someone with HCI skills involved 

in any product or system development phase. HCI is also required to keep products or projects 

from failing completely. HCI is essential when developing simple, intuitive systems that can 

be used by people with a variety of skills and knowledge and those who have not received 

formal training. 

A significant concept within the field of HCI is usability, defined as how easy to 

perform a task. The idea of usability within human-computer interaction consists of three 

distinct aspects: effectiveness, efficiency, and satisfaction [6]. Effectiveness refers to the 

accuracy with which users accomplish goals; efficiency denotes the relationship between the 

users’ accuracy and completeness of specific goals and the resources used to achieve them. On 

the other hand, satisfaction is defined as the user's comfort and positive attitude towards the 

system [7], [8]. Overall, companies must address a product's usability during the software 

development stage, as it may shift how users interact with the product. Usability testing allows 

design and development teams to identify issues before they are coded. The earlier the 

problems are identified and resolved, and the less expensive the fixes will be in terms of staff 

time and potential schedule impact. 
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2.1.2 Web Usability Testing  

The three most important characteristics that distinguish a usable website, according to 

Nielsen and Loranger [8], are simplicity, naturalness, and ease of use. When good usability is 

combined with good web design characteristics, particularly visual attractiveness, the website 

positively impacts user behavior and the trust in the relationship between a user and the 

company [9]. This trust is also affected by the user's perceived usability, which is the user's 

perception of the usability of a website before they use it. However, this measure strongly 

correlates with webpage usability [9].  

Researchers like Safavi [10] has demonstrated that users are more satisfied with 

websites with a user-friendly design and an easy-to-use interface. Montero et al. [11] have 

demonstrated how websites that violate usability guidelines confuse users and cost the 

businesses that created them money. According to research, a website’s usability depends on 

the market it is competing in and the level of competition. Thus, a website in the highly 

competitive e-commerce environment is more likely to lose a potential customer due to poor 

usability [11], then a website in a less competitive environment. 

Usability testing is measured by users trying a website in person and observing their 

behavior. Users are presented with a scenario in which they must complete a task and answer 

some questions while observers watch and listen. This activity aims to evaluate users' 

satisfaction with the website's interface and determine whether users can use the interface to 

achieve their tasks. Then, collecting user feedback on how to improve the product and 

implement improvements to increase customer retention. There are numerous usability testing 

methods, such as hallway usability testing, in which the tester selects random people to test a 

website. Another method is guerilla usability testing, a quick type of usability testing in public 

places such as cafes and libraries. Again, individuals are chosen randomly and asked to 
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participate on the day, so they are not formally recruited ahead of time. Another standard 

methodology is remote usability testing, which allows participants to try the website whenever 

they want with no time or space constraints because observers are not required to be present 

during testing. 

Although there are numerous benefits to usability testing, there are some drawbacks 

[12], like selecting a target audience. Usability testing is frequently conducted on a sizable 

audience, which can be tricky. It won't be easy to find target users in some age range to test the 

website, like building a website for 2- to 5-year-olds. It is also challenging to conduct the 

testing team usually puts lots of time and effort into testing and test data analysis. Traditional 

usability tests are costly, have a wide range, and take a lot of time to complete. A larger budget 

and consequently higher costs for the organization result from this. Moreover, the test outcome 

may be compromised because users are chosen randomly, and the testing is not entirely 

representative of real-life experiences. It is unrealistic to expect all participants to report 

reasonable and accurate inputs to obtain absolutely accurate results. 

Automation usability testing tools can help the testing team to evaluate many major 

scenarios that cannot be assessed in the traditional ways. Heatmaps, Eye tracking, Accessibility 

testing tools, performance testing tools, and security scanning tools allow you to see how 

people can complete a given task on your prototype, website, or application 

 

2.1.3 HCI standards  

A heuristic evaluation is a usability inspection method for computer software that helps 

to identify usability problems in the user interface (UI) design. It specifically involves 

evaluators examining the interface and judging its compliance with recognized usability 

principles (the "heuristics”) [12] A heuristic is a quick and practical method for solving issues 

or making decisions. Nielsen published a set of ten general principles in 1994 to help individual 
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evaluators make assessments to improve evaluation effectiveness. Professional evaluators in 

user experience (UX) design employ heuristic evaluation to systematically determine the 

usability of a design/product. They go through a checklist of criteria to identify issues that 

design teams missed. According to the Nielsen-lich heuristics, a system should: 

1. Promptly and appropriately update users on its status. 

2. Present information in the users' language and in ways that they can understand how the 

real-world works. 

3. Give users control and easy access to undoing mistakes. 

4. Maintain consistency to prevent user confusion between different words, icons, etc. 

5. Error prevention. A system should either avoid conditions where errors may occur or 

warn users before they take risky actions (for example, by asking, "Are you sure you want to 

do this?"). 

6. Allow users to recognize options, actions, etc., by providing visible information, 

instructions, etc. 

7. Flexibility and efficiency of use, so that experienced users can find faster ways to achieve 

their goals. 

8. Contain only the information needed to complete the tasks and are clutter-free. 

9. Give simple explanations of errors and solutions. 

10. Help and Documentation. List of clear steps for resolving issues in lean 

Both newly developed and already existing products can benefit from heuristic 

evaluation. Instead of usability tests, which demand much more participation, heuristic 

evaluation can be conducted in the first scenario. It is better to use both methodologies to ensure 

the highest usability of a product. Heuristic evaluation can be helpful in UX audit in the second 

scenario. Jakob Nielsen updated the “10 Usability Heuristics for User Interface Design” in 
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2020, and he highlighted that the ten usability heuristics developed in 1994 are still relevant 

and probably will be used in the future. 

 

 

2.1.4 Performance Testing  

Performance testing is a software testing process for testing the speed, response time, 

stability, reliability, scalability, and resource usage of a software application under a particular 

workload [13]. 

Several studies have found that users prefer websites that load quickly and respond to 

their requests immediately. As a result, a website's overall performance directly impacts its 

popularity and desirability. Therefore, when an enterprise performs extensive performance 

testing as part of the software testing process, it can quickly make the website popular after its 

deployment. Furthermore, the enterprise can deploy web applications most efficiently while 

completely eliminating the possibility of unexpected system failure.  

Web performance has a significant impact on traffic and user experience. Page load 

speed is an essential indicator of web performance.  Google’s Think With Google published a 

paper detailing their findings on page speed, load times and bounce rate, and they employed a 

deep neural network to accomplish this with a large set of bounce rate and conversions data. 

The neural net, which had a 90% prediction accuracy, found that as page load time goes from 

one second to seven seconds, the probability of a mobile site visitor bouncing increases 113%. 

Similarly, as the number of elements—text, titles, images—on a page goes from 400 to 6,000, 

the probability of conversion drops 95% [14].It is worth noting that their benchmark load time 

is one second.  While Google tends to not talk specifics about load time other than sites should 

be fast, one second seems to be the speed to aim for. 
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Nobody wants to waste time navigating a slow and ineffective website; slowness never 

attracts a good audience or keeps them on the site for long. When people visit a website, they 

want to be able to interact with it in a way that is convenient and useful to them. They want to 

find what they're looking for quickly and easily. For example, if you run a blog, your visitors 

expect to get information quickly and read your posts without waiting long periods. If you run 

an e-commerce site, you already know that your online customers want to quickly find the 

items they're looking for. Web performance has a direct impact on web traffic and user 

engagement. So, regardless of the type of site, it must have good overall performance and a 

fast-loading speed. Without this, your visitors will abandon your website rather than continue 

browsing, resulting in a high bounce rate. As a result, you will not have many readers or sell 

many products through your e-commerce sites. 

Performance testing is vital in Search Engine Visibility as well. Google and other major 

search engines have already begun ranking websites based on their performance and load 

speed. Testers perform specific tests during performance testing to determine the load time of 

the web application and identify the factors that cause the website to load slowly. Desirability 

is another major factor, demonstrating that performance testing affects the visibility of a 

website on primary search engine result pages (SERPs). It also makes finding the web 

application easier for users. As a proactive measure, a company should strive to avoid 

downtime and crashes to improve the usability and credibility of its website in the long run. 

When application performance issues are identified during the development process, 

developers can more easily repair all these performance issues without putting in extra time 

and effort [15] 

For the website's stability, performance testing allows professionals to evaluate the 

application's performance under sustained user load and based on standard parameters. As a 

result, testers can quickly identify performance bottlenecks and architectural issues impacting 
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the application's user experience after deployment. Furthermore, the performance testing 

results will assist the company in improving the website's stability by deploying it with 

adequate memory, bandwidth, and other resources.  

For the Accessibility factor, testers can use spike testing to see how the application 

behaves when the number of users increases suddenly and drastically. They can even use robust 

performance testing tools to evaluate the application's behavior under varying user loads based 

on critical parameters such as devices, networks, and memory. As a result, an enterprise can 

quickly deploy additional resources to make the website available to many users while 

providing an optimal user experience. Web application performance testing should not just 

focus on server-side speed but also on user/client performance. Understanding where 

bottlenecks occur in our web apps is critical for identifying areas for improvement and 

providing a better user experience. 

 

Making sure that testers' test scenarios are set up to reflect the conditions our web 

application will encounter in the real world is one of the essential aspects of performance 

testing web applications. It's always a good idea to review normal and peak traffic conditions 

if the application has already been released into production, we should probably have a good 

idea of the traffic conditions our application will be exposed to. The ability to script and 

automate our tests is a crucial component of performance testing web applications, as the days 

of using actual people to conduct our tests are long gone. Instead, performance tests can be 

completed using scripting tools that can navigate our applications like a regular user. Many 

testing tools like LoadRunner, LoadUI, and JMeter can conduct performance testing.  

A particular kind of web performance test is a scalability test, this test is crucial if you 

want more users and visitors to interact with the web system and having a scalable website that 

can be updated in real-time may be a huge advantage in today's digital world. A website's 
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potential weaknesses can be found, and the areas that need to be strengthened to accept updates 

and changes and be more scalable can be found by performing web performance testing, which 

is how a website test of this nature improves a website. 

When it comes to advanced performance testing methods, it is essential to simulate the 

experience by creating scripts that emulate critical user flows and scenarios and then testing 

those scripts against high levels of concurrent and simultaneous users from multiple points 

worldwide. We discussed the various performance testing tools, and some offered more user-

friendly scripting options. Some on-premises solutions and tools necessitate extensive 

knowledge of specific technologies. In contrast, others, such as LoadView and LoadNinja, 

provide a point-and-click scripting tool that requires no prior scripting experience. 

When it comes to advanced performance testing techniques, having scripting 

experience is vital because it will make the process faster and more accurate. There are many 

advanced techniques like determining how to set up your load curves for your test. Some tools 

only allow you to set the maximum number of users over a specified time. Still, others, such 

as LoadView, provide multiple load curve options, including the ability to increase or decrease 

load levels during a test to see how your system responds in real-time. 

All software and applications should be tested as part of the performance testing process 

to ensure that it satisfies performance and business requirements. Benchmark and baseline 

testing are a part of that procedure. Baseline testing is done to ensure a consistent product. To 

accomplish this, a team will test the software and assess various performance factors, including 

code, network, and hardware, and the test's results are noted and documented. If the program 

or application is updated, it will be tested similarly to compare the outcomes to the previous 

test. Benchmark tests compare an application's performance to other applications or an industry 

standard to ensure that it meets or exceeds quality standards. This is especially important for 

organizations that want to set quality standards or meet specific service-level agreements 
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(SLAs) for their applications, software users, and partners. Benchmarking is driven by the 

business and organization, which helps build trust with potential customers and positions your 

company as a leader in your industry. 

 

2.1.5 Security Testing 

Security testing is a type of Software Testing that uncovers vulnerabilities of the system 

and determines that the data and resources of the system are protected from possible intruders 

to ensure that the software system and application are free from any threats or risks that can 

cause a loss [16]. There are many types of Security Testing, including Vulnerability Scanning, 

Security Scanning, Penetration Testing, Risk Assessment, Security Auditing, Ethical Hacking, 

and Posture Assessment. Security testing is essential Application Security Testing is critical 

for all businesses and industries because a data breach leads key clients to lose trust and 

tarnishes a company's brand in the long term. So, it maintains the brand's image, prevents the 

disclosure of sensitive information, helps organizations ensure that customers’ data are secure, 

and increases customer trust in the organization. 

Data availability, integrity, and confidentiality make up a website's security. Most of 

the data is represented by the website's files and databases. A DDoS attack may frequently 

disrupt website availability and prevent authorized users from accessing it. Availability refers 

to unhindered and quick access to the website and its content. Integrity includes the security of 

the stored data; for instance, hackers must be unable to alter data or manipulate any information 

on the website. Keeping sensitive information protected adequately, such as website users' 

logins and passwords, so that only authorized people may access it is what confidentiality refers 

to. Complete verification of the website's availability, integrity, and secrecy must be performed. 

A website can effectively secure users’ information by maintaining privacy and compliance 

with the relevant data protection laws and regulations. 
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The General Data Protection Regulation (EU GDPR) is a European law that aims to 

protect Personally Identifiable Information (PII) of residents of Europe by increasing 

transparency. This law increases transparency regarding data handling, giving the website’s 

owner the power to manage their PII data and asking businesses and organizations to return 

and then delete any PII that relates to them. GDPR compliance refers to compliance with all 

the EU GDPR. The law was enacted in response to the alarming increase in data breaches, 

leaks, and the shady use of PII for business or even illegal purposes without individuals' 

consent. 

Another security standard is The Payment Card Industry Data Security Standard (PCI 

DSS), a set of requirements to ensure that all companies that process, store, or transmit credit 

card information maintain a secure environment [18]. First, define the tested organization's 

Cardholder Data Environment (CDE) to verify PCI DSS compliance. The CDE scope defines 

the corporate network and cloud storage segments where credit card data is stored or processed. 

It is critical to define our CDE scope properly; otherwise, we may overprotect or overspend on 

PCI DSS compliance, resulting in fines or significant financial losses. 

HTTP Headers scanning is another major verification in security testing. In order to 

pass additional information about the sent content, its format or structure, or to specify specific 

security or privacy measures like setting the Do Not Track (DNT) directive, HTTP headers 

which are a component of an HTTP request sent by a web browser to a web server, or vice 

versa. Some HTTP headers could be unique to a given browser or web server. Due to the 

requirement to maintain adequate website functionality, some security headers, such as Content 

Security Policy (CSP), are somewhat difficult to configure. However, if properly implemented, 

CSP may mitigate a variety of XSS (Cross Site Scripting) and other attacks by preventing 

untrusted or insecure content from running in the user's web browser. HTTP headers may be 

necessary to meet the needs of a website owner or web browser user. Some security-related 



 

 15 
 

headers (on the web server side), for example, X-XSS-Protection or even more robust Content 

Security Policy (CSP), are recommended to improve web application and web server security 

by mitigating some XSS and associated attacks. Other server-side headers, such as X-Powered-

By or Server, on the other hand, may disclose internal or sensitive information and must be 

removed. The DNT (Do Not Track) header is becoming increasingly prevalent regarding client-

side headers.  

Many security standards and compliance requirements, such as PCI DSS, explicitly 

mandate the presence of a Web Application Firewall (WAF). Even though the websites, web 

services, and APIs are vulnerable to SQL injection or other typical security problems, WAF 

can protect them. Attackers cannot exploit a vulnerability in our website's source code if a 

correctly configured WAF secures it, whether on-premises or in the cloud. Modern WAF also 

minimizes the number of malicious bots, speeds up the website performance, and bans IP 

addresses known to be infested with malware or involved in DDoS attacks. 

Security of a web Content Management System (CMS) typically refers to the safety of 

the web software used to run a website; two examples of web CMSs are WordPress and Drupal. 

The security of a CMS is ensured by its developers, who put security controls and defenses in 

place to fend off known attacks like SQL injections and XSS. Website owners must maintain 

security by the timely installation of security patches, using different, strong passwords, and 

ensuring that the website hosting is secure. No matter how strong the CMS security is, if the 

web server security is compromised, the website will be immediately in the hands of the 

attackers. For example, if FTP access or the admin password to the server is compromised. The 

most critical factor in determining WordPress security is whether our installation of WordPress 

CMS, its plugins, and themes are all up to date. First, make a complete list of all WordPress 

components and plugins and make sure they are all up to date before we test the security of 

WordPress. Next, check vulnerability databases to find if any WordPress plugins or extensions 
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have security vulnerabilities that are known but not yet fixed. If they do, deactivate the 

corresponding parts. 

Verifying that the Drupal CMS and all plugins used in our Drupal installation and all 

other third-party software are up-to-date is the first step in the Drupal security check. Then, 

check various vulnerability databases for details on flaws or vulnerabilities that have been 

publicly disclosed but not patched. In case we found such a component, website developers 

should disable, or quickly deactivate it until the vendor releases a patch. Another verification 

is to ensure that all privileged users have strong, one-of-a-kind passwords. Additionally, Drupal 

must be installed from a safe web environment, with limited access to configuration files, and 

we have a workable method for regularly updating Drupal's security. 

SSL testing is one of the leading security testing types. It is a set of network protocols 

called Secure Sockets Layer (SSL), which aims to encrypt data transfer through other, more 

advanced protocols that carry web content, email, or other information. Technically, an SSL 

certificate is a file that is kept on the server. In practice, an SSL certificate is used to encrypt 

and decrypt information transmitted or received by a web, email, or another server that supports 

SSL/TLS encryption. Furthermore, specific SSL certificates may authenticate the website 

owner's identity, assuring visitors that they are dealing with a legitimate website they can trust. 

An SSL certificate is essential to enable HTTPS data encryption between our website and 

visitors. Google, Mozilla, and many other organizations may provide warnings or block access 

to a website lacking HTTPS encryption. 

Security of web browsers is another crucial area to pay attention to. Information can be 

saved in a web browser for user’s convenience, but it may eventually be accessed by others. 

Therefore, it offers a significant surface area for email accounts, usernames, various passwords, 

and private or business information to be exposed. Attackers often target the web browser to 

hijack or sniff on the web traffic from it, they could also use it to gain access to the device's 
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files or the device itself. The most vulnerable parts of a web browser are Connections to DNS 

servers, websites, and other online resources, Browser plugins and Browser-specific 

vulnerabilities [[17]. Users can improve the Web Browser Security by using the latest web 

browser version, restricting user access, and using of custom security settings such as disabling 

cookies, JavaScript, Plugins/Add-ons, and Pop-up windows and enable them only if a trusted 

site needs them. 

2.1.6 Accessibility Testing  

The goal of web accessibility is to create and maintain more user-friendly websites for 

all users, including anyone with disabilities, and it means that more accessible content can be 

offered by websites that have implemented accessibility principles [18]. Usability and 

accessibility share overlapping principles. Although it may appear that they are both working 

toward the same objective, there is a difference between the two technological aspects.  

People without disabilities can also benefit from web accessibility, including the elderly 

with aging-related changes in their abilities, people with "situational limitations" like being in 

bright sunlight or in a place where they can't hear audio, and people using mobile devices like 

smartwatches, etc., and people with slow Internet connections. 

Web Content Accessibility Guidelines (WCAG) standards suggest improving your 

website's content usability and accessibility for those with disabilities. Additionally, adhering 

to WCAG standards frequently results in web content that is more enjoyable and interactive. 

WCAG standards have 12-13 guidelines. The guidelines are organized under four principles: 

perceivable, operable, understandable, and robust. Each principle has testable success criteria 

at three levels: A, AA, and AAA [19]. There are many major test cases for all end-users that 

should be executed to verify the accessibility of a website such as ensuring that color contrast 

ratio is maintained, verifying that audio/video content is properly audible/visible, and 

meaningful multimedia caption is provided, ensuring that instructions are clearly given, content 
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is clear, concise, and understandable. There are other major test cases that related to the 

website’s language, when a website uses multiple languages, the most used text-processing 

language is used as the default. According to the WCAG 2.1 – 3.1.2 – Language of Parts (Level 

AA) Guideline, screen readers need to be notified when the language on a page change [19]. 

It is crucial that your website is easily accessible to make it more acceptable and user-

friendly. There are various accessibility testing tools available to check the website's 

accessibility like Wave, TAW and aDesigner.  

 

2.1.7 Robotic Process Automation 

Robotic Process Automation is the technology that allows anyone today to configure 

computer software or a “robot” to emulate and integrate the actions of a human interacting 

within digital systems to execute a business process [20]. RPA enables software developers to 

build robots, or “bots” that can learn, imitate, and conduct business processes that follow 

established rules. By analyzing human digital behavior, RPA automation enables users to build 

bots. Robotic Process Automation software bots can interact with any application or device in 

the same way humans do - except that RPA bots can run 24 hours a day, nonstop, much quicker, 

and with high precision and accuracy [21]. 

Robotic Process Automation bots possess the same level of digital proficiency as 

humans. Therefore, RPA bots can be considered a form of Digital Workforce capable of 

interacting with any device or application. Bots can perform tasks such as copying and pasting, 

scraping web data, performing calculations, opening, and moving files, parsing emails, logging 

into programs, connecting to APIs, and extracting unstructured data. Additionally, since bots 

can adapt to any interface or workflow, automating does not require changing business 

structures, software, or existing processes. 
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RPA bots are simple to deploy, manage, and share. If the user is familiar with 

performing a simple video recording on their computing device, they can configure RPA bots. 

It's as natural as pressing the record, play, and stop buttons and dragging and dropping files 

around at work. In addition, RPA bots can be scheduled, cloned, customized, and exchanged 

through an enterprise to automate business processes. 

Robotic process automation (RPA) is mainly intended to assist with office-related 

functions that often involve the ability to perform several tasks in a particular order. It develops 

and deploys a virtual robot capable of initiating and operating other software. In many ways, 

the basic idea is similar to conventional manufacturing automation, which focuses on 

automating a particular portion of a workflow — or even a single task — by developing a robot 

that performs that task. Production processes always involve the same type of repetitive 

operation. Since the data is being manipulated through multiple systems and tools, a physical 

robot is not needed, but rather a software bot. 

RPA reduces processing costs while increasing per-employee output by shortening 

processing times and reducing costly errors. The typical savings from these efficiency 

improvements range between 25% and 50%. Software robots can increase a team's productivity 

by 35 to 50 percent. They can also work more quickly, reducing the time it takes to process 

data by 30% to 50%. You can easily accomplish more at the same time when low-level and 

back-office work responsibilities are divided between humans and robots [21]. 

RPA architecture is made up of three primary components, which are configured to 

enable ARP software to function as intended. The components include Control Room, Bot 

Creator, and Bot Runner [22]. Figure 2.1 shows an overview of the RPA components. 
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Figure 2.1: Robotic Process Automation components 

a. Control room 

The control room is a web-based interface that controls the automation of the usability 

tests. In other words, it's the Server that controls Automation Anywhere bots. Moreover, it is 

designed with a source control feature in which the code for the bots is managed so that it 

becomes easy to distribute the code across various systems. 

b. Bot Creator 

This component will be used to create the bots for automated usability tests – desktop 

applications are used to accomplish this.  The usability test codes to be used by the bots are 

stored in the control room. Different developers can create individual tasks/bots. These bots 

are being combined and will run at the same time. 

c. Bot Runner  

The Bot Runner is the central component on which the created usability bots are 

executed. It is possible to run multiple bots at the same time. The bots report to the monitoring 

or the control room with the execution logs and pass/fail status of the usability tests created.  
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2.2 Literature Review 

The following section reviews many previous studies and experiments in the field of 

HCI and Usability Testing. 

 
2.1.1 Related Work 

Human-computer interaction research includes several contributions to usability 

techniques for web and mobile applications. There are different goals of these studies such as 

ensuring that web applications are fast, reliable, secure, accessible, and up to date because they 

are ubiquitous and can deal with a huge number of users. 

In [23], researchers propose a multi-criteria evaluation framework for assessing and 

improving the usability of services provided by websites related to the Hajj and Umrah system, 

such as the Ministry of Hajj and Umrah (MHU) and the General Presidency of Haramain 

(GPH). According to the researcher's findings, the MHU website scored higher on all 

evaluation criteria, with an average score of 3.2 out of 5, compared to a GPH with a score of 

2.8. The results also revealed a significant weakness in both websites regarding the "coverage" 

criterion, with an average score of 0.7 out of 5. Furthermore, the user satisfaction questionnaire 

results revealed that both websites achieve high levels of satisfaction, with the MHU website 

scoring higher at 4.3 and the GPH website scoring lower at 3.7. Finally, the heuristic evaluation 

method revealed 17 usability errors for both websites, with seven found on the MHU website 

and the remaining ten on the GPH website. 

The study [24] aims to improve the user experience and security of users' personal 

information on social networking websites. Two IT specialists evaluated the Facebook website, 

revealing significant privacy and security problems. In addition, researchers highlighted that 

Facebook's design has evolved, so users should constantly examine their privacy settings. 

Recommend that Facebook ask users to evaluate their privacy settings annually, and support 
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that by publishing a video on each user's wall that explains the stages in depth and demonstrates 

how they should be updated based on the user's needs. 

In [25], they use the trunk test to evaluate the website navigability of recognized private 

educational institutes in Pakistan to determine how the websites are designed to be comfortably 

navigable and usable for the user. Using the trunk test approach, more than a hundred private 

sector educational websites in Pakistan are tested and evaluated. This research shows that 

poorly designed interfaces and websites dissatisfy users and force them to abandon the website 

in the middle due to poor user experience and navigational issues. Furthermore, provincial 

results show that educational websites in Giglit need to be improved. However, more than half 

of educational websites in Pakistan adhere to general web navigation and usability standards. 

Therefore, modifying a website that successfully passes the trunk test for navigation can 

increase user satisfaction and make it more likely to be used for its intended purpose. 

In the study [26], they used three automated methods to analyze the educational 

websites of KPK, Pakistan, including Qualidator, which rated the usability of websites by 

analyzing accessibility, and search engine optimization, and usability. Website Grader was the 

second tool used, and it assessed websites based on their mobile readiness, performance, SEO, 

and security. Website Analyzer is the third tool, and it considers the website for accessibility, 

content, design, mobile readiness, page analysis, performance, SEO, security, and usability. 

According to the results of the University of Peshawar's Qualidator website, Peshawar is better 

than other websites. According to the results of the University of Peshawar's Qualidator 

website, Peshawar is better than other websites. Bannu is better than other websites, according 

to the USTB Website Grader website results. At the same time, Kohat is better than other 

websites, according to the KUST Website Analyzer website results. Researchers’ findings also 

reveal the weak spots of the chosen websites; if concerned authorities work on these, their 

websites will undoubtedly become more usable. 
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An interpretive (qualitative) approach was used [27]. The primary goal of this study 

was to create a website design technique and evaluate whether or not it will assist designers in 

meeting the needs of customers, including determining whether participation by both end-users 

and client-customers will benefit the website development process, considering how designers 

can address issues of usability, HCI, iteration, and use of actual interaction data, and Determine 

whether or not this new methodology will meet the needs of the Western Australian website 

industry. Most industry participants in the interviews and questionnaires felt that Usability and 

HCI aspects would benefit the firm by increasing sales, lowering website development and 

maintenance expenses, and making clients happy with the website's outcomes. 

Using the expectancy disconfirmation theory, the study [28] investigated Hong Kong 

passengers expected and experienced levels of performance in terms of website usability in the 

context of Hong Kong-based travel websites. They found that there is a significant gap between 

groups that were expected and those that were experienced, as they indicated that the perceived 

performance and expected performance differed significantly. Moreover, researchers 

concluded that travel agencies should verify that the internal links work consistently with other 

issues besides layout, graphics, text colors, and color contrast. 

In [29], researchers present a new usability model that measures website usability as a 

calculated number based on specified indicators and factors that may be assessed using Nibbler, 

Gtmetrix, Checkmycolours, and PowerMapper tools. The proposed model contains 24 

measurable criteria, each with a specific metric, distributed and replicated among nine factors 

hierarchically to achieve the weight concept. Measures are aggregated in the usability equation 

to determine the approximation value of website usability. This study also includes a case study 

of Jordan University's website, which has an estimated usability value of 72.18. 

The study [30] assessed the accessibility, usability, and security of prospective students' 

university websites from Europe, North America, and Oceania. Researchers concluded that 
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there is a relationship between website presence and usability, safety, and accessibility as 

higher-ranking university websites in terms of web presence have fewer accessibility issues. In 

addition, more than half of the websites tested for page performance control have performance 

numbers below the threshold that is considered acceptable. And according to the testing of SSL 

encryption findings, more than 90% of websites offer safe connections. 

In [31] the researcher assesses the accessibility, usability, quality performance, and 

readability of all Turkish forms and personal university websites. The findings show that 

Turkish institutions should invest more resources to make their websites accessible, useable, 

high-quality performance, and legible for all potential consumers. Only ten state university 

websites and four private university websites achieved conformance Level A out of 110 state 

university websites and 69 personal university websites. AChecker was the tool used for 

accessibility testing. In addition, website Pulse, Pingdom, and Page Speed Google were used 

to measure download time, response time, and mobile loading speeds. And 19-dichotomous 

web usability was applied to the homepage of each website to evaluate usability testing. 

Many studies evaluated the usability of government websites such as [32] where 

accessibility, usability, and security evaluation were assessed. The findings revealed that none 

of the 25 websites of the evaluated Hungarian public sector organizations could totally meet 

the Web Content Accessibility Guidelines (WCAG) standards. Furthermore, that half of the 

websites had just the lowest level of compliance in usability testing. Moreover, security 

scanning results revealed critical issues in many websites where around half of all websites 

have out-of-date server versions and programming languages. The tools used are WAVE for 

Accessibility checking, GTmetrix checker for usability tests, and the Security test verified 

using the Sucuri checker tool. 

Researchers in [33] concluded that usability is a very low priority in Tanzania e-

government websites. Researchers assessed the usability, accessibility, and web security of 79 
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e-government websites in Tanzania using automated assessment technologies such as 

Pingdom, Google Speed Insight, Wave, W3C Checker, and Acunetix. The findings revealed a 

high number of usability issues, where all websites have broken links, and all have accessibility 

issues and violate w3c Web Content Accessibility Guidelines (WCAG) 1.0. Additionally, 

about two-thirds of the sites have loading time issues, and around half of the assessed websites 

have one or more high-severity vulnerabilities. 

The study [34] introduces usability measures for government portal websites in 

Zhejiang Province as samples. Then, it uses them in an experiment to put them into practice. 

Twenty-four students participated in this study, all of whom had had at least two years of 

experience using the internet. Still, none of them have utilized government websites in Zhejiang 

Province. 

The experiment identifies specific usability issues with the offered websites, and the 

study concludes with numerous practical recommendations for improving government portal 

websites. This paper does not employ technical indicators, widely utilized and subjective 

evaluation methods like TAM. Instead, it uses usability as a criterion for evaluating government 

websites. The study examines existing research and employs an experiment to conduct a 

usability assessment, after which it offers usability-related website design principles. The 

report investigates and reviews 11 local government websites in Zhejiang Province. Finally, 

the study provides recommendations for improving government websites as the researchers 

found that some websites need further improvement.  

The study [35] aims to help identify various vulnerabilities. Researchers collected data 

using multiple tools and methods to examine the security gaps. Using Acunetix, Zed Attack 

Proxy (ZAP), Wafw00f, and Wappalyzer, Researchers selected websites from the government 

and banking sectors to conduct vulnerability evaluations. Researchers identified the top five 

significant vulnerabilities by analyzing the security-related records. They also demonstrated 
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mitigation solutions for these vulnerabilities, as the Bangladesh government might concentrate 

on those problems and be more concerned about future development. 

Researchers in [36] conducted a security audit of 16 government websites in this report. 

First, researchers gathered and verified information about websites. They then discovered data 

regarding webpage environments. Following that, they began the vulnerability assessment by 

doing vulnerability scanning and SSL encryption evaluations. They also performed a manual 

content analysis to ensure that website had a published security and privacy policy. A safety 

evaluation methodology that combines vulnerability assessment, content analysis, and SSL 

evaluation was created as an outcome. 

Another study used open-source tools for security evaluation. Researchers in [37] 

reported their findings from assessing the security testing of 150 Saudi websites with open-

source tools like W3AF, Skipfis., Wapiti, Andiparos, and Powerfuzzer. Many vulnerabilities 

with varying degrees of impact were discovered in the selected websites. Many critical issues 

were reported on many websites. Researchers found that governmental websites are safer than 

eCommerce websites, and most of the detected vulnerabilities can be addressed quickly and 

cheaply 

Initiation work toward a security-threat model for HCISec security-usability analysis 

was presented in [38]. Researchers have used use scenarios and threat scenarios to identify 

system and external aspects dangerous to a system's usability, security, or both in the proposed 

security-usability threat model for performing security-usability evaluations. For example, 

threat scenarios are used to find vulnerabilities that might allow non-malicious users to 

compromise a system's security. In contrast, use scenarios are used to find problems that could 

make a system less usable. Researchers found that the users are more likely to conduct the 

threat scenarios of a system than the usage scenarios when the threat scenarios are more 

functional. This is because external factors may also do actions they may not usually take.  
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In [39], 11 models that have previously been used from the year 2000 to 2018 to assess the 

usability and security of e-commerce websites were reviewed. 

Some studies have developed models for analyzing the features of e-commerce 

websites. Still, these models offer limited insight and don't consider all usability and security 

factors. This study found that there isn't a single comprehensive model that can measure the 

security and usability components. 

SEOptimer, Website grader, and Qualidator automated tools were employed in [40] to 

evaluate a website's performance using automated evaluation tools. The case study used the 

website cosmeticsotop.com which was assessed in terms of Performance, Usability, Search 

Engine Optimization: SEO, Social, and Security. The highest-level items, Usability, Mobile-

friendliness, and Security, all received a perfect score. Furthermore, the effect calculated each 

aspect; it was discovered that the highest-level things were Usability, SEO, and Security, each 

with a score of 100%. Furthermore, a calculated result revealed that the most elevated level 

item - Accessibility - has a rating of 75.1%, Usability has a rating of 70.5%, and SEO has a 

rating of 67.1%. In addition, several suggestions to improve the website have been made, such 

as combining files and minimizing caching to speed up the loading of frequently used content 

and remove any unneeded JavaScript or CSS 

Researchers in [41] briefly present the methods used for finding usability issues in a 

given web application, to deduce the technical reasons, and improve the entire website’s 

performance by concentrating on the problems identified, like response time capabilities when 

increasing the usage workload 

The researchers in the study used JMeter to measure the application's behavior as the 

number of users gradually increased, and the reported error % was calculated for each case 

scenario. The study findings revealed that the system's usability was improved by using the 

proposed methodology to find and resolve the reported issues. 
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Identifying usability issues in Mobile Web Applications is the primary goal in [42] 

based on Usability Guidelines for Responsive Web Design in Mobile Web Applications and to 

propose an improved version of Usability Guidelines, particularly in terms of performance by 

analyzing, identifying, offering, implementing, and measuring new performance attributes in 

Usability Guidelines. The researchers measured the versions of two case studies using First 

Contentful Paint (FCP), Speed Index (SI), Time to Interactive (TtI), First Meaningful Paint 

(FMP), First CPU Idle (FCI), and Estimated Input Latency (EIL), and the result shows a better 

score at 90-100 (fast-GREEN) with the proposed performance attributes compared to another 

website without it, which averages at 50-89 (average-ORANGE). 

 

2.1.2 Discussion 

An overview of research studies regarding usability evaluation, performance testing, 

accessibility testing, and security testing has been outlined and presented. The numerous and 

diverse studies in this field in various sectors are unequivocal proof of the significance of HCI 

and usability testing for businesses and users. It is worth noting that there is a wide range of 

evaluation methods in the studies presented in the previous section, including manual and 

online automation tools. Various online automation tools improve traditional manual usability 

evaluation methodologies by conducting various non-functional tests that manual testers 

cannot verify. All previous automated methods proposed used online tools from different 

sources to complete the usability, performance, security, and accessibility tests.  Gtmetrix was 

the most utilized performance tool. However, other web tools such as Website Pulse, Pingdom, 

and Google Speed Insight were also utilized in other studies. The primary benefit of using 

Apache JMeter in our research is the ability to run performance and functional testing with a 

single tool on any essential online application, including web services, databases, FTP servers, 

and web servers. JMeter can be used to test local and cloud-based apps as well. Moreover, 
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JMeter can be easily integrated with RPA, and DevOps and test management tools such as 

JIRA and Jenkins. 

Sucuri and Acunetix were the most utilized security testing tools, such tools are 

necessary for developers to identify security vulnerabilities before releasing a product to end 

users. In our proposed framework, we preferred to utilize ImmuniWeb because it validates the 

website against many international laws and standards, like PCI DSS and EU GDPR. 

Moreover, it has an open-source version that can be easily customized and integrated with RPA 

bots. 

The researchers in [39] highlighted that designing one comprehensive model that can 

evaluate all the usability dimensions along with security components is necessary where this 

will improve a website's usability and security. Furthermore, designing and developing one 

framework integrated with automation tools to verify all these tests in one place with a detailed 

report based on HCI guidelines is helpful for businesses and test engineers. Therefore, in this 

study, we will develop and enhance a framework by employing Robotic Process Automation 

bots. RPA Bots can be integrated with different automation tools and API services to evaluate 

the usability, performance, security, and accessibility. Moreover, it can be used to connect with 

different databases, store and read data from a database and evaluate the test results based on 

HCI guidelines and standards which will help businesses in evaluating their products more 

effectively, save time, money, and effort.  
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Chapter 3: Methodology 

3.1 Study Design 

The study used the usability testing framework based on robotic process automation for 

performance, security, and accessibility testing of website applications. The framework was 

designed and implemented as an automated user experience testing model that allows 

developers and system users to run testing bots and visualize the results of human-computer 

interaction usability standards and guidelines. The framework comprises three main user 

experience models (Performance, Security, and Accessibility), which are used to test the user 

experience of educational, governmental, commercial, and media website applications.  

 

3.2 User Experience Security Testing Model 

The user experience security testing model was designed in reference to the 

ImmuniWeb security testing software, a machine learning, and Artificial Intelligence (AI) 

security testing tool that assesses website security and vulnerabilities [43]. The model used the 

General Data Protection Regulation and the Payment Card Industry Data Security 

Standard (GDPR & PCI DSS) security testing standards in designing the BOT testing model. 

The Bot was designed to read, and analyze the CSP & HTTP Headers Check, Website content 

management system (CMS) Security Test, and in addition, the supports of Secure Socket Layer 

(SSL) testing, which allows users to verify Web Server SSL, Email Server SSL, SSL Certificate 

Test, and PCI DSS, HIPAA, and NIST Test. Furthermore, the bot supports the reading and 

analysis of the Dark Web Exposure Test, including Dark Web Exposure Monitoring, Phishing 

Detection, Monitoring, Domain Squatting Monitoring, and Trademark Infringement 

Monitoring.  
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SSL tests provided by the ImmuniWeb are designed to identify and highlight 

configurational, implementational, and cryptographic issues with SSL/TLS protocols and 

supporting software. Furthermore, it provides a free SSL test to discover any known security 

and cryptography vulnerabilities in our SSL/TLS-enabled services (e.g., HTTPS or SMTPS 

servers) and to determine whether our SSL/TLS-enabled services are secure. When using 

HTTPS encryption, SSL/TLS security testing assures that our clients and other website users 

are effectively secured from Man-In-The-Middle (MITM) attacks and different types of data 

interception. 

For the security testing, the model requires a pre-identification of the type of security 

testing (Website security test and CMS, or SSL testing).  

 

3.2.1 Website Security and CMS Test Bot 

This bot verifies the website security testing based on the GDPR and PCI DSS 

compliance, CMS, CSP security, HTTP Headers Check, and WordPress & Drupal Scanning. 

Website security test category contains of the following tests: 

1- PCI DSS Compliance: The website's application should fall into the CDE scope 

(Cardholder Data Environment), which includes the following requirements: 

● Requirement 6.2: Installing applicable vendor-supplied security patches and 

all other critical security patches within one month of release to ensure that all 

website components are protected from known vulnerabilities.  

 
● Requirement 6.5: Protection against all injection flaws for all applications, all 

buffers overrun vulnerabilities, all insufficiently secure cryptographic key 

storage, sufficiently secure communications and traffic, all improper error 

handling behaviors by users, and all threats rated as “high risk” per Requirement 

6.1, cross-site scripting (XSS) risks, improper access control measures across, 
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cross-site request forgery (CSRF) and authentication management flaws across 

web apps [44].  

● Requirement 6.6: The requirement for reviewing applications or installing web 

application firewalls is intended to reduce the number of compromises on public-

facing web applications due to poor coding or application management practices. 

2- Content Security Policy (CSP) Test   

a. The Content-Security-Policy defines allowed sources for each type of content 

(e.g., text, images), helping to defend against XSS attacks. It also controls the 

browser's settings, from sandbox enforcement to the value of the HTTP Referer 

header [45]. 

b. Content-Security-Policy-Report-Only: Allows developers to experiment with 

policies by monitoring without enforcing their effects. 

4. HTTP Headers Check 

The HTTP headers check includes the missing required HTTP headers, which might 

weaken the website, such as Strict-Transport-Security, Content-Security-Policy, and X-Frame-

Options—furthermore, missing other optional titles, such as Access-Control-Allow-Origin, 

Public-Key-Pins, Expect-CT, Server Header, X-Powered-By that is commonly used to display 

web server's software or its components (e.g., programming language or CMS), X-Frame-

Options that prevent a well-known vulnerability called Clickjacking, the X-Content-Type-

Options that is important to protect against MIME sniffing vulnerabilities, Permissions-Policy 

that allows developers to selectively enable and disable the use of various browser features and 

APIs (e.g., camera, location, etc.). 

5. Web Software Security Test, WordPress & Drupal Scanning  
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Web Software Security Test, WordPress & Drupal Scanning testing model includes 

Fingerprinted CMS & Vulnerabilities that are used to ensure that all components of CMS like 

JS libraries were fingerprinted using non-intrusive techniques are not guaranteed to be accurate. 

 

3.2.1 SSL Security Test Bot 

The SSL test includes Web Server SSL Test, Email Server SSL Test, SSL Certificate 

Test and PCI DSS, HIPAA & NIST Test: 

● PCI DSS Compliance Test (PCI DSS 3.2.1, Requirements 2.3 and 4.1): To 

verify PCI DSS Compliance and make sure that all the certificates provided by 

the server are trusted.  And make sure that the list of all cipher suites supported 

by the server (e.g., TLSv1.2, TLSv1.1, etc.) are configured correctly. Supported 

Protocols should also be verified, including all SSL/TLS protocols supported by 

the server like TLSv1.1 and TLSv1,2, and consider dropping for all non-

compliant protocols with PCI DSS requirements like TLSV1.0.  

● HIPAA and NIST Compliance Test 

i. SSL X.509 Certificates is a critical public infrastructure (PKI) standard 

for secure Internet communications. Many common cryptographic 

protocols, such as TLS/SSL, ISAKMP/IKE, and IKEv2, use it to offer 

strong cryptographic entity authentication. 

ii. The server should be configured to support Online Certificate Status 

Protocol (OCSP) stapling: The OCSP is an internet protocol that 

examines a certificate's validity status in real-time. It's a replacement for 

Certificate Revocation Lists (CRLs). By merging two requests into one, 

OCSP Stapling enhances the connection speed of the SSL handshake. 

This reduces the time it takes for an encrypted webpage to load. In 
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addition, the end user's anonymity is protected with OCSP Stapling 

because no connection to the CRL is made for the OCSP request. The 

CA will only view OCSP requests from the website, not from its users, 

rather than seeing which websites a user has visited.  

iii. Supported Ciphers, supported protocols, and Supported Elliptic Curves, 

EC_POINT_FORMAT Extension, and Diffie-Hellman Parameter Size 

● Industry Best Practices Test: This category contains extra necessary 

validations from ImmuniWeb, including DNS Certification Authority 

Authorization, Server has Cipher preference, Always-On SSL 

(AOSSL) verification, supporting of client-initiated secure renegotiation, 

verifying that the server HTTP site does not support TLS compression supports 

redirect to the HTTPS version and verifying those server providers HTTP Strict 

Transport Security (HSTS). 

The Bot was able to access, run and analyze the security testing through an API 

integration program with ImmuniWeb and Automation Anywhere Platforms. In addition, the 

output data was stored in a framework database system in human-readable format through the 

analysis and visualization tool.  

 

3.3 User Experience Performance Testing Model 

The user experience performance testing was designed to test the website's performance 

in reference to human-computer interaction standards and guidelines. The Bot performance 

testing provides the stakeholders with the data and information related to website speed, 

response time, reliability, scalability, stability, and resources usage under various loads.  The 

following parameters were included in the BOT programing for performance testing: 
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Table 3.1: Performance Testing Measurement Parameters 

Number Parameter Description 

1 Average 

Response 

Time 

The estimated time from the user request to the system response 

2 Throughput The total amount of completed transactions during the test 

period. Throughput = number of requests divided by time 

3 Number of 

Samples 

The total number of samples sent during the run time 

 

4 Error Rate Percentage of errors in the samples 

5 Network 

(KB/sec): 

The metric KB/sec is simply the throughput measured in bytes. 

As a result, KB/sec = (Throughput*Average bytes)/1024. In 

this case, Average bytes refers to the average value of the 

sample response in bytes, and 1024 is used to convert the value 

(Throughput*Average bytes) to kilobytes. 

6 Min 

Response 

Time 

The sample takes the minimum response time in milliseconds, 

representing the server's fastest response during the runtime. 

7 Max 

Response 

Time 

The maximum response time in milliseconds taken by the sample 

represents the server's slowest response during the runtime. 

 

The Bot analysis identified the overall website performance, including four leading 

performance indicators: long load time, Poor response time, Poor scalability, and Bottlenecking 
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(throughput decrease due to coding error or hardware issue).  The Bot program was integrated 

with the JMeter platform, a Java opensource software designed to test website applications' 

functional behaviors and performance. The JMeter supports protocols like SOAP, FTP, HTTP, 

LDAP, JDBC, and JMS. The open source can be used to test a wide range of applications, 

including Web applications, web services, databases, shell scripts, etc. [46]. One of the 

significant advantages of JMeter is that it is customizable software, where developers can 

customize its functions and develop their tools to meet specific performance testing 

requirements. Furthermore, it supports distributed load testing capabilities that allow us to set 

up a master-slave configuration for running load tests across multiple machines. Another 

advantage of JMeter is the recording feature, enabling users to record HTTP/HTTPS traffic to 

create test plans. In addition to the use of Proxy Server, which allows JMeter to monitor and 

record your actions as you navigate through your web application with your regular browser 

[47] 

The RPA Bot was integrated with the JMeter through the non-GUI mode by using 

command lines API, which is useful for developers and test engineers to reduce the 

consumption of resources or memory, especially for heavy load testing. 

 

3.4 User Experience Accessibility Testing Model 

Websites accessibility means that people with different abilities can access, interact, 

understand, and navigate websites smoothly. However, according to human-computer 

interaction standards and guidelines, the technically usable website might be inaccessible. 

Therefore, website accessibility was considered in our Bot user experience testing framework. 

The Bot accessibility testing involves measuring the ease with which users can perform and 

complete website tasks without difficulties. Our Bot accessibility testing includes visual, 
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hearing, and physical impairment measures. The following parameters were considered 

through the Bot design and implementation: 

1- Visual Impairment 

a. Ability to use site using a screen reader. 

b. Ability to adjust color contrast. 

c. Ability to adjust font and page sizes. 

d. Disabling flashing, rotating, or moving functions. 

2- Hearing Impairment: Ability to see audio content—closed captioning, etc. 

3- Physical impairment: Ability to navigate websites without using a mouse. 

Figure 3.1 shows the main accessibility testing parameters  

 

 

Figure 3.1: Accessibility testing parameters 

The accessibility Bot program was integrated with the WAVE API accessibility testing 

platform. The accessibility testing provides a website evaluation and identifies the vulnerable 

accessibility issues according to accessibility guidelines WCAG 2.1.  The Bot is designed to 

activate the WAVE testing tools, read, and analyze the accessibility parameters, and provides 

an overall accessibility evaluation. Bot results are stored in JSON format compatible with the 

Bot user experience framework database.  

Table 3.2 shows the accessibility measures that the Bot program used in validating the 

website's accessibility issues:  
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Table 3.2: Accessibility testing measurement parameters 

Number Feature  Description  

1.1 Missing alternative 

text for the linked 

image (Level A). 

Any images that make up the entire link must have 

alternative descriptive text. A screen reader cannot 

inform the user of the purpose of the link if an image is 

contained within an association that has no text and that 

image does not offer an alternative text.  

1.2 A form control 

lacks a 

corresponding 

label (Level A, 

Level AA). 

A form control's function or purpose might not be clear 

to screen reader users if it lacks a properly matched text 

label. Additionally, form labels offer clear descriptions 

and larger clickable targets for form controls. 

1.3 A heading has no 

content (Level A, 

Level AA).  

Because keyboard and screen reader users frequently 

browse by heading components, addressing this type of 

error is crucial. 

 

1.4 A button has no 

value text or is 

empty (Level A).   

Users of screen readers must be given descriptive text 

explaining the purpose of each button when they go to 

them. 

1.5 A link has no text 

(Level A).   

The user will not be informed of its purpose or function 

if a link is text-free. For users of keyboards and screen 

readers, this may cause confusion. 

2 Contrast Errors: 

Very low contrast 

Text contrast must be sufficient for all users, but it is vital 

for those with low vision. 
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between text and 

background colors 

(Level AA).  

3 Features 

 

This attribute indicates the number of elements that, if 

implemented correctly, will enhance accessibility. 

4 Structural 

Elements 

 

It includes the number of elements that have been 

provided. For example, it might make it easier for screen 

readers or other assistive technology users to navigate 

your page, such as <nav> element, heading level 2, 

heading level 3, page header, page footer, etc. 

5 Accessible Rich 

Internet 

Applications 

(ARIA), 

Which enhances the semantics and accessibility of web 

content in ways that plain HTML cannot. Increased 

ARIA usage on pages correlated to higher detected 

errors. The more ARIA attributes present, the more 

accessibility errors are expected [48]. 

  

3.5 User Experience Framework Development 

The Robotic Process Automation (Bots) user experience framework was developed 

using the ASP.NET software development environment and the Automation Anywhere 

Robotic Process Automation cloud platform. The Framework used the JMeter, ImmuniWeb, 

and WAVE open-source tools to evaluate the target website in terms of Security, Performance, 

and Accessibility.  The framework includes a script API for integrating the open-source user 

experience testing tools, the script was designed as a scalable and customizable tool so that we 

can use it for all websites and call the hand using Command Line Interface (CLI), considering 

the diversity of technology used in various websites. The method of extracting reports and 
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displaying the results has been modified in the JMeter and ImmuniWeb Tools source code to 

be compatible with RPA Bot models. Figure 3.2 shows the architecture of the proposed 

framework. 

 

Figure 3.2: Proposed framework's architecture 

 

RPA Bots can connect with a database, store, and read data from a database and 

evaluate the test results based on HCI guidelines and standards which will help businesses in 

evaluating their products more effectively, save time, money, and effort. 

To get the website details by RPA bots, analyzing the results and saving the data for 

future assessments, we built a database that can be used by the RPA bots. The Website Security 

and SSL Testing bots save security scanning results into the SecurityResults table, the 

Performance Testing bot saves performance results into the PerformanceResults table, and the 

Accessibility Testing bot saves accessibility results into the AccessibilityResults table. Figure 

3.3 shows the proposed database diagram. 
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Figure 3.3: Developed database’s diagram 

 
 

3.6 Bots Development 

In our proposed methodology, we aim to run the RPA bots and find the Performance, 

Security, and Accessibility issues for several local Palestinian websites to measure the 

accessibility, efficiency, effectiveness, Identity, security, and privacy of these websites. 

Therefore, we built three RPA bots as the following: 

1. Security Testing Bot: Security Testing Bot is the key bot for security scanning tests to 

find and measure potential vulnerabilities in a website. This bot, which simulates end-user 

workflow on any website, begins by connecting to the database, retrieving the website's 

information, and then entering the website's URL, which is required for security screening. The 

next step is choosing a security scanning type: SSL or Web Scanning. Then, the bot runs the 

ImmuniWeb security testing script that by the developed framework and starting the security 

scanning of the target website. When the test is finished, the Bot uses the previously established 

database connection to insert the results into the SecurityResults table. After that, The Bot 
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disconnects and returns the scanning and evaluation results to the user. Figure 3.4 shows the 

lifecycle of the Security Scanning Bot 

 

Figure 3.4: Lifecycle of the Security Testing Bot 

 
2. Performance Testing Bot: The Performance Testing Bot is the key bot for 

Performance tests. The Bot launches and connects to the proposed database to retrieve 

information about the target website. The bot then enters the website's URL, Duration and 

Number of Concurrent Users. We configured the test duration in the script to be 20 minutes for 

all websites. The performance testing bot estimated and configured the number of concurrent 

users for each website based on the formula provided in [49] to determine the number of 

concurrent users where the Number of Concurrent Users is equal to Peak Hourly Visits X 

Average Visit Duration (in minutes)/60. 

The third step is executing the JMeter Performance Testing script and begins testing 

the website. When the scan is completed, the bot inserts the results into the PerformanceResults 

table. Then, the bot closes the connection and displays the scanning results to the user. Figure 

3.5 shows a lifecycle of the Performance Testing Bot. 
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Figure 3.5: Lifecycle of the Performance Testing Bot 

 
3. Accessibility Testing Bot: Accessibility Testing Bot is the key bot for Accessibility 

tests. The bot starts by connecting to our database to retrieve information about the target 

website. The bot then enters the website's URL with no extra details. The third step is calling 

the Wave tool API and sending the required parameters. When the scan is completed, the Bot 

inserts the results into the AccessibilityResults table. Then, the Bot closes the connection and 

displays the scanning results to the user. Figure 3.6 shows a lifecycle of the Accessibility 

Testing Bot. 

 

 

Figure 3.6: Lifecycle of the Accessibility Testing Bot 
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3.7 Selected Websites for Usability Testing 

To verify our framework using bots, we selected 16 Palestinian local websites from 

four categories: Higher Educational Institutions websites (HEI), Governmental websites (GW), 

News websites (NW), and eCommerce websites (CW). Table 3.3 shows the Country Rank, 

Global Rank, Monthly Visit, Monthly Unique Visitors and Visit Duration of each website from 

for the year 2021 according to SimilarWeb statistics. 

 

Table 3.3: Traffic Details of the Selected Websites 

Website’
s Symbol 
Allocated 

Categor
y 

Country 
Rank 

Global 
Rank 

Monthly 
Visits 

Monthly 
Unique 
Visitors 

Visit 
Duration 

HEI1 HEI 50 84,706 274,588 40,168 00:09:29 

HEI2 HEI 26 42,061 1.389M 284,765 00:06:52 

HEI3 HEI 41 66,253 872,793 101,348 00:04:57 

HEI4 HEI 67 27,645 433,959 50,804 00:08:28 

GW1 GW 237 271,489 191,401 78,923 00:04:46 

GW2 GW 325 237,687 285,278 121,878 00:02:16 

GW3 GW 3,205 808,812 29,738 17,574 00:02:24 

GW4 GW 1,218 512,945 46,391 26,421 00:03:43 

NW1 NW 12 20,100 2.511M 409,300 00:08:02 

NW2 NW 10 9,245 7.551M 2.354M 00:06:20 

NW3 NW 333 96,938 400,905 202,241 00:05:04 

NW4 NW 1,204 358,897 195,334 60,081 00:01:59 

CW1 CW 1,713 1,127,96
1 24,338 14,252 00:02:31 

CW2 CW 3,505 369,517 31,464 17,333 00:07:09 

CW3 CW 1,765 717,231 47,881 23,560 00:02:17 

CW4 CW 1,463 1,116,37
4 7,317 <5,000 00:14:58 

 
All experiments were run on a Windows Server with the specifications of 12 GB RAM, 

4 CPU Cores, 9.6 GHz Total CPU Power, 1,000 mbps Network Port and 200 GB SSD Disk 

Space. 
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Chapter 4: Experimental Results and Analysis 

4.1 Security Testing Results 

The following sections show the results of running the RPA bots of Web Security and 

CMS Testing and SSL Testing. 

 
4.1.1 Web Security and CMS Testing Results 

As shown in Table 4.1, about 68% (11/16) of targeted websites have known web 

software or CMS components such as WordPress, Drubal, jQuery, etc., and 43% (7/16) of 

targeted websites have outdated software. In comparison, 25% (4/16) reported web software 

vulnerabilities, and the vulnerable websites are HEI3, NW1, GW3, and CW2.  

 

Table 4.1: Web software security scanning results 

Test Type Test Measure Number/Total 

Web Software Security and CMS 
Test 

No. of Third-Party Software 
Used 

11/16 

Third-Party Software Outdated 7/16 
Third-Party Software 

Vulnerabilities 
4/16 

 
Table 4.2 shows the list of all websites, the number of founded web software and CMS 

components, and the number of outdated software and vulnerabilities in each website. The 

results show the third-party software or CMS component, obsolete software, and the website's 

vulnerabilities. In addition to the security grade according to the PCI DSS and EU GDPR 

guidelines.  

 

Table 4.2: Web software security testing results by website 

Web Software Security Test 

Website 
No. of Third-

Party Software 
Used 

Third-Party 
Software Outdated 

Third-Party Software 
Vulnerabilities Grade 

HEI1 1 1 0 A- 
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HEI2 0 0 0 B- 
HEI3 8 5 13 C 
HEI4 15 0 0 A 
GW1 1 0 0 C 
GW2 0 0 0 C 
GW3 3 2 10 F 
GW4 2 0 0 B 
NW1 5 5 10 F 
NW2 0 0 0 C 
NW3 0 0 0 B- 
NW4 2 1 0 B 
CW1 1 1 0 C 
CW2 3 3 11 F 
CW3 1 0 0 B- 
CW4 0 0 0 C 

 
The results of the GDPR testing for each website are listed in Table 4.3. The results 

showed that more than half of the websites failed the privacy policy test, where there are nine 

websites with no privacy policy page or it’s difficult to access that page on these websites, 43% 

(7/16) of the websites failed the cookie protection test, 25% (4/16) failed in the cookie 

disclaimer tests, 25% (4/16) failed in the cookie website security tests, and 12% (2/16) was the 

failure percentage in the TLS encryption test. 

 

Table 4.3: GDPR testing results 

Website  Privacy 
Policy 

Website 
Security 

TLS 
Encryption 

Cookie 
Protection 

Cookie 
Disclaimer 

HEI1 Passed Passed Passed Failed Passed 

HEI2 Passed Passed Passed Passed Passed 

HEI3 Failed Failed Failed Passed Passed 

HEI4 Passed Passed Passed Passed Passed 

GW1 Failed Passed Passed Passed Passed 

GW2 Failed Passed Passed Passed Passed 

GW3 Failed Failed Failed Failed Failed 

GW4 Failed Passed Passed Passed Passed 
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NW1 Passed Failed Passed Failed Passed 

NW2 Failed Passed Passed Passed Passed 

NW3 Passed Passed Passed Passed Passed 

NW4 Failed Passed Passed Failed Failed 

CW1 Failed Passed Passed Failed Passed 

CW2 Passed Failed Passed Failed Failed 

CW3 Failed Passed Passed Passed Passed 

CW4 Passed Passed Passed Failed Failed 

Total Failed 9 4 2 7 4 

 

The results of the PCI DSS tests for each website are listed in Table 4.4. The results 

showed that 43% (7/16) of the websites failed in Requirement 6.2 verification, and 25% (4/16) 

failed in Requirement 6.5 verification. In comparison, 68% (11/16) of the websites failed in 

Requirement 6.5 verification.  

 

Table 4.4: PCI DSS testing results 

Website  Requirement 6.2 Requirement 6.5 Requirement 6.6 
HEI1 Failed Passed Passed 
HEI2 Passed Passed Passed 
HEI3 Failed Failed Passed 
HEI4 Passed Passed Passed 
GW1 Passed Passed Failed 
GW2 Passed Passed Failed 
GW3 Failed Failed Passed 
GW4 Passed Passed Failed 
NW1 Failed Failed Failed 
NW2 Passed Passed Failed 
NW3 Passed Passed Failed 
NW4 Failed Passed Failed 
CW1 Failed Passed Failed 
CW2 Failed Failed Failed 
CW3 Passed Passed Failed 
CW4 Passed Passed Failed 

Total Failed 7 4 11 
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As shown in Table 4.5, HEI website’s results showed that two websites are not 

compliant with EU GDPR and PCI DSS, in addition to other issues in software and headers 

security tests. 

 

Table 4.5: Security testing results of HEI websites 

Website Software 
Security Test 

EU 
GDPR 
Issues 

PCI DSS 
Issues 

Content Security 
Policy Test 

Header 
Security 

Tests Issues 
HEI1 1 1 1 Missing 3 
HEI2 0 0 0 Missing 2 
HEI3 5 3 2 Missing 2 
HEI4 0 0 0 Missing 1 

 
HEI1 is not compliant with EU GDPR and PCI DSS, and it has a total of six security 

issues, but none of them are significant. We found one outdated component, which is the 

Drubal CMS. It should be updated to the most recent version in version 9.3.13. However, there 

are no known security vulnerabilities in the current version. EU GDPR Compliance tests 

showed one issue in Cookie Protection, where Cookies with personal or tracking information 

are sent without the Secure flag.  

There are other issues in Header Security tests, including missing of Strict-Transport-

Security required header, which is important to force browsers to access the website via 

HTTPS. In addition, the server header and X-Powered-By HTTP headers are missing, and other 

optional headers like Access-Control-Allow-Origin, Public-Key-Pins, Public-Key-Pins-

Report-Only, and Expect-CT. 

We found Some HTTP headers related to security and privacy are missing or 

misconfigured in HEI2 test results like Strict-Transport-Security and X-Content-Type-Options, 

in addition to some missing optional HTTP security headers including Access-Control-Allow-

Origin, Public-Key-Pins, Public-Key, Pins-Report-Only, and Permissions-Policy. 
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HEI3 has major security issues in the fingerprinted CMS components, including jQuery 

3.31, jQuery UI 1.12.1, and Bootstrap 3.3.5, which are outdated and vulnerable to publicly 

known vulnerabilities. Those components should be updated to the most recent versions. The 

HEI3 website fails in GDPR compliance tests where the Privacy Policy was not found on the 

website, and HTTPS encryption is missing. Because of the CMS version issue, it doesn’t meet 

Requirements 6.2 and 6.5 in the PCI DSS Compliance test. HEI3 has header security issues 

like HEI1 and HEI2, where required HTTP headers are missing (X-Frame-Options and X-

Content-Type-Options). Some optional HTTP headers (Access-Control-Allow-Origin, Expect-

CT, and Permissions-Policy) in addition to an issue in the X-Powered-By header as the web 

server discloses its version, potentially facilitating further attacks against it in addition to other 

security issues in cookies where some cookies have missing secure flags or attributes. 

HEI4 passed the Web Software Security, EU GDPR, and PCI DSS security tests but 

with one issue in Header Security Tests as Strict-Transport-Security and X-Frame-Options are 

missing. Figure 4.1 shows the security testing results of HEI websites. 

 

Figure 4.1: Security testing results of HEI websites 

For the results of the governmental websites, Table 4.6 shows the Security Testing 

Results of Governmental Websites, where none of the websites passed the EU GDPR and PCI 

DSS tests. 
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Table 4.6: Security testing results of Governmental websites 

Website Software Security 
Test Issues 

EU 
GDPR 
Issues 

PCI 
DSS 

Issues 

Content 
Security 

Policy Test 

Header 
Security Tests 

Issues 
GW1 0 1 1 Missing 2 
GW2 0 1 1 Missing 1 
GW3 2 5 2 Missing 1 
GW4 0 1 1 Missing 1 

 
We found that none of the websites have a privacy policy, which is required to pass the 

GDPR compliance test.  TRACK and CUSTOM headers are enabled in GW1, GW2, and GW3, 

making the web server vulnerable to XST (Cross-Site-Tracing) attacks. Regarding the 

CUSTOM header, the server appears to allow any HTTP method, which could pose a security 

risk. No WAF was discovered by PCI DSS testing on GW1, GW2, and GW4, which violates 

Requirement 6.6. 

Security header tests have discovered other security issues in the governmental 

websites, such as the missing of some required HTTP headers (e.g., Strict-Transport-Security, 

X-Frame-Options, and X-Content-Type-Options), as well as the CI SESSION cookie, which 

lacks the Secure, HttpOnly, and SameSite flags. 

GW3 fails to meet GDPR or PCI DSS compliance criteria because of two outdated old, 

fingerprinted CMS components: jQuery 2.0.0 and Bootstrap 3.3.6. On the other hand, GW4 

has a better security grade one issue due to a missing privacy policy, failing to meet requirement 

6.6 since no WAF was discovered on the website. Figure 4.2 shows the web scanning and 

security testing results of Governmental websites. 



 

 51 
 

 

Figure 4.2: Web Scanning and Security Testing Results of Governmental Websites 

 
Table 4.7 shows the Security Testing Results of News Websites, where none of the 

websites passed the PCI DSS test while only NW3 passed the EU GDPR test. 

 

Table 4.7: Security testing results of news websites 

Website Software 
Security Test 

EU 
GDPR 
Issues 

PCI DSS 
Issues 

Content 
Security Policy 

Test 

Header Security 
Tests Issues 

NW1 4 2 3 Missing 5 
NW2 0 1 1 Missing 1 
NW3 0 0 1 Missing 2 
NW4 1 3 2 Missing 0 

 
News websites tests’ results showed that NW1 has a critical security issue: TRACK 

and CUSTOM headers are enabled, and the jQuery 3.3.1 and Bootstrap 3.3.7 CMS versions 

are old and vulnerable to publicly known vulnerabilities and should be changed to the most 

recent versions. Furthermore, cookies containing personal or tracking data are transferred 

without the Secure mark, which violates EU GDPR rules. In addition, the website fails all PCI 

DSS compliance tests because it does not meet the 6.2, 6.5, and 6.6 requirements. Furthermore, 

the website has various HTTP header misconfigurations and flaws, such as the configuration 
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of ACCESS-CONTROL-ALLOW-ORIGIN and several cookies with missing secure flags or 

attributes. 

NW1, NW2, and NW4 have failed the EU GDPR compliance tests as none of these 

websites have a privacy policy on their websites, or it is not easily accessible. In addition, 

required HTTP headers are missing in NW1, NW2, and NW3 (e.g., Strict-Transport-Security, 

X-Frame-Options). Moreover, all news websites have failed the PCI DSS compliance tests, 

where none of them passed the requirement 6.6 compliance test. Furthermore, NW1 fails to 

meet any of the three conditions, whereas NW2 only meets requirement 6.5. Figure 4.3 shows 

the security testing results of News websites. 

 

Figure 4.3: Security testing results of News website 

 
Table 4.8 shows the Security Testing Results of eCommerce Websites, where none of 

the websites passed the PCI DSS and EU GDPR tests. 

Table 4.8: Security testing results of eCommerce websites 

Website Software 
Security 
Test 

EU 
GDPR 

PCI DSS Content 
Security 
Policy 
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Header 
Security 
Tests 

CW1 1 1 2 Missing 1 
CW2 3 3 3 Missing 2 
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CW3 0 1 1 Missing 1 
CW4 0 2 1 Missing 1 

 
eCommerce website results showed that two eCommerce websites had outdated CMS 

components; CW1 uses outdated PrestaShop 1.6.0.9 CMS, and no known security 

vulnerabilities are found in the current version. It should be upgraded to the most recent 

version, 1.7.8.6. CW2 has three outdated components which are vulnerable to publicly known 

vulnerabilities. It uses jQuery 2.1.4, Moment.js 2.17.1, and Bootstrap 3.3.7, and all of these 

components should be updated to the most recent versions. 

The issues are different from one website to another, as in GPDR compliance tests, 

Privacy Policy was not found in CW1 and CW3. CW1, CW2, and CW4 Cookies protection 

tests failed because the cookies with personal or tracking information are sent without the 

Secure flag. The Cookie disclaimer test failed for CW2 and CW4 as Third-party cookies or 

cookies with tracking information were sent, but no cookie disclaimer was found on the 

website. Regarding PCI DSS compliance tests, the Requirement 6.6 test failed for all 

eCommerce websites. Requirement 6.2 test failed for CW1 and CW2, while Requirement 6.5 

failed due to known security vulnerabilities in current CMS versions. 

In Header Security tests, we found that all eCommerce websites’ HTTP headers related 

to security and privacy are missing or misconfigured. Furthermore, X-Powered-By testing 

failed for CW2 and CW3 as the web server discloses its version, potentially facilitating further 

attacks against it. In addition to the SERVER header issue in CW4, which is usually sent by 

websites to advertise their version. 

The findings showed that all the selected samples failed the Required HTTP Headers 

tests and that some HTTP headers relating to security and privacy are missing or incorrectly 

defined across all websites. Most websites, for example, did not set the Strict-Transport-

Security, X-Frame-Options, or X-Content-Type-Options headers. Another crucial HTTP 

Headers test is X-Powered-By, which hackers may use to target a certain technology or version. 
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We found that the servers of six websites reveal their version, potentially allowing for more 

assaults against them. 

Table 4.9 shows list of failed security tests in addition to the number of failed websites 

by category in GDPR compliance, PCI DSS compliance, HTTP Headers tests, in addition to 

extra tests in Content Security Policy and Cookies Privacy and Security Analysis tests that can 

be marked as Industry Best Practice tests. 

 

Table 4.9: Failed Security Tests Statistics by Website's Category 

Category Test Type 

Num. of 
Failed 
HEI 

Websites 

Num. of 
Failed 

Governmental 
Websites 

Num. of 
Failed 
News 

Websites 

Num. of 
Failed 

eCommerce 
Websites 

Total 

GDPR 

Privacy Policy 1 3 2 2 8 
Website 
Security 1 1 1 1 4 

TLS 
Encryption 1 1 0 0 2 

Cookie 
Protection 1 1 2 3 7 

Cookie 
Disclaimer 0 1 1 2 4 

PCI DSS 

Requirement 
6.2 2 1 2 2 7 

Requirement 
6.5 1 1 1 1 4 

Requirement 
6.6 0 3 4 4 11 

HTTP 
Headers 

Required 
HTTP Headers 4 4 4 4 16 

Server Header 1 0 1 1 3 
X-Powered-By 2 1 1 2 6 

Access-
Control-Allow-

Origin 
0 0 1 0 1 

Strict-
Transport-

Security 
0 0 1 1 2 

Others 

Content 
Security Policy 4 4 4 4 16 

Cookies 
Privacy and 3 2 2 3 10 



 

 55 
 

Security 
Analysis 

 
Figure 4.4 shows the most founded security issues in all websites as well as the 

percentage of infected websites with these issues. 

 

 

Figure 4.4: Most founded security issues detected by Bot security model 

 
4.1.2 SSL Testing Results 

As shown in Table 4.10, SSL testing results showed that 56% (9/16) of the websites 

failed in the PCI DSS tests, 37% (6/16) failed in both HIPAA and NIST tests 

 

Table 4.10: Number of failed websites in SSL testing by website’s category 

Category PCI DSS Failed 
Websites 

HIPAA Failed 
Websites 

NIST Failed 
Websites 

HEI Websites 3 3 3 
Governmental 

Websites 
0 0 0 

News websites 3 2 2 
eCommerce 

Websites 
3 1 1 

56%

68%

100%

100%

62%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Privacy Policy

Requirement 6.6

Required HTTP Headers

Content Security Policy

Cookies Privacy and Security Analysis
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Total 9 6 6 
 

Table 4.11 shows the list of all websites and the number of founded issues in PCI DSS, 

HIPAA, and NIST tests. 

 

Table 4.11: SSL testing results by website 

Website Grade PCI DSS HIPAA NIST 
HEI1 B- 2 9 9 
HEI2 B+ 2 2 3 
HEI3 A- 2 2 2 
HEI4 A 0 0 0 
GW1 A+ 0 0 0 
GW2 A+ 0 0 0 
GW3 A+ 0 0 0 
GW4 A 0 0 0 
NW1 A- 2 2 2 
NW2 A 1 0 0 
NW3 B 2 2 3 
NW4 A+ 0 0 0 
CW1 A- 1 0 0 
CW2 A- 1 0 0 
CW3 A 1 0 0 
CW4 A 0 2 2 

 
The results showed that 25% (4/16) of the websites have a grade of A+, 31% (5/16) of 

the websites have a grade of A, and 25% (4/16) of the websites have a grade of A-, while 19% 

(3/16) have a grade lower than A-. 

HEI1, HEI2, and HEI3 all have TLS 1.0 enabled, vulnerable to man-in-the-middle 

attacks, risking the integrity and authentication of data sent between a website and a browser 

[50]. HTTP Strict Transport Security is not enforced on HEI1, HEI3, or HEI4 servers, and this 

should be enabled to force the users to access the website over HTTPS. The server in HEI2 

enables a client-initiated secure renegotiation, which could be risky and open the door to 

Denial-of-Service attacks. We found that HEI4's server is not set to handle OCSP stapling for 
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its RSA certificate, which provides for better verification of the certificate validation status 

during OCSP stapling verification. Figure 4.5 shows the SSL Testing Results of HEI Websites. 

 

Figure 4.5: SSL testing results of HEI websites 

 
For the governmental websites, servers support the most recent and secure TLS protocol 

version of TLS 1.3, and they all complain to PCI DSS, HIPAA, and NIST. 

Only NW4 website from the news websites category is PCI DSS, HIPAA, and NIST 

compliant, whereas all other news websites failed the complaint tests due to the use of TLS 

1.0, which is not PCI DSS, HIPAA, or NIST compliant. Furthermore, HTTP Strict Transport 

Security is not enforced by GW1, GW2, or GW3. Another issue with GW3 is that the server 

allows for client-initiated secure renegotiation, which could be dangerous and enable Denial-

of-Service attacks. Figure 4.6 shows the SSL Testing Results of News Websites. 
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Figure 4.6: SSL testing results of News websites 

 
TLS 1.0 is enabled on CW1, CW2, and CW3 servers in the eCommerce websites 

category, which is non-compliant with PCI DSS and NIST. CW1's server does not support 

OCSP stapling for its RSA certificate, and both CW1 and CW4 violate NIST rules because 

neither server supports the Extended Master Secret (EMS) extension for TLS version 1.2. EMS 

adds further security to SSL sessions and protects against some MitM attacks. In addition, the 

CW2 and CW3 servers do not enforce HTTP Strict Transport Security, which is beneficial 

because it forces users to use HTTPS to access the website. Figure 4.7 shows the SSL Testing 

Results of eCommerce Websites. 
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Figure 4.7: SSL testing results of eCommerce websites 

 

Table 4.12 shows the PCI DSS, HIPAA and NIST, and Industry Best Practice failed 

items as well as number of failed websites by category.  

 

Table 4.12: Failed SSL testing items by website's category 

Catego
ry Test Type 

Num. of 
Failed 

Education
al 

Websites 

Num. of 
Failed 

Governmen
tal Websites 

Num. 
of 

Failed 
News 

Websit
es 

Num. of 
Failed 

Commerci
al 

Websites 

Total 
(Percentag

e) 

PCI 
DSS 

Supported 
Ciphers 3 0 2 0 5 (31%) 

Supported 
Protocols 3 0 3 3 9 (56%) 

HIPAA 
and 

NIST 

Ocsp 
Stapling 1 0 1 2 4 (25%) 

Supported 
Ciphers 3 1 2 0 6 (37%) 

Supported 
Protocols 3 0 3 3 9 (56%) 

Supporting 
Extended 

Master 
Secret 

0 0 0 2 2 (12%) 

0

1

2

3

CW1 CW2 CW3 CW4

Sum of PCI DSS Sum of HIPAA Sum of NIST
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Industr
y 

Best 
Practic

es 

Server 
Provides 

HSTS 
3 3 3 3 12 (75%) 

Not 
supporting 
of client-
initiated 
secure 

renegotiati
on 

0 0 1 1 2 (12%) 

HTTP to 
HTTPS 

redirection 
1 0 2 1 4 (25%) 

Supporting 
TLSv1.3 1 0 0 2 3 (19%) 

 
 

4.2 Performance Testing Results 

The automated user experience and performance testing were conducted using the 

Performance Testing bot integrated with JMeter through the .NET framework. The 

performance experiments were executed using the two most common networks in Palestine: 

the 3G network and the LAN network with a speed of 8 Mbps. The first experiment’s result of 

running the script using a 3G network was as shown in Table 4.13 

 

Table 4.13: Performance testing results using 3G network 

Websit
e 

Number of 
Completed 

Samples 

Avg 
Response 

Time (msec) 

Min 
(mse

c) 

Max 
(msec) 

Error 
Rate 
(%) 

Thro
ughp

ut 

Network 
Received 
(KB/sec)  

HEI1 9123 10387 5605 23488 0.0 8.1 1253.7 
HEI2 40566 6105 2259 12427 0.0 35.9 2383.5 
HEI3 21845 5670 2016 15143 0.0 19.3 1556.1 
HEI4 6005 13106 6277 18580 2.4 5.3 1944.6 
GW1 3841 12585 4184 31773 0.0 3.4 2856.0 
GW2 11284 10476 3199 21394 0.0 9.9 3265.5 
GW3 4081 14489 5408 14136 0.0 3.6 396.9 
GW4 19441 11078 1979 9809 2.2 17.1 1978.2 
NW1 10088 6384 4373 23004 0.0 8.8 8637.3 
NW2 7441 7532 2902 18869 0.0 6.5 4143.3 
NW3 9843 8584 4332 17882 1.4 8.6 3250.8 



 

 61 
 

NW4 6487 10979 4652 19813 0.0 5.7 1946.7 
CW1 32402 4406 1704 7458 0.0 28.4 636.3 
CW2 7684 12473 3143 22097 1.6 6.7 3672.9 
CW3 3844 19769 4157 36113 1.1 3.4 4002.6 
CW4 5047 16261 5183 23793 0.0 4.4 1707.3 

 

The results shows that the average response time for all websites was 10604 msec using 

the 3G network, the CW1 website has the lowest average response time with 4406 msec, and 

the average response time of HEI websites was 8817 msec, while it was 12157 msec for 

governmental websites, 8370 msec for news websites, and 13227 msec for eCommerce 

websites. Figure 4.8 shows the average response time for all websites. 

  

Figure 4.8: Average response time in msec by website using 3G network 

 
As show in Figure 4.9, HEI2 has the highest throughput at 35.9, while GW2 and CW3 

have the lowest throughput at 3.4. On the other hand, the average throughput of HEI websites 

was 17.2, 8.5 for governmental websites, 7.4 for news websites, and 10.7 for eCommerce 

websites.  

10387
6105

5670
13106

12585
10476

14489
11078

6384
7532

8584
10979

4406
12473

19769
16261

0 5000 10000 15000 20000

HEI1
HEI2
HEI3
HEI4
GW1
GW2
GW3
GW4
NW1
NW2
NW3
NW4
CW1
CW2
CW3
CW4



 

 62 
 

 

Figure 4.9: Throughput by website using 3G network 

 
 The results show that 31% (5/16) of the websites have returned errors to some users 

due to the high traffic in which these users were unable to access the website because they 

received a 503 Service Unavailable server error response code, which indicates that the server 

is not ready to handle the requests. Regarding the total number of completed samples, HEI2 

has the highest number of completed samples, 40566 samples, while GW1 has the lowest 

number of completed samples with 3841 samples. Figure 4.10 shows a total number of 

completed samples for all websites.  
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Figure 4.10: Number of completed samples by website using 3G network 

 
We executed the same script with the same configurations on all websites using an 8 

Mbps LAN network. Table 4.14 shows the experiment’s results for all websites. 

Table 4.14: Performance testing results using 8 Mbps LAN network 

Websit
e 

Total 
Complete
d Samples 

Avg 
Respons
e Time 
(msec) 

Min 
(msec

) 

Max 
(msec) 

Error 
Rate 
(%) 

Throughpu
t 

Network 
Received 
(KB/sec)  

HEI1 11402 8814 3811 19740 0.0 9.2 1253.7 
HEI2 54685 2566 1069 7888 0.0 45.8 2383.5 
HEI3 28609 3768 2353 7774 0.0 24.4 1556.1 
HEI4 10209 9516 6297 15716 3.2 8.2 1944.6 
GW1 9449 8189 3483 41250 0.6 6.3 2720 
GW2 17043 4189 1478 25561 0.0 13.7 3110 
GW3 5647 8917 5905 12396 0.0 4.4 396.9 
GW4 21487 3381 1243 6605 6.8 17.2 1978.2 
NW1 17363 5125 3528 67360 0.6 13.2 8637.3 
NW2 15325 5856 2168 10382

0 
0.0 9.2 4143.3 

NW3 13844 6282 2874 40194 1.9 11.6 3250.8 
NW4 12569 7368 4486 23862 0.0 9.9 1946.7 
CW1 41408 2271 1543 6464 0.0 35.1 636.3 
CW2 12204 7903 4443 15110 1.9 9.7 3672.9 
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CW3 8162 12652 3349 27512 2.5 6.1 4002.6 
CW4 9766 6535 1972 13988 2.7 8.2 3208.8 

 
The average response time for all websites was 6458 msec using the 8 Mbps LAN 

network. The CW1 has the lowest average response time with 2271 msec, the average response 

time of HEI websites was 6116 msec, while it was 7026 msec for governmental websites, 6734 

msec for news websites, and 7346 msec for eCommerce websites. Figure 4.11 shows the 

average response time for all websites. 

 

Figure 4.11: Average response time in msec by website using 8 Mbps LAN network 

 
As shown in figure 4.12, HEI2 has the highest throughput as it was 45.8, while GW3 

has the lowest throughput of 4.4. The average throughput of all websites was 14.5, it was 21.9 

for HEI websites, while it was 10.4 for governmental websites, 11 for news websites, and 14.8 

for eCommerce websites.  
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Figure 4.12: Throughput by website using 8 Mbps LAN network 

 

HEI2 has the highest total completed samples with 54683 samples, while GW3 has the 

lowest number of completed samples with 5646 samples. Figure 4.13 shows the total number 

of completed samples for all websites.  
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Figure 4.13: Total Number of completed samples by website using 8 Mbps LAN network 

 
 The results show that 50% (8/16) of the websites have returned errors to some users 

due to the high traffic; these users were unable to access the website because they received a 

503 Service Unavailable server error response code, which indicates that the server is not ready 

to handle the requests.  
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The results of the accessibility tests showed that there are many accessibility issues in 

all selected websites, where most of the websites have a high number of contrast errors, errors, 

and alerts. For example, NW1 has the highest number of errors with 280 errors, CW3 has 

another high number of errors with 200 errors, and CW4 has the lowest number of errors with 

7. In addition, CW3 has the highest number of contrast errors with 162, while CW1 has the 

lowest number of contrast errors with four.  
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NW3 has the highest number of alerts with 572, NW1 has the highest number of 

features with 224 features, and it has the highest number of structural elements with 259. While 

NW4 has the highest number of ARIA with 313 items. Table 4.15 shows the accessibility 

results for all websites 

 

Table 4.15: Accessibility testing results 

Website Errors Contrast 
Errors Alerts Features Structural 

Elements ARIA 

HEI1 50 42 81 47 68 201 
HEI2 39 88 36 19 75 65 
HEI3 63 32 39 25 76 99 
HEI4 31 68 47 39 49 150 
GW1 33 35 53 10 61 4 
GW2 11 50 124 36 87 24 
GW3 38 38 45 0 47 5 
GW4 36 13 16 19 115 135 
NW1 280 27 553 224 259 27 
NW2 11 40 36 88 17 8 
NW3 8 49 572 156 195 11 
NW4 80 20 145 14 110 313 
CW1 7 4 20 13 33 0 
CW2 11 124 26 39 40 1 
CW3 200 162 112 67 130 7 
CW4 7 40 20 13 33 0 

 
 

Figure 4.14 shows HEI websites' errors, contrast errors, and alerts. In this category, 

HEI3 has the highest number of errors with 63 errors, HEI2 has the highest number of contrast 

errors with 88 errors, and HEI has the highest number of alerts with 81 alerts.  
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Figure 4.14: Total number of errors, contrast errors, and alerts in HEI websites 

 
Figure 4.15 shows Governmental websites' errors, contrast errors, and alerts. In this 

category, GW3 has the highest number of errors with 38 errors, GW2 has the highest number 

of contrast errors with 50 errors, and it has the highest number of alerts as well with 124 alerts.  

 

Figure 4.15: Total number of errors, contrast errors, and alerts in Governmental websites 

 
Figure 4.16 shows News websites' errors, contrast errors, and alerts. In this category, 

NW1 has the highest number of errors with 280 errors, NW3 has the highest number of contrast 

errors with 49 errors, and it has the highest number of alerts with 572 alerts.  
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Figure 4.16: Total number of errors, contrast errors, and alerts in News websites 

 

Figure 4.17 shows eCommerce websites' errors, contrast errors, and alerts. In this 

category, CW3 has the highest number of errors with 200 errors, the highest number of contrast 

errors and alerts, and 162 contrast errors and 112 alerts.  

 

Figure 4.17: Total number of errors, contrast errors, and alerts in eCommerce websites 
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Chapter 5: Discussion and Conclusion 

5.1 Research Limitations 

1. The Framework used specific usability measure and doesn’t include all HCI 

standards and guideline. 

2. The Framework was limited to website applications, with limited access to 

internal application resource on the server side.  

3. Limited testing resources for testing a high number of concurrent users. 

4. The Bots are limited to Automation Anywhere cloud platform. 

5. RPA bots Agents do not support virtual machines (VMs). 

 

5.2 Discussion 

Web Security testing results showed that the websites HEI3, NW1, GW3, and CW2 

have outdated third-party software or CMS components, these components should be updated 

as soon as possible because these websites are vulnerable to publicly known vulnerabilities. In 

addition, the security results showed that nine websites had failed the privacy policy test, where 

they have no privacy policy page or are not easily accessible, which causes failure in the EU 

GDPR compliance test. 

Only two websites (HEI2 and HEI4) passed both EU GDPR and PCI DSS tests. On the 

other hand, the NW3 website passed the EU GDPR test and failed PCI DSS, while 75% (12/16) 

of the websites failed both tests. In PCI DSS verification, we found eleven websites do not 

comply with Requirement 6.6. Only HEI and one Governmental website have passed that test, 

whereas all other Governmental, News, and ECommerce websites failed Requirement 6.6 

verification. eCommerce websites failed the most in the Cookies Protection and Cookies 

Disclaimer tests, whereas government websites failed the most in the Privacy Policy 

verification. 
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The security testing results of HEI websites were better than other categories, where 

none of the eCommerce and governmental websites passed the EU GDPR and PCI DSS 

compliance tests. Governmental websites failed the most in the privacy policy test, and 

eCommerce websites failed the most in the cookie protection test 

Another crucial HTTP Headers test is X-Powered-By, which hackers may use to target 

a specific technology or version. We found that the servers of six websites reveal their version, 

potentially allowing for more assaults against them. 

It's worth noting that all websites have issues with different required HTTP headers. 

Moreover, all websites failed the Content Security Policy test, which functions as a gatekeeper 

for the website, limiting where data can come from. Therefore, it's critical to configure it to 

avoid cross-site scripting vulnerabilities. 

In the SSL testing, we found that most websites have an excellent SSL test grade, where 

around 81% (13/16) of the websites have a grade higher than A-. However, HEI websites have 

the lowest SSL grade as HEI1 has a grade of B- and HEI2 has a grade of B+.  31% (5/16) of 

the websites failed in all PCI DSS, HIPAA, and NIST tests, 25% (4/16) of the websites failed 

only in PCI DSS, while there is one website (CW4) failed in HIPAA and NIST tests, although 

it’s passed PCI DSS test. Therefore, fixing the highlighted SSL issues is essential to 

secure online transactions, protect customer data, and stop hackers from accessing or altering 

data transferred between two systems. 

Most government websites had superior SSL test results than other categories, with 

three governmental websites passing the PCI DSS, HIPAA, and NIST compliance tests. TLS 

1.0 is active on nine websites across all samples, which is non-compliant with NIST since SP 

800-52 REV. 2 and non-compliant with PCI DSS since June 30, 2018 

We found that 75% (12/16) of the websites do not support HSTS. Protecting consumers 

from passive eavesdroppers and active man-in-the-middle (MITM) attacks is critical. It also 
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imposes strong security measures such as blocking mixed content and click-through certificate 

overrides and protecting against web server errors such as loading JavaScript over an insecure 

connection [53]. 

The performance results showed that many websites returned errors to some users due 

to the high traffic, it was the same error for all websites which is 503 Service Unavailable server 

error response code, which indicates that the server is not ready to handle the requests. Such 

issues may lead to poor usability, customer dissatisfaction and tarnished brand image. 

Due to Internet connectivity limitations in Palestine, we preferred to run the 

performance scripts using the most common networks in Palestine which are 3G mobile 

network and 8 Mbps LAN network. the results showed that the LAN network has better speed 

in loading the web pages where the average response time of all websites in 8 Mbps network 

was 6458 msec while it was 10604 msec in 3G mobile network. Websites developers should 

take these networks limitations in their consideration by compressing and optimize the 

website’s images and videos, reducing your redirects, caching the web pages, minifying Minify 

HTML, JavaScript, and CSS files, and deleting unnecessary plugins. 

However, the loading time of the selected websites should be enhanced more, as 

Kissmetrics founded that 47% of users expect web pages to load in under two seconds, and 

40% leave websites that take longer than three seconds to load, and a one-second delay in page 

response can result in a 7% drop in conversions.  As per Google/SOASTA Research, 2017 [51] 

they reported that the probability of a bounce increases by 32% when page time load goes from 

1 to 3, 90% probability of bounce expected when the page time load goes from 1 second to 5 

seconds. When Page Time Load goes from 1 to 6 seconds, the probability of bounce increases 

by 106%, while the probability of a bounce increases by 123% when the page time load goes 

from 1 to 10 seconds. 
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The accessibility testing results showed that all websites have critical accessibility 

issues. As a result, we can conclude that these websites cannot be used effectively or 

satisfactorily by all stakeholders, particularly disabled prospective users. None of the evaluated 

websites achieved the required conformance level A. Comparing the number of errors per 

website, websites NW1 has the highest number of errors, with 280. Next is CW3, with 200 

errors. CW3 has the highest number of contrast errors for the contrast errors tests, with 162 

errors. Next is CW2, with 124 errors. Based on the above accessibility results, we recommend 

developers and administrators follow accessibility standards and guidelines like WCAG 2.0 

when creating websites with many stakeholders. 

 

5.3 Conclusion and Future Work 

In this research, we used RPA Bots to evaluate the performance, security and 

accessibility based on many international standards and guidelines, and it showed a high 

capability in evaluating the usability of all websites by integrating the RPA bots with different 

automation tools and API services. Moreover, the ability to connect the RPA bots with database 

to store and read the and will help businesses in evaluating the usability of their products more 

effectively, saving time, money, and effort. The results indicated different major security issues 

in the many local websites. Moreover, all websites failed in accessibility testing where none of 

the analyzed websites met the required compliance level A. Other problems indicated in the 

performance experiments as well where 50% (8/16) of the websites have returned errors to 

some users in the 8 Mbps experiment due to the high traffic, while the percentage was 31% 

(5/16) of the websites in the 3G network experiment. 

As a future work, we can integrate the Robotic Process Automation Bots with other 

testing tools that follow other international standards to verify websites and mobile applications 

as well. in addition to that, developing an RPA integration with eye tracking and heat maps is 
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an important research area to help developers in verifying the usability of the products more 

effectively. 
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 صخلملا

  

 عقاوملا مادختسا ةیلباق صحفل Robotic Process Automation ةیتوبور تایلمع ةتمتأ ماظن

 .ناملأاو ءادلأا ةعرس ثیح نم ةینورتكللإا

 

 ةیتوبكنعلا ةكبشلا راشتنا ةعقر عاستلا ارظن ریثكب لھسأ اھیلا لوصولا حبصأو ،ریبك لكشب ةینورتكللإا عقاوملا مادختسا دیازتی

 ریوطت نم اًیساسأ اءًزج تحبصأ يتلاو )UX( ةدیجو ةلاعف مدختسم ةبرجت ریفوت يف ةجاح دوجو ىلا ىدأ اممو .ملاعلا لوح

 ىلع صرحلاو ةلاعف مدختسم ةبرجت ریفوت يف مامتھلاا نم مغرلابو .ةینورتكللإا عقاوملا كلذ يف امبو جماربلا ،تاقیبطتلا

 .شاقن لحم لاز ام عقاوملا نم ریثك نع نئابزلا اضر نا لاأ ،عقوملا راوز اضر

 ةدقعم ةمھم دعی HCIو UX تاداشرإو ئدابمو مادختسلاا ةیلباق عم ةقفاوتملا ةینورتكللاا عقاوملا قیبطت ریوطتو میمصت نإ

 نامضو HCI ئدابمل عقاوملا هذھ عابتا نم ققحتلل ةحاتملا رابتخلاا تاودا نم دیدعلا كانھ ،تارابتخلاا نم ریثكلل جاتحتو

 اذھ نم فدھلا .قرغتسملا تقولاو ةیلاعلا مادختسلاا ةفلكت ببسب ةدودحم تایحلاص اھیدل تاودلأا هذھ مظعم .راوزلا اضر

 للاخ نم اھیلإ لوصولا ةیناكمإو اھنامأو ةینورتكللاا عقاوملا ءادأ نیسحتو مدختسملا ةبرجت رابتخا ةیلمع لیھست وھ ثحبلا

 )Robotic Process Automation( ةیتوبورلا تایلمعلا ةتمتأ ىلع دمتعی مدختسملا ةبرجت رابتخلا لماكتم ماظن ریوطت

 .دحاو ماظن يف ينورتكلا عقوم يلأ لوصولا ةیناكمإو ناملأاو عقوملا ةعرسو ءادأ صحفو

 ىلع تارابتخا ءارجإب نیثحابلا نم دیدعلا ماقو HCI تاداشرلإ ةینورتكللاا عقاوملا عابتا ةیمھأ ةقباسلا تاساردلا تشقان

 مھضعب مدختساو HCI تاداشرلإ عقاوملا هذھ عابتا ىدم صحفو ةیموكحو ةیمیلعت عقاومك ةفلتخم ةینورتكلا عقاوم تانیع

 زربأ لعلو .تاریغتملاو رییاعملا نم اھریغو ءادلأاو ناملأا صحفل ةددعتم ةتمتأ صحف تاودأ نورخآ مدختساو ةیدیلقت اقرط

 ىتح كارتشا نم رثكأو ةادأ نم رثكأ مادختسا بلطتی ثیح ،رییاعملا هذھ عیمج صحفل دحاو ماظن دوجو مدع وھ هانظحلا ام

 .رییاعملا عیمج صحف متی

 ةلصتملا )Robotic Process Automation Bots( ةیتوبورلا تایلمعلا ةتمتأ تاتوبور ریوطتب انمق ،حرتقملا ماظنلا يف

 ءادأ صحفل JMeter ةادأب ماظنلا طبر مت ثیح ،لوصولا ةیناكمإو ناملأاو ءادلأا صحفل ةفلتخم تاودأ عم ةلماكتملاو

 .HCI تاداشراو رییاعم بسح لوصولا ةیلباق صحفل WAVEو ،ناملأا صحفل ImmuniWeb ةادأ ،عقوملا ةعرسو

 يلاعلا میلعتلا يھو ةفلتخم تلااجمو تاعاطق عبرأ نم اینیطسلف ایلحم اینورتكلا اعقوم رشع ةتس رایتخاب انمق ،ماظنلا رابتخلا
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 عقوم لك يف لكاشملا زربأ ىلع ءوضلا طیلستو جئاتنلا ةعجارم مت دقو ،ينورتكللاا قیوستلاو يرابخلإاو يموكحلاو

 .ينورتكلا

 ةیتوبورلا تایلمعلا ةتمتأ تاتوبور فیظوت نا اندجو ،ةفلتخملا تارابتخلاا جئاتن ىلع ءانبو ،حرتقملا ماظنلا للاخ نم

)Robotic Process Automation Bots( عقوملا نع نئابزلا اضر ةدایزو مدختسملا ةبرجت نیسحتل ةلاعف ةقیرط يھ 

 .دھجلاو تقولاو ،لاملا ریفوتو ،ناملأاو ،ءادلأا نیسحت ىلا ةفاضلإاب ،ينورتكللاا

 


