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The civil Liability of banks for electronic transactions.
Prepared by: Maliha Momammad Naser Hussien Salhab.
Supervised by: dr. Yaser Zbisat
Abstract:

Electronic banking encompasses banking services that are processed electronically,
including the exchange of information through digital means. In the field of electronic
banking, the communication revolution has brought about significant advantages in terms of
cost reduction. For instance, ATMs perform tasks that greatly reduce the need to establish
physical bank branches, and the use of home devices saves both time and enhances efficiency
for both the bank and the customer.

Despite the numerous advantages of electronic banking, it is fraught with risks. There is a
close link between conducting electronic banking transactions and information security,
which includes protecting information from unauthorized access.

In Palestine, electronic banking faced numerous restrictions imposed by the occupying force
to prevent the creation of an independent financial system. With the signing of the Oslo
Agreement, the first signs of banking operations began to emerge. The efforts of the
Palestinian Monetary Authority, which was established as an alternative to a central bank,
played a key role. Since its establishment, there has been a noticeable growth in banking
activities. With the technological revolution sweeping the world, the Palestinian Monetary
Authority continued to develop banking operations to keep pace with global banking
practices, driven by the global media and communication revolution.

The lack of specific legal provisions governing the civil responsibility for electronic banking
transactions prompted this research to assess whether the general rules and legal decrees
governing civil liability are sufficient for electronic banking operations.

This study addresses the issue of bank responsibility, which is often contractual in nature,
since electronic banking transactions are conducted through contracts made between banks
and customers. The study clarifies the basis of a bank's responsibility within the framework
of electronic contracts, as well as the situation in which a bank might be liable for harmful
acts even if no contract exists between the bank and a third party or if the contract is void.
In such cases, the bank is held responsible for any damage caused to others under tort liability
principles.

The study also examines the bank's responsibility arising even in the absence of a contract
or an unlawful act, when damage occurs to a bank customer, but no unlawful action can be
attributed to the bank. In this case, liability arises based on the principle of "risk with risk,"”
which is referred to in legal doctrine as the "burden of professional risk." The study outlines
the legal foundation for this situation, especially in cases involving forged checks.

The study categorizes electronic banking activities into two types: developed traditional
banking operations, such as electronic checks, documentary credits, and electronic money
transfers, which are essentially traditional banking operations adapted to keep up with
technological advancements in banking systems; and modern electronic banking operations,
such as the use of electronic cards.



The study concludes with the need for establishing a basic infrastructure for transitioning
from traditional banking to electronic banking. This infrastructure includes enacting laws
that regulate the practice of electronic banking and the obligations of banks in its conduct.
Having a legal framework makes transactions safer for bank customers. Furthermore, the
study emphasizes the importance of expediting the development of an electronic commercial
law in Palestine to avoid leaving electronic banking contracts undefined and subject to
general rules due to the lack of a commercial law.
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