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Abstract

The great technological development resulted in increasing the importance of computers in
various aspects of modern life; computer has become the backbone of science, industry,
communication and all modern life activities. As a result of increased reliance on
computer, crimes associated with such uses appeared, and the crimes moved from the
physical world to the electronic virtual world. These crimes were characterized as cross-
border crimes, that are committed by excel criminals in the use of the Internet and
computer software (Modern computer programs).

Crimes that are committed through the Internet depend on ease of use of modern
technology and its abundance in their spread, since the more spread of this means , the
greater increasing of chances of committing these crimes, especially as some countries
tend to provide services to the citizens through the Internet.

The crime fraud through the internet is considered one of the most crimes being
committed in a large scale and causing a lot of financial losses, which led to increased
anxiety among the citizens in the extent of their dependency on this means for the conduct
of their daily affairs. This crime is distinguished as it is committed secretly, taking
advantage of the principle of "ignorance of personality," as the fact that criminals can open
fake accounts and claim any name without going through check or police inspection.

What makes it more difficult is that the present legislative reality in Palestine in particular
and Arab countries in general still deal with these crimes as they deal with any fraud or
crime traditionally, and this check is applied with the computer and the Internet as well as
the measures of Digital Guide control; as there are legislative obstacles when conducting
searching in computer equipment.

This study divided the fraud crime through the internet into two chapters ; the first
chapter of the study addressed the concept of the crime of fraud over the Internet, through
showing the legal aspect of this electronic Crime, as well as the importance of

differentiating between the crime of fraud and crimes against the money in the first section;




in the second section, the researcher dealt with the financial aspect of the fraud crime of
the internet and showing the criminal provisions of the participation, and the researcher in
the third chapter showed the concept of time of temporary and ongoing crime and
consecutive acts of crime and their applicability to the Internet crime .The researcher in the
fourth and fifth section showed the procedures and settings in a computer crime, the
search procedures in the computer environment, the procedures of setting evidence of the
computer crimes and to undergo the legislative inadequacies and the possibility of passing
it by taking advantage of the comparative legislation .

The study is concluded with a group of results. The most important of these are that
Arab legislations are still inadequate to set a definition of the fraud crime of internet. Also,
it did not codify the Internet Crime in general provisions, and this legislation did not
specify computer equipment search through the legal process procedures of the law
enforcement. The study found that the fraud crime of the internet is one of the transnational
crimes, and this requires concerted international efforts to fight through agreement on the
legislative system, dealing with the jurisdiction of spatial conflicts, so as not to leave a
place for criminals to escape punishment to circumvent law. The most prominent
recommendations found are the legislative reality in the Arab countries, and coordination
between them and the need to the adoption of legislation at the national and regional levels
of anti-computer crime and the Internet, to serve fight against these crimes at the
international level. And the formation of special courts for electronic crimes of
professionals and trainers, with judges who are able to address all other matters of crimes,
and training of experienced members of the public prosecution on all matters of innovative
crimes and ways of inspection, and providing the relevant studies to the legislative
authority to make necessary adjustments to fill legislative shortcomings in relation to those

crimes.
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