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Abstract

Geting to accessremote facilitiesanywhereis a new way forteaching and
learning New technology hat can helpachievng many goalsin the research

field, it standsup against the impossitiy to access labs over theorld.

This provide apractical approach forlimited budgetresearchinstitutions to
providecost effective research facilitie®nline remote lab is mew technology

in the learningarena. It canbe sad thatit is the first step in developing the
research labso become accessible worldwid&his thesis aims to make labs
remotely accessibldor studens and researcher even in the developed
counties. Through thelnternet it became easy for researches to access the
needed facilities for their research

This thess workson convering smart grid lab by usingRaspberry Pi B+ 3
board to become online lalihatcan be operatel from any location By using

JSON programming language argh online website to connect the modules
with each otherfor the chosen experiment&and then obseesthe resuls in
SCADA. By this way any student at any time can use the laimpéement their
experiments and obtaining the results

In the end of establishing a Remote lab ustagpberry Pi B+ 3 boahd relay
modules, connect them witkach other and the lab module, so the user can
execute the connection through the web site, and the module will connected to
each other according to experiment procedure, each input will be connected to

each output throughRaspberry Pi B+ 3 boardnd usng the right code to



execute that, solar panel experiment has been chioseits importance to
research are#he experiment has been connected, the SCADA showed the result
remotely, throughnternetconnection

A complete experiment has been connectatine remotely with all its
components and the result showed remotely also, with minimum hardware and

cost
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Chapter 1

Introduction

Remote laboratory can solve a lot of issuéegan make a difference in learning, and in
teaching fields This chapter containgeemote laboverview, and how it can contribute to

research areas.

1.1 Motivation

Laboratories form an important educational resource in engineering edwadivaining
usinge q u i p nmeadditibnsto teaching theories in lecturd$e laboratories give ¢
opportuniy for learners and engineering to useq u i p roarectlyfarsdto trainthem on
how to deal with instrumesthey will interact latemwith in reallife andin professional
conditiors, thus gaining practical knowledge and familiarizing themeslwith such
equipmend .sHowever, maintaining the equipment agekting new laboratoriesimply a
large amount ofmoneythat can be afforded only bfew numbersof universitiesand

institutions

A lot of limitations areconsidered in equipping laboratesiin universitiegand institutions
such asbudget limitatios, and theincreasingnumber of engineering students mak
existing labs insufficient, and becomesharder to universities to provide timecessary

trainingfor studentsandteaching in labs lm®me insufficient

The availability of new technologies of communication and computpgbilitiesmalke it



easier to develop tools to interact with virtual instrument. Open and shared resources
provide the possibility to develop and implemente-learningtechnologes that give the
studens access to different labs throughe globe without locationrestrictions time
limitation, or lake of money, andill absorbthe hugdancreasan numberof studentswho

want to access labs for practical training.

1.2 Problem statement

A lot of considerations was taken to achieve this work:

1. Physical acess to labs not available at all timeMost labs are occupied most of the
times.
2. Most of the lak equipmend sre expensive, and cost a lot to educational institutions
high budgets.
3. Simulation labs can give ressilin ideal environmerst It canot simul at e

circumstances.

1.3 Thesisgoals
The aim ofthethesis is to modifyalocal lab to be usedemotelyand locally So, the lab
could be usedn any circumstanceat any time in the site location with the real
instrumeng and theexistentof the user, and with remote location with the samedus
instrumens but with a different physicaluser location This gives the opportunityfor
researchers to run experiments amdun them at any time they needNevertheless.
researchers will have data that touches real life problems, not to mention cost saving if
proper lab scheduling is set, and the students will have the chance to access such data at

any time needed to run tlegperiments again.
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The lab meant to be modified is the smart grid lakt, & esearch lab for all grid

component, istudiesthe impact of the smart grid component with each other.

The obtained modified remote laimodel will serve researchers, teachestjdent, and
other educational communitieSmart grid lab can give us a good idea about the real grid

how to develop it and how to solve its problems.

1.4 Thesis contribution

Several collaborative schemimtaimed at engineering education, have been dpeel in
recent years for the remote execution of experiméoi® distantlaboratories and on

different engineering fields.

For example Labwork has been established in Hong Kong at Polytechnic University
(PolyU). It gives the userthe opportunity to exaite physical experimesntlIt has
scheduling feature taeserveany appropriate date and time to start connecting téltab

and execute any wanted experiment.

A Labwork [1] is a living example of applied remote lab offers-taaé online laboratory

to execute lab experimenat their own space, anytime, anywhere. The lab provides the
ability to execute physics experiments without sacrificing having accurate data through
Labwork platform, and through time the teachers can tsigcllens @erformance, amh

assist them when it is needed.

The remote laboratory system, where experiments conducted at control engineering
laboratories can be remotely operated through the netwavkich Internetmakes it easy

to deal with such connectisf2]. On the same trené more recent work [3] reports on the



remote control of a nonlinear system as a tool for teaching several engineering subjects.
Likewise, experiments with analog electronic circuits have been studied [4] with the aid of
remote laboratories based on anstent and previously validated platform. This system

aim to use nonproprietary solutions in order to promote sharing among institutions; it also
performs remote measurements over real instruments in an effort to make it as reliable as a

handson laboratoy.

Remote laboratories for experimental training on mechatrdoczd labshave also been
implemented %], where experiments using a twdegree of freedom robot and a servomotor
can be carried out remotely. Other works have also reported the develognemote
experiments implemented as weased systems in other engineering fields such as fluid

mechanics§] and electrical engineering]f

In general, remote laboratories deal with manipulation of reglipmend sand
experiments, and although they malge of tools such as virtual instruments (VI) and e
learning environments, they should not be confused with either simulations or virtual
laboratories. There are systems, sashising different approaches, more on the style of
virtual laboratories, thainvolve the use of expensive equipment and topologies for the

emulation of sophisticated laboratories, which are rarely available in public institujons [

In theresearchthe smart grid lab wilbe modifiedto serve asemote lab A smart grid lab

can provide a complete study on smart electrical grid connected to multiple sources of
power with all components of electrical grid to control and monitor the effect of other
sources of power on the traditional grid. Reusing this lab at times the lab isusat, iny

adding hardware and software and converting it to a remote lab, can help researchers get a



closer practical look to improve and study the electrical grid. One of the most important
reasons | 6m going to | mpr ov sultstemmodosesttoab i s
what happes in real life. Smulation lals can provide ideal ressltand data with ideal

experiment environment but real labs designed to simulate thifeeadnditiors.

Engineering and scientific studieanexpand the usage oémote labs in order to allow
students tgerform real, norsimulated experiments and lab tasks overnbernetwithout
physically existing in the lafB]. In our system we intend to add the availability of real lab

andthe smart grid lalbo work remotéy.

Theintentis to connect the module of smart grid labSmC (system on chipdlevice such

as a Raspberry Pi B+ 30 we can use a website that contrel tonnectios between the
modules, andthe result will be showfrom SCADA remotelywhich isconnected to the

lab in the first placeTwo serves will be used one of them for th&Raspberry Pi B+ and

the website and the connection through the Internet, and the other for getting result from

SCADA remotely.

For the first time a large number of matdkes inalab is intendedto be modified to work
remotely, also a chip with operating system has been used with a lot of properties that help

build alabto works online remotely.

The website compensations have chosen carefully, so online remote lab aahidved,

with real time server

The Rgure 1.1 show the mechanism usedhasystem SoC device with web server and

website had been added to the smart grid lab so its modifiedetaote lab, by using the



SCADA which is a component of the lab to bsed and connected remotely to get the

results from the experimentsnducted

However, The previous implementesystemgocused on using few numberof modules

to build small mode of the lab to implement experiments remqtely addition those
sydems usedlevices withlimited capabilities and limited number of outlets, and the most
important limitation of such deviceshat those outlets are specified for specific

functionality,and no capability for adding or developing on the systems.
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Figure 1.1: Theproposedystem




1.5 Thesis organization

The content of this thesis is arranged as follows:

Chapter 2 Literature review This chapter will present a detailed literature survey about
the technical background information needed to understadinderlying technologies

related to model design.

Chapter 3 MethodologyIn t hi s chapter, I 61 1 present
smart grid lab to remote lab, how to perform it, how to connect with SCADA in remote

locations, and what is neededperform an ideal experiment.

Chapter4: Hardwaremodule In this chapter, will present therdware componegthow

it is combined with each other.

Chapter5: Software moduleln this chapter, will present the software algorithm used in

Raspberry Pi B8, and the web page designed to connect the experiments.

Chapter 6: Integration method. In this chapter integration metiodhe systemwas

explainedhow to integrate the component of the system with each other.

Chapter 7: Testing and Resultdn this dapter, will examine the connection through
Internetby trying the web site and observe the resaltab room.
Chapter8: Conclusions and future warl conclusion of the overall work is given in this

chapter, and the future work that can be done.

t
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Chapter 2

Literature Review

This chapter contagall needed components foonstructing &emote lab, including the

lab meant tde modified Thehardware components needed to add to the lab, so it can be
used remtely, including theRaspberry Pi B+ 3the connectios between modulegshe

relay moduleusedto complete the connectipthe communication mechanism through
internet, how to operate through a webs#ed finally reviews to related work for the

proposed system

The lab meant to be modified tise smart grid lab developedytbe Lorenzowhichis an

Italian Companyspecialized indesign, development and production of technical and
vocational training equipmenDe Lorenzo has developede lab | intend to modify to a
remote lab The Lab containgypically the grid componestsuch asa protection device,
electrical production station, solar panel, and all sub components of the smart grid system
The company developed full laboratories for several specialties such as electrical, power,

telecommunicatio, electronics, automotive, and othergyineeringspecialties 10].

The labis considered veryseful toresearcharea, as a resulof theimportance osmart
grid field to researchetsThis topic forms one of the importanareasof development
becausef the increment of resources of powanddealing with these resourcasobtain
maximum benefits of thephave occupied the attention of researchers and governments

The electrical poweis one of the most importaetementdo humad &iture.



2.1Smart grid

The definition ofa smart grid can beepresented aan electricity grid networkupdate
which enablethe collectionof informationaboutpower exchange between suppliers and
consumerspy using an intelligent network a monitor anda management systento

controltheflow of power over electrical netwosk11].

The basicelements ofa smart gridbegin with the idea of smarhetering infrastructure
(AMI) to improve the management of the consumdemand,and increase power
efficiency, and improve depende grid thatis capable of selfhealing, and builthg a

reliable gridprotection againgnachine fauk and natural disastef$2].

A Smart grid system is the way all electrical sources distributed in a smart mithod

enabls us to know and observelal user 6s consumpti on, manag
flooded power, reuse it in ot hevalueaFigeea s wh e
2.1
shows SCADA Phasor
Measurement, [ Substation Automation ] Customer

the CRAS, FACTS,

Advanced

Condutors o
Comp [)l:strlbutmnﬁ

onent
Generation

s of a Advanced Metering,
Demand Response, and
Distributed Resourcrs

smart Distribution Automation

Distribution Circuit of the
grid_ Future

Figure 2.1: Components of smart gr[d2].



Smart grids are the biggestdhnological revolution since the Internet. They have the
potential to reduce carbon dioxide emission, increase the reliability of electricity supply,
and increase the efficiency of our energy infrastrucfd®. Smart grid applications,
communications, rd security, explain how diversetechnoloy play handin-hand in

building and maintaining smart grids around the glfibg.

The software gives us the ability to manage the grid, monitor the flow of the electrical
current,and the distribution to userdt managse the integration between the traditional
power sources and renewable energy sources. Knowledge of consumption about each
sector enable us to control the value of traditional electricity produdilus way we can

reducetheexpenses and prowedll sectors with the power needed.

Different techniquesre used to build a full concept of smagtid, thesetechniqus are

providedto the gridto provideflexibility and allow coordination and contrbly the smart grid.

The following are the appliet@chnologies thareused:

1- Distributed Energy Resourcedt 6 & combination between traditional and
renewable energgources The traditional power sourgarovideshighly efficient
local powerto supply electricity to customers, the renewable energhtnbe

installed in house hold or as production station like solar panels or wind &rbine

2- Demand Respong®R): The US Department of EnergipOE)d ef i ned DR as
tariff or program established to motivate changes in electric use byisend
customers, ingsponse to changes in the price of electricity over time, or to give

incentive payments designed to induce lower electricity use at times of high market

10



prices or when gr i dl15 Té ideadf DR i$ tb managesthej e o p a

power usage foransumes and power grid [&], the improvement of smart grid

efficiency,and to increase thgrid reliability [17][18].

Electricity Storagelt is very important to complete tilsgstem It is considered aa
key role inpower generation through renewableergy productionwith the proper
type of storage, thedependency omenewable energy will increasep carbon
emission will be reduced, andncreaseencouragemenbf developng of both

renewables and storaffE9].

Automatic Meter Readinglt is a deviceor system installed to measure the

electricity consumption or production for each household.

Energy Service Gateway | t 6 s a ihstaledimptite\netecabih€of each
household. It works as a controller of all various devices running on specific

configuration.

Data Communication NetworklIt 6 s t he communi cati on
households and the central server to coordinate and control, as wellleas data

by the server using the network to manage and préasunte [20.

Detailed Data Acces It is opened up by threportals a user portal ges
information about consumer consumption and production eneugyoperator
portal: providesfaults detection and monitoringnd a data analysis portal. The
data analysis portal generates automatgarte for data miningor all the data

collected in the experiment.

11



8- Advance Distribution Automation | t 6 s adreuUpof reehdologies thagive
the ability to the electric corporation to monitor, operate, and coordinate the

distribution component motely in real time conditior2[l].

2.2Remote Lab

Remote labs an experiment done with real labs through etheimethich the user control
them remotely, the experimaninclude real modules or instrumsr22] that will be
reused as a remote lab, itwrd for universies to supply a real laboratoryfor all
researchers and studenespecially when waretaking about a large number of student
or the need of space or instrumentatiBome universities don't havenoughspace or the

budgetfor getting these labsespecially the expensiomes.

The universities depend on virtual $&tb solve budget issues suchMATLAB, and other
Simulink labs, that simulate lab®nvironment Those labs can be used with unsafe or
dangerousexperimentsuch as cheroal labs, with the lasenceof real environmenthose

|l abs can6ét give the user a real data that

student the skills dealing withrealg ui pment 6 s

Remote lab RL) has been used and put undieal at the university of south Australia
(UniSA), the main goal was to increase the usadalus,this kind of projects will give the

opportuniy to graduated students powerup withknowledge andkills [23].

To modify any lab toaremote laba lot of utilities will be needed to complete the.ldlhe
uses can performthe same experimeras if it is performedin the lab Interconnection
componerg will be used toconnectremotelybetween modulesjisual mechanisnwill be

neededo see the connectiemetweemmodules, a server with ethernebnnection willbe

12



neededto executethe experimenbn the website some labs will neeh c t u aaber 6 s
operatedhowever with the properandcosteffectiveutilities, any lab can be converted and

reused tachieveour goalsasin real labs.

2.2.1 Typical Remote Lab System Architecture:

For any remote lab architectuf24], there are main componestto be completed and
operated remotelyStevensinstitute of Technology proposetisystem of thredevels as

follows:

1 Theu s eRCdwnghasoftwareapplication It is a Jav&criptbased web browsdénat
is capable of establigiig a connection with thénternet

1 The resource managet is combined of a web server which respond to HTTP
request from userandthe resuldataof thelab session

1 The third componentlt includes the SoC interface with actuatstrumentsand

actuators

2.3Smart grid lab

The smart gd lab consistsof eight subsystems£Each system has a lot of modules to
simulate the real smagrid system.The first foursubsystera simulate power sources of
energy The first one is the traditional coal plant with three phase supplyand the other

subsystermrepresent clean power sousdike wind, hydroelectric and solar.

The lab includes all protection modulgsther modules that simulate eeal grid, and
measurement module$he labis designed to simulate a real smart grid with SCADA

software.

13



The reasons | chose this lab is to improve the grid and convert it tognddebwith less
cost and less problems withtegration between the renewable sourcesdhelbeing used

a lot now a days at which users have renewable energy at their homes.

2.4SCADA
Supervisory control and data acquisition (SCADA) system@very important component
to eachinfrastructureIT contols every utility in any smatrt city likeipelines,water,etc.,

ard its very crucialfor manufacturing operatia25].

SCADA collects anghows reatime data of the system and transfer it to the centrd)

torepresentittahe usei nt e r $ashardwvare opéradted by a softwgz6].

SCADA systemin remote lab grid collestthe data through measuring wnitsing serial
ports to connect each sensor in each module to sense these values and then tlepresent

collecteddata through the user inface by usingyraphical screeand asoftware.

The SCADA performs the following functions:

1- Acquisition of physical quantitieghe datais used to controlthe system and

supervise.

2- Control, thesystem is capable of controllinige actuatorsand all it operatiors.

3- Supervision, the system has the ability to monitor all data and information
gathering from the system, the status of the system, and alarm from faults and

othersetc...

SCADA systems supervise, control, optimize and manage the systethe fgeneration

14



and transmission of electrical energy as well as the distribution networks.

Theyhave the ability taollect, store and analyze data from hundreds of thousands of data
points in national or regional networksdhave the ability to estabhsnodel networks, to

simulate operationsletectfaults,andcontrol them t@reventtheir occurrence

| t O essential part o smart networklt enablesestablishing and building smart grids,
that are capable of dealing witenormous amounts of enerdiom renewable sources
which can beroduced by generators of large and small sédbo; to maintainnetwork
stability despite the intermittency of these sources and tdedwtionality of the energy

flow [27].

The SCADA systenis divided to four maircomponents:

1- Sensors (either digital or analog) aibhatontrok relays that directly interface with

the managed system.

2- Remote telemetry units (RTUs). These are small computerized units deployed in
the field at specific sites and locations. RTUs serveal collection points for

gathering reports from sensors and delivering commands to control relays.

3- SCADA master unitl t 6 largeracomputer console that serve as the central
processor for the SCADA systermhe master unitprovidesa human interface to
the system and automatically regulate the managed system in response to sensor

inputs

4- The communication network that connects the SCADA master unit to the RTUS in

15



the field.

SCADA allows a utility operator to monitor and control processes that are
distribued among various remote sites. The goalsig SCADA is to collect data

through different typgof modules, and control the productimethodologyf 28].

2.5Electronic devices

2.5.1 Raspberry Pi 3 Model B+

The Raspberry Pi B+ 3 is a small device compareathea similar devices with the same
proprietieslt 6 s cal | ed (So@)sttmeam that ithasam bperating systetimat
controls the hardwareOne of the importanpropertiesthat its cost effectivefor the

operations thait provides. It canbeusedlt o br owse t he web or pl ay

The Raspberry Pi B+ 3 is known as a siAgbard computer, which means exactly what it
soundslikelt 6s a computer, just | ike a desktop,

printed circuit board.

The Rasperry Pi B+ 3 haa lot of proprieties that have been used to achieve the project

goals such as:

1- The Raspberry Pi B+ 3 has several extensions with the main device such as
network card, wireless card to easecess tahe main deviceand it functions

withouttheneed tdfor any additionakxtensiols or programming

2- The Raspberry Pi B+ 3 hagprocessor with four cosand very high speed that can

reach 1.35Hz.

16



1.

(PoE).

Memory storagecan reach to 256 Gb, ant provides the capability to upload

several differenprogramdor the OS tooperatewith it easily.

Different operating systems support the devitkerefore; Themain processing
unit provides excellent capability to manage different operagjoand suppost
many programming languages and application$aut restrictions on the used

programming language like Arduino.

The device has more than 26 input and oupouts in addition tdhe power outlets.

The deviceHas the capability to connect with other devices like Arduino and has

the capability to contl them easily.

The operating system suppornulti-threadingfor prograns that need parallel

oper ati ons ianeeskdtbinyaappbcationv h a t

such featuregive the capability taippgradethe project regardless of the typevdiat new

technologymight emerge

25.1.1 Performance

Hardware

The Raspberry Pi Model B+ third generation has been powered with a 1.4 GHz quad core
CPU, dual band 802.11ac, faster-Wiand ethernet but running off a USB 2.0 bus, it can

easily be converted to function over a USB Bus. Also; it supports power over ethernet

The Raspberry Pi B+ 3s developedover the years to work as SoC, the new B+ 3
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generation model used, solved two major issues, heat dissipation, and RF emissions, by

adding a metal cover to the SoC, anetal shield to the Wi and Bluetooth circuitry.

2. Networking efficiency
This modelhas improved the onboard LAN, by replacing the 10/100 controller with
10/100/1000 Gigabit LAN controllewhich means; the buHin port is no longer limited to
100 Mbps Therefore; it can transfer more bandwidth to B+ 3 model to help achieving a
real time systeml'herefore; we cageethat the Pi B+ 3 generation became faster than any
other Pi boardBy using iperf measuringzhich measures network performargteown in
Figure 2.2 iperf has client and server functionalities, and can create data streams to

measure the throughput between the two ends in one or both directions.

2B

iperf 3B

3B+

0.00 60.00 120.00 180.00 240.00
Mbps

Figure 2.2: iperf-onboard LAN[29].
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Similar measuring approach canperformedusing iperfon Wi-Fi performance and the

result will beshown in Figure 2.3:

0.00 25.00 50.00 75.00 100.00
Mbps

Figure 2.3: iperf -Wi-Fi [29].

3. Power consumption
Using this model instead of previous models can consume a lot of psslewn in
Figure 2.4However; the obtained performance can fygthe cost of the consumed

power
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Figure 2.4: Power consumptior2p].
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2.5.2 Relay module
Relays arenot only protection devicethat areusel in different places with a lot of
application and operationThey are usedis switch device to control proceses or

equipmend gt works to isolate differenturrent leved.

Therearedifferent types of relays such as:

1- Electromagnetic relaysThese relays are built with electrical, magnetic, and
mechanical components, with operating coil and mechanical atant@hen the
supply system{AC or DC) works the coil will be activated, then the mechanical
contacts will open or close according to the type of the reMgrmally open or

normally closed.

2- Solid state relaysThis type of relayss triggered on or offwithout any need to

moving pars.

3- Hybrid relays: These relaysre constructed with electromagnetic and electronic
componentsThe inputincludesthe rectification circuit and other control elements,

the outpuincludeselectromagnetic relay.

4- Thermal relag: This type of relay functionality is heat effectivelt means hat
increasing the temperature to a certi@vel will trigger the switch tothe other

position These types of relaynainly used in motor protection.

5- Reed relaysThis type of relay isongructed with a pair of magnetic strips (reed)
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that is sealed within a glass tuldé acts as armature and a contact blade, the

switching operation performed when the magnetic field applied to the coil.

| chose mechanical relayor this application becauseis compatible with AC and DC
power sourcg It has hard separation systern t iaffectadl by current leakage
Therdore; thereis no needfor a heat sink it has low costand the ability to deal with

normally open or normally closed contaf3§)].

Smart grid lab work=n high volts 220 AC volts and 3 Awhile the RaspberryPi B+ 3
works in low volts15 DC volts a mechanisnis neededo connect both of them to each
other withoutcausing any damage to any compon&igver the less; and since multiple

input and output ports are usede decide taise relaymodules

The relay moduléhasthe capability to control any electrical appliande supports all
MCU controk, PLC contro$, smart home contrgl andthe common end COM of each
relay is independentvhich makes it convenient for users to access different signals. Each
relay is equipped witlan ON or OFFndicator light. The working status indicator light is

good for safe use.

2.6Related Work

Engineers work as troubkhootersithey have to solve probles i n r eal i fe @
t hi ngs 31 som&tiing as[remote lab can support that and make it possible, a
combination of real lab with hardware module and software can be upedidoma real

experiment at any time at any location, Remote labs aelsing used to support life

long learning and student's independent learning activB®s [
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Nowadays Embedded Systems (ES) are getting more and more complex and require
creativity in shortening periods of design time. Under these conditions, the pleesibof
systems "from scratch” is not effective. Therefore, one of the key areas to improve the
efficiency of ES design is the accumulation of technical solutions for reuse. This idea can
be realized by using the Remote Laboratories (RL). materials vdoistain theoretical

background anéxercises reusingmart grid lab 33].

A brief overviewhas been donéor stateof-the-art technologies in the development of
remote laboratories and presentasiosf recent and interesting examples of remote
laboratoriesn several areas related to industrial electronics education, some current trends

and challenges are also identified and discus®§d [

Low-Cost Remote Lab Platforras beendeveloped The researchedescribeshow to

create and deploy a lewost platformfor remote control of experiments via web page and

a PIC microcontroller from Microchip. Thus, we have a tool easily applied, byauidg

play method, to optimize the learning and possibly spanning several types of students and

institutions.

The platform is based in Microchip Tech.© "PICDEM.net2" commercialincludes
PIC18F97J60 Microcontroller, input/output expansion port, Ethernet connectie4bjRJ
32K bytes EEPROM memory, 2x16 alphanumeric LCD, 4 buttons, temperature sensor,

et c 3B |

Online remote laboratoriehave been developeshd can be shared among universities.
This will not only offer the reduction of cost but also the utilization of modern technology

that meets expectations of the new generation of studémsresearcherpresent the
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development of one such laboratory that aims to incorporate renewable generation

technologie$36].

Generic or convertible remote lalsve beerdescribedwhich use the new paradigms
from Cyber Physical Systems (CPS) and serb@sed automation for theireation. As a
result, any remote lab can be created, operated and utilized simply and quickly via web

based engineerinf@7].

Working environment of the remote lab consstDigilent Nexys 2 FPGA platform that

is connected witla PC. Studentganconnet with the remote lab PC through CEyeClon
viewer which also need to be installed on their PCs togethereaith otherThe usage of

this experiment enables engineering students to achieve practical experiences and skills for
designing and simulating digl circuits using FPGA and to better understand and learn

theory of designing digital circui{$8].

All the details on the latest addition to the University Network of Interactive Laboratories:

a virtual and a remote laboratory of a two electric couplade systers have been
described These two new activities allow performing control practices in a 2x2 MIMO
system. The virtual and the remote labs are accessible for anyone in a new open course that

contains several other experiments in the automaticaldreld [39].
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Chapter 3

Methodology

In this chaptel will discussthe architectureof the system that include¢he topology for
the prototype,and the flow chart of the systermt will give a clear idea how the system

works in both thehardware ad thesoftwarelevel.

3.1 Systemarchitecture

3.1.1 Prototype topology

The prototypetopology is shownin Figure 3.1 The systemis divided into two basic
categores: the hardware consiagy of theRaspberry Pi 3 B+, copper connesfand relay
modules, the sofware consishg of SCADA system, web application, aiRé&spberry Pi 3
B+ programming First, the SCADAshould beconnectd remotely to view the ressliof
each experimeniThe web applicatiorwonsistsof server and webpage for the connection
purpose, andrially the programming of Raspberry Pi B+o achieveconnection between

modules, and the relays itderfacewith powerlevel differencedbetweermodel items.
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Figure 3.1: Topology ofthe prototype fortheremote lab

3.1.2 System Flow Chart

TheFigure 32 shows the flow chart of the systeln 6 s di vi d esleathonesfubr ou't

them contaie several operations, as follows:

1- User egistration and loginfirst login, the userregistervia the web site by
connecting tothe databasejto creat a new useron the systemThe user
informationneeckd to enterinclude: Email, name, passwordtudy major, mobile
number, universityor institution name, and the aim of using the. [@be system
thensend verification to the email or phone number to make sureth®atser is
verified. After approvingthe processthe systenthangeshe user status to become

active.
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Login is the operation that give us access to the web site by interring the user

information The system will check if the user is active or not, if ti@ system
show a message telhg the user to intel verification code, it will be received
throughthe phone number or emai\fter accessg the web sitethe user cafrom
the homepageheck the lab componerand theexperimenthat canbe performed

if auser wardto performanexperimenta date and time should be reserved.

Reservation using this featureenable the uses via the websiteto perform
experiments whethe labis available by choosing specific date and appropriate

slots of time, thtinformation will be saved in the scheduling table on database.

Select topicthe lab has several togithat include all componerg of the smart
grid from the electricity production factory to the wind turbiBach topic coves
several experimentsThe user can cluse any topicof interest to execute st
experimentslf the userfails to reservea date tgperform an experimena massage
will appear to tell him taeservea dateto be able tause the lab aseeded.The

website providea procedure filéo each experiment.

Execution: after downloading the experimentrocedure andchoosing the
experiment, the usewill start selecting all modules and connecting them to each
other depending on the procedure steps, and after that thevilidesve to press
ON to get theconnectionlf the canectiors arecorrect the executionwill be done
in the lab If not, a fault message will appear to the usasking the useto fix it.
After correcting theconnectios, a message will appear to till the user to go to

SCADA page, so the user can see the reanll monitor theexperiment. Tie reset
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option is available to clear the board of all connedtiorstart anew experiment or

to restart the current one.

5- Get the resultThis operation can be done by using theABA webpage, it
collectsthe data, graphs&nd numbers so the user can have vihattendedrom

the experiment in the first place.

Finally, if the time session the useaserveds over, the systenwill displaya message to
the user shoimg that the session will expire and the system will lothe userout of the

website.

Select topic

——
Registration Execution

Collect Download Go to

informat
B Procedure Experimen

Result

Connect
to Data

Execute

Exp.

Figure 3.2: System flow chart
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Chapter 4

Hardware module

The module attends to be buitquireselectroniccomponents to complete the wotk the
project lab modles will be neededthe Raspberry Pi B+ 3nd cabling between the
Raspberry Pi B+ 3 and the lab modulds relay module is needed to complete the
connection between thieaspberry Pi B8 andthe module due to the voltage and current
differencebetween bdt units, so the website can operate the connection rembitadyly,

the SCADAnNeed to converédsoit can run over Ethernet to get the experiment results.

The model hardwareonsistof:

1- Controller/ SoC

2- Wires

3- Interface method

4- Lab modules

First Stage: Installing an operating system on thRaspberry Pi B+ 3wvhich supports

different operating systesrsuch a¥Vindows, and LinuxLinux systemhas been chosen, it
works without back ground operatien so a lot of power will be saved during the
Raspbery Pi B+ 3 operation which make the device more efficient for real time

applicatiors. Also, Linux suppors web server prograsn

Second Stage:installing Node.JS as a web server, because it workasgachronous
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request and response to make the serveeaeheal time systesn

Third Stage Raspberry Pi B+ 8ontains 40 GPIO interfaces, which alkte control a lot
of modules with different properties and different typasinputs and outputs the
processor works with those pins using input/output dsjwehich areimplemented byhe
server It also contra those pins using code thatimplemented on the servérhose pins

work in parallel which meansthe processaranactivate them together.

Forth Stage: Raspberry Pi B+ 3s connected to thénternetusing ethernet and \AHi.
Controling Raspberry Pi B+ 3using a program over a netwo(kKNC), which gives
administrator privilegeon the system, so it gis¢he ability toconnect to the Raspberi®y
B+ 3 directly, the system can be operated over intemukich maks the system flexible

and maintainable ovéhe Internet.

Fifth Stage: Considering different power leveWith the lab modules and tieaspberry Pi
B+ 3, arelay module has been used to solve the problem, and | chose a mechanical relay
moduleto give the model hardware safety through operafidre relay moduléerminals

will be connected with thiraspberry Pi B+ and lab modules.

The relay module has leddicators so it can give an indication if the relay is active or not,

and it can givan indication if there is any faultoccomgi n t he modul eds pi n:¢

Sixth Stage: Start making connectios betweenthe interfaces andhe lab modules using
different types of wires that can handle high voltage and ampere without causing any
damage to th&ab modules or th&aspberry Pi B+ 3This give the lab the ability to work

for several days without fear of high load thaght occur, each output and input on each
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lab module connected to one of the GPIORaspberry Pi B+ Board, itis also identifed
on the programing with the name of each mo
below, also each one of those outlets connectedrétay module pines to balance power

levels between all the lab components.

"DL 1017L": {
"DL 10065N": {

L1: pind,

L2: pin5,

L3: pinG,

N: pin8

Figure 4.1: GPIO identifications folab modules.
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Chapter 5

Software module

Remote smart grid lab model requires multiple compaenset it up, such as; software
that will give the ability to connect the lab modules with each otheRagpberry Pi B+ 3
module However, and tde able to connect the modules to lhiernet, a proper interface

will be needed

5.1Remote Smart Grid Application Software

The software | intend to build has specific architecture, which makes it suitable for public

use. Web servers will host the wajpplication and process the requests.

5.1.1 Web Server

A web server is the hardware part that wil
will operate websites. It will enable and facilitate the process of incoming requests through
different protocols (HF T P, HTTPS, €. etc.). Neverthel es

storage, in addition to processing and delivering web pages.

"Node.js" is an open source web application, ika crossplatform and is capable of
executing JavaScript code in a +ime envionment outside a browser. It can handle
huge number of simultaneous connections with high througlgoutt can deal with all

mo d u budleissvith Realtime situation.

Another software application on the web server; is the JavaScrigintanenvironment
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which executes JavaScript code outside
perform efficiently when handling datatensive Realtime applications. Therefore; it

enables us to build fast, scalable and Realtime network applications.

5.1.2 Data transmisson to the server

HTTP (Hyper Text Transfer Protocol) is a method for encoding and transporting
information between a client (such as a web browser) and a web server. It runs at the
application level layer protocol. It uses TCP (Transmission Control ¢uiptao
communicate over Ethernet network, using URL (Unigue Resource Locator) which enable
it to identify web serveresourceacross thénternet. It also uses angulaito send requests

to Node.JS using HTTP requests.

5.1.2.1 Why Angular-7 with Node.JS

Angular7 is compatible with Node.JS as both uses java script framework, whichtlggve

power to run Realtime scalable remote lab

5.1.2.2 JSON (JavaScript Object Notation)

JSONis a lightweight format for storing and transporting détégs used when data is sent
from a server to a web pagh is preferred to use JSON because its “deffcribing" and

easy to understand. It works by storing an array of key, value, and send it in one JSON

objectto theserver.The Figure 5.1 showdSON document of connection data.
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a: {.}
sinkName: "DL 1@17L"
sinkPort: "L3"
sourceName: "DL 18865N"
sourcePort: "N"
<prototype»: Object { .. }

1: {.}

sinkName: "DL 9@31(g2)"

sinkPort: "Gnd"

sourceName: "DL 18865N"
sourcePort: "L3"

<prototype»: Object { .. }
2: Object { sinkName: "DL 9831(g2)", sinkPort: "L1", sourceName: "DL 18865N", .. }
3: Object { sinkName: "DL 9831(gl)", sinkPort: "L2", sourceMame: "DL 18865N", .. }
length: 4

<prototype>: Array []

Figure 5.1: JSON document afonnectiordata.

5.1.3 Web interface

Is the client side accessed through a web browser in the form of HTML language, CSS
style sheet and Java Scrip® combination of (HTML, CSS, JS) gisethe user an
interactive interface which makeghe webpage easy to explore. In order to use this

combination in an optimal way:

The use of fronend framework gives the ability to achieve an organized work in a simple

way.

This concept can be applied by using angular 7 framework which providesneal
framework which in turn enables us to build a friendly user interface closer to real

experiment environment

5.1.3.1 Angular 7

Angular 7 is a leadintypescriptbased on open source framework for frent application
development. Also; typescript is a supéseJavaScript which primarily provides optional
static typing, classes and interfaces. Using angular 7 as framework will include a handy

resource for utilizing HTML templates, delivering dependency injection and assembling
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data services for applications.

In addition it offers a long list of other significant features and benefits such as:

1

Enhanced application performance

2

Progressive Web Apps

3- Code Splitting into (Component, service, pipe and directive)

4

Structured build like photo.

The Figure 5.2 below shws theStructure of angular,®ach file defined with lab modules
names, and each file has defined all outlets .ofstithe endangular 7is very suitable for
the model that has been built, gives the applicationthe ability to deliver a real

environnent aboutvhat happen imreal lab.
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Figure 5.2: Structure of angular.
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5.1.4 Data Base

ARealtimed at abase has been ¢ hos ewhighisa tlcudhosteda | |
NoSQL database with SDK support for iOS, Android, and the. Wels used to store
us er 0 sinformatiom andlab occupation schedule, the dathichis stored as JSQN

The database has a lot of capabilities such as:

1 Realtime: The database does not use HTTP reguélse database baRealtime
property which uses data sychronization, when any modification occurred, any
connected devices will receive all those changes in milliseconds.

1 Offline: The firebase has the ability to track all changes even when offistbe
databasesavesthe data to diskandwhen the connein is reestablishe@gain the
client will receive all changeandmodifications

1 Accessidity: No needfor application server to make any modification on the
systemfirebase Realtime databasan beaccessddirectly from any mobile device
or web browsr, the security rules can provide security and data validation, those
rules are executed when d&aead or written.

1 Scale across multiple databas@&be database provides the ability to support data
needs at scale by splittitge database to multipldatabase instansén the same
firebase project, the authentication process besaimgler.

1 Data typesRealtimedatabase has ndefinition of data types, it can deal with all
data types, iallowsthe userto savevalues as strings or numbers, or asteg¢and

arrays of strings and numbers to any fidld usemwant.
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It was the mosproperdatabase used for my applicatidhgavethe system the ability to
send check massagdwsoughthe phone or email for confiimg the users who regist

on the sgtem.

The system can track multiple streams of data in Realtime, it gives the ability to make a lot
of writing and readingso any hug modification can bgerformedeasily withoutthe need

to reboot or waiting fomodificationupload, it can be donghile the labis in use

37



Chapter 6

Integration Method

6.1 Communication Methods 3G/Wi-Fi/Ethernet

3G is the third generation of communicatidh 6 s t he wupdate of the i
communicatelt has the ability to establish fastternetconnection It is used with mobile

phone communicatiorAlso, we can use WFi connection or ethernet, Wi depend on

wireless connection, and ethernet depends on wire conneldbamatter which way users

try to reach the system, the most important thimghe ability to establish fast data

transmission to achieve real time system, and my system ssifyyadrt

This communication methobdasbeen used several times, to access Raspberry Pi B+ 3
through ¥NC) over internet, to establish remote connectiotheeSCADA over internet,

and to access the website.

6.2Accesing SCADA Remotely

SCADA is one component of the smart grid lab. It used to real, collect data, and show
resuls. To complete converting the lab to remote, ISCADA is needed tde accessd

remdely throughethernet SCADA has additional software to establish a remote access
Therearetwo setting to access the lab over ethernet with logativork using_AN setting

in the software and, I t Osdt topuses,paedrétother with at  t h e
an outsidenetwork.WAN settinghas been usei reach the software through timernet

from outside locahetwork, the following setting must be chosen:
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Open project manager, abse the topic to establislhconnection, smart gritias
been clsenusing theright click, webprojectcreaton will appearas illustrated in

appendix A (Figure 1)

Choose thetemplatethat the usemwantsto convert and publishA copy of smart

grid will appearonthe other sidas illustrated in appendix A (Figugg.

After choosing the templatestendedto be usegdmust enter LAN/WAN setting to
publish the web projecBy adding HTTP server network IP address, and TCP
ports for both HTTP server, and webrver, theconversion will staras illustrated

in appendixA (Figure 3).

On the rightof the smart gridClick and chose test web project, the connection to
Winlog will be establisled, and the port will be ready to get acassmotelyas

illustrated in appendix A (Figure 4).

On the other sidea client SCADAfile will appear, so the client can access the
system remotely and can get all the resilie usemwants from the experiments

illustrated in appendix A (Figure 5).

39



Chapter 7

Model Testing and Results

7.1Testing
Model testing has been performeddeach stage of the hardware and software development,
to ensure that all model required components are installed¢anrettly function without

causing any damage to lab modules nor tdR&agpberry Pi B+ .3

Hardware Testing

The hardware includes the smgrid lab,Raspberry Pi B+ 3high voltage relay modules,
user interface, and electrical copper connectbhe experiment executed remotely as the
last step othethesis, to make sure the resudbmesout as expected, all the stepstioé

experimenexecuted remotelgreexplained in appendix.B

Smart grid lab experiment

Two experimentdavebeenchaoser as it requires a few modules and a few connections
build a medium size modehot to mention; no human intervention is needed. The
experiment hasden performed to understand the mechanism the lab works on, and to

understand the needed components

Hardware interface test
Raspberry Pi B+ 3relay modules, and Electrical copper connectors have been used to
connect between experiment modules, relaysl, theRaspberry Pi B+ 32.5 mnf Copper

connectors &ave been chosen based on the lab manual recommendation to perform the
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required work at 3 Amps current and 220 AC voltage. Also; a relay has been used to avoid
causing any damage to tRaspberry Pi B+ 3nodule the interface between experiment
componentshas been testedo make surgevery connectiorhasbeen builf is working

correctly without causing any haramdall components work perfectly with each other.

7.2Results

Later according to thesis goalsgestablisied adevice that can control the lab | chose
remotely The first step was to choose the taltontrolit throughethernet, the smart grid

lab was the most suitable lab for its importance and it was categorized as a research lab
Then | have tewhoose a device thastablishremote controlA number of devices appears
suitable for this goal, buRaspberry Pi B+3as all what | needt acheap cost, small size

mode| andfew extensios.

The first step was tperform asuitable experiment iared lab, thenconnect them through
the website, duringperforming the experimentthe resuk obtained was right, the

measuring ungand SCADA gave me correct measurements.

Repeating another experimeat the lab achievel the sameresuls. The remote lab
worked probablywithout causingany troubls. If all labs areto be convered to remote
one& ,extra extensioswill be neededio beconnected tdRaspberry Pi B+3vith the same

programming language bhby adding the rest dhemodules to the website.

The websitas capableof conneting the moduledo eachother,andgive each experiment
procedureclear the connectianif any mistakemight occur, and get the reswtfrom

SCADA software.
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7.3 Evaluation

7.3.1 Limitation
During the different phases of this reseh and model implementation, many challenges

have been encountered. These limitations are:

T AFPGA DE1O0 has beamtrieé to dséyhich uses the matrix principle, to
connect all modules through the same board without the need for additiona, board
but the complexity of setting up the module and the lack of respto@stablish a
server and program the moduteade it impossible to use.

T The shipping of AFPGA DE100 took a |l ong
made it difficult to take the righdecision to continue with FPGA module or to
move on and search for an alternative module.

T Using real | P6s can be subject to secu
policies my pause limitations on accessing the smart grid lab remotely.

1 The Raspbery pi B+3 has limited number of ports, which can serve only one
remote experiment. Multiple remote lab experiments will require board extensions
or additional Raspberry boards.

T Some modul es candét be easily consroll ed,

1 One user only can access and use the system for each session.

7.3.2 Software Testing
The connections formation of the experiment performed on thpageb willsend the data
to Raspberry Pi B+3The Raspberry Pi B+ 3vill execute the data and connect moduie

each other, once all the connections are dlotiee right way, the user will be abie press
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the GO to SCADA button; which will get all the measurements of the experiment , this
way will ensure that the system built will wodorrectly refer to appelix C, a server on
Raspberry Pi B+ Bas been established, and the identification of each lab module has been
identified, each output and each input in those modules have been ide@oimaection
between theRaspberry Pi B+ 3erver and the website éstablished to execute all user

requests

Appendix D include brief programing about front end include all configurationgiane

on the website.

7.3.21 WEB Pages
The home page will enable the user to login by entering the user nameair and the
passwod as shown in Figuré.1l. once the user is logged in, the user will then move to the

main page, which will give him access to the modules as needed

< C @ localhost4200/login * @ o

Smart Grid Lab

lisername

password

LOGIN

Figure 7.1: Login pagescreenshot
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After entering the user information, the website will login the tséhe experiments list

and will providebrief information about each section, as shown in Figze

& > C @ localhost:4200/overview aQ O :

Smart Grid Lab

waall Axnls
Al-Quds University

Hydroslectricity is electricity produced from & Solar photoveltaic system (PV system) is @ 3 transformer most commonly consists of Tuo

RUatonower and Iis Soss 1e zeiativaly’ low power system designed to supply usable solar windings of wize that aze wound around a common

making it a competitive source of renswable bader by.means of photowvoltaics; it convercs core to provide tight electromagnetic coupling

electricity. A nydraulic turbine comvercs the  SURiighT or solar radiation inte direct CUITENT pecween the windings. The core material is often

Sheray Of Flouing wates IntA‘uschas lectricity by using semi - To allow & laminated iron core. The coil that receives
users of different preparation to study this the electrical input energy is resferred to as
system in its variants... the primary...

SMARTGRID !

verhead power lines are mainly used to Transmit Wind energy captures the natural wind and
electrical energy from The power Stations To the converts the air’s motion into mechanical energy
consumers. However, in densely populated areas usually for electricity production and this

the power can only be supplied through cables. mechanism referred to a wind-electric

Various voltage levels are used for transmitting turbine. The turbine blades are normally

power; the levels are determined by the amcunt designed to capture the kinetic energy in wind
of power and .... and when start moving...

network of transmission lines, substa
transformers and more that deliver elect
from the power plants to home or business. The
digital technology that allows for two-way
communication between the utility and its
customers

Figure 7.2: Main page screenshot.

44



7.3.2.2 ReservationSchedule

When the user l&jn, andtriesto access an experimettie system will show a essaged
reservea date on the website schedstethe user caperforman experiment whenevére

userwants and when the lab is available.

The systenwill provide a calendar in Figure 7.3 to assist the user to select the suitable and
available datein Figure 74 and time sessiario reservethe lab in Figure 7.5, so the user

canperforman experiment.

NOV 2019+ > £
NOV 1 2
3 4 5 6 7 8 9
10 11 12 13 14 15 16

17 18 20 21 22 23

Figure 7.3: book calendar.
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Mo Date TimeSession

1 10-11-18 9:00-10:00
2 10-11-18 10:00-11:00
3 10-11-18 12:00-13:00

Figure7.4: screen shot of book time session.

StartTime EndTime TimeSession
9:00 10:00 -
10:00 11:00 -
11:00 12:00 -

Figure7.5: screen shot of book and unbook schedule.

After having a suitable date @rstaring the implementationon the website, the user
session willremainopen untilthe reservedime ends after that the system witlisplaya
message so the useill endthe session becaudbe reservedime has expirecs shownn

Figure 7.6.
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Time out !
System will logout
automaticlly.

Ok

Figure7.6: screen shot of time out session.

7.3.2.3 User page
Once the useentersthe login data, the website will move to the main page. By pressing
any lab category, the user will move to the list of experiments as in flgdgrand each

experimenhas a PDF filethatcontains the procedure, objectives aggluirements

& C @ localhost:4200/viewcontent/3 Q @ o

Smart Grid Lab

EXPERIMENT N°1 Characterization of a photoveltaic panel without a load Lo

expand more

Characterization of a photovoltaic panel with a load v

Connecting a photovoltaic system to the real network by using an inverter grid system mono phase v

Figure7.7: screen shot of experiment list to one lab category.

7.3.2.4  Module connector
When the user presses any experiment, the webpage will move to the corresponding
module page. The user can choosedappropriate modules and initiate the connection. The

a7



webpage will send the matrix of connectionsRaspberry Pi B+ 30 execute all the

instructions at oncasin Figure 7.8.

After the execution is done, and #tle connections are ready. the user cantinue to

SCADA in order to get the results and measurements of the experiment.

Figure7.8: Experiment module page

7.3.3 Features ofthe model

1. Flexibility

The built system can help researcher and students to access labs at any time needed. the

model can benodified at any time without causing the system to crash.

2. Availability

To get access to labs at any time users need it.
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