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The Criminal Confrontation of the Crime of Smart Card Forgery
Prepared by: Sheraz Waheed Musa Husheyah

Supervisor: Dr Jamila Zaid

Abstract

This research addresses the crime of smart card forgery, which has rapidly spread on a large scale.
It is necessary to combat these crimes through criminal legal protection and regulatory legislation,
which are among the most important means for society to preserve its existence and protect its
interests. This can be achieved by extending criminal protection to electronic fields, computers,
and the internet. The Palestinian legislator has regulated the issue of smart card forgery under the
provisions of the amended Electronic Crimes Law No. 10 of 2018, which has not been sufficiently
deterrent in its provisions. The study also explores the criminal approach to combating smart card
forgery by addressing the concept of smart cards, their characteristics, the crimes committed
against them—including forgery—and the legal framework surrounding them. Additionally, it
discusses the determinants of civil and criminal liability and the positions of various legislations on
this matter.

The main issue of the study revolves around answering the primary question: How has the
Palestinian legislator succeeded in providing criminal protection for smart cards? The study aims
to achieve several objectives, the most important of which are to understand the concept of the

smart card, clarify the elements of the crime of using forged smart cards, and outline the criminal
approach to combating smart card forgery by examining the substantive criminal provisions
related to the crime and the legal consequences arising from such forgery. This is done using the
deductive method by analyzing Decree Law No. 10 of 2018 concerning electronic crimes and
related laws, and by consulting relevant books, theses, and research.

The study reached several conclusions, the most significant of which is that smart cards offer
numerous benefits, such as their use as an electronic key card and as a chip for smartphones,
where all personal information can be stored.

The study also made several recommendations, the most important being the need for legislative
intervention to address the shortcomings in current Arab criminal laws or to update them by
explicitly criminalizing the forgery of smart cards in accordance with the principle of legality of
crimes and punishments, in order to establish a legal framework to combat this type of crime.
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