) daala

Ladatf claad LAt 4308

A9 Al B AL i) Al

S (88 ) Jana (i

M -uaéﬁ\

22022 21444



A9 Al B AL i) Al

KK~

S (88 ) dana (i

Oplandd / Guddl) Gy sal / adSl) Anals 518 ) 1Sy

A jpla 3 1ol o pdial)

Alall sl 3 ialall ds 5o e J geanll colilbiial YiaSinl ALl o3a il

el Aaala / Llel) sl 3 2Ky

OM -u.n.\ﬂ‘

22022 /21444



(ual) Z\J.Alé

Ladf il )

alad) ¢y giall: geali
Al 1) 3 3k
(A9 G gial & A ) sl
63wt Gy 2ana (ol rlldall o
21812300 :{aslall o)
Ao e 2 18 il
o sbausl A jaall S8l D clime (e 0 2022/9 /7 G Sl s Al oda Cufd

pentl 5 g

Ty e 3 AL il ufy ]
Bl #lad 3 ;;Js\q CAtes 2

Jéa; ).1\ 2aa A ::ﬁ,)& (Aaiaa 3

C)M -w.\ﬂ\

22022 / 21444



s)aaYy)

o K of giae b AlLady ph e G A Allea a5, eyl Gilags s ) 0
pabaall il B " padll L) GBS

5 I3 s 2 sadl 15 O35 o5 a1 ) G R L S oAl

28l JB LS (oall 5 L o sST ol sal egall s M)

oaally ol 58 Sl 5 el LS Yl aal

radl g3 yuadl He | aly Ba

[oATE salald) axs | 43l agle Ladls

soall e el 43l el okl

Tooa Sy LS Leghain 21 ¢ ioban 2l ¢ 3all 55 sall 5 )

Ky PR eI Jé ‘;‘S-‘éw iy aSg :\Jé es-\éw i ¢ pali ¢yl 60‘“:‘i T | (“:‘-‘\ cg;—“‘};‘ L.A‘

35 comnaill 5 g $MELAL S

r Sl a5 S

zon Y dal |75 @Y L)
zsilasd ool e Gyl
e AT (50 ey 98 3 (e S
el Zla Lally | W la Lay e ()



doe Sl A
u\mjup@qu“_,_uxiu@\&zwg
INWOPLVPRTERE : T PPN i P POTRPR EEICI WA

Al 530 028 (ol ¢ual) daala Jinala ) ooplands Sl ke )



JA

dnalad el Ll (A5 o 3N 8 A0 5l o adly o)) sie Jaad il ATyl 028 33 Ui i
s Wi 4] 3 iyl @ b e liiuly dlalall Slanl e Wil s ¢ il da ja Jail Gl
A isa sl daada (Y Lle s 0 il 238 ol Lgia 6 e Gls AT 038 Gl
=N

S5l omd 3 ) dane G 1Sl oY)

2022/9 /7 :g Al



Ol all g Y

PEENA ISP ENg! | e
Sa i Bl Jatl 4l Gl e e Cnall ol dfiaas H&ET O 2 531 S x et ) 18
Pl G Py ) S ) 2R A o
Lo 1sand ol (4 co S8 U5 yma oK) piva (3" 1-phi g all g ale i) Lo - i) J 8 (g U
2 Mo saililS 38 G 1 g 3 Jin Al ) se ol ol 5SS
lgwatiys cleilial (ulnay Alian (LN Clul 53 5alee  ¢quill Amaln ) SN a3 )
ATRE S IS ) colla 5 3ga (e 451 L o Q1S cplelall
1A )i e Lall JE LS 4l J gl g Ay ie 5SS LS

z\gm\d}_mit"\.\'\i“ .‘CJ"'e)< “eJ_QL“\A‘ = ..\A.QAA

i Lo gl Taga JU ald conli ) 5 anuai i Loy S (S ) i ,3 038 e Cal 55y aliad)
bl ey Giledis cdaaidiy aiiliyy dbial jee 38 QLIY) 5 4 il Aapalll
SR8 IS e Al Tl a3 a0l ¢ ae (5T o0l e B Ll OIS cailgan i

Qe 5 i

Gl sl g KGN el anly w3651 (a5 Aay S0 A8 Dl ) 5al) I Q36 5 LS

el 3 JOA sl e | glans (Al e il

ol !
2006 /9 <5365 - en] s 2



uadlall

Cilangll (5 Al adaiil) Glldy aiady g o g2 o sl 8 4050 0l Coopall sa ALl 038 & gan e
daeliy Glilee CilS i Cilelaie) CulS 3 g $40a8 ) Gl s s il yu Jila s Aol 5 235 )
ol o Bal sa 5 (A G el a3 Jlae (B Lale Badaii 1) 33 38 2o 8 Jady Lag
sy

B o gl adatil) A el sae o leale Ala) ALLDN oda 38 ) A ) ANSSY)
Ge s all Ga g il e e ael @l sda (e abay Lo (i g 44080 5uld) o all 403
a5 (S (A A Glai W gadia s pall oda (1 Gl e gaa gme A
Lol Claagd e V) Galayy ¥ Al G0 gl G el el sl e maa
Z 3 A g panal) S T prania 5 Ll 6000 ) gl e Lllail ()53 A0 sall 5 30l
oA A e ) elaiely alall 5 o353l alud) ae) 68 ddllae e 45 i)

& i Lo g s 1 AIKEYT 230 o Ala Dl Aind) zaliall (e dpaall AL 028 8 Lialid) Canl
A3 el 2o @l Jalatl ¢Cdia ol 5 LA eiall Jlaxiad ) & @lld JS ¥ slas (e eie
e g als plSal (e agle (g ginile Ciayg

Sl Gain S8 Gy Sl A Gl G ) saas AN DA (e Balll clla g
Ciland & 4B uld) Claagll s dalidll cllaagll Jle @ia) ) 58l 138 GY €Al 5uldl g sl
o o ils G e S T e 331 230 g0 s a1 e Gl Lo 23001 (ST ddalis
ANy s AY) sl A e aal) e JA s gaT e A edia ol S Aiail) A
Mol Jidag el ac) @l o giSall b)) gl se) B 8 Rialll g
Lo IS L Y st 4300 paald) g pally (i) 30 sl Jlae 3 olgldl) HUS U (e daiadl

ped DA e (S cplise (ol geie daiely @l g Al uldl Claagdl A 4Sga hal



Oo L 25 Lay adall doall o) 50 Y gie Gl liels Tl o Logh 435 0l a susl



Cyber Warfare in International Law

Student name: Shireen sharawi

Supervisor: Dr. Munir Nuseibah

Abstract

The topic of this thesis is cyber warfare in international law, which means the
legal regulation of attacks by electronic means and digital computers, whether
they are attacks or defensive operations, and the legal rules that apply to them
from a specific field of international law, which is international humanitarian

law.

The main problem that this thesis presents an answer to is the extent of the
comprehensiveness of the rules of international relations for cyber warfare, i.
e. clarifying how these rules apply to this type of war, by presenting the
arguments of those who claim that these wars are covered by the scope of
international humanitarian law and giving the views of those who view
International humanitarian law applies only to land, sea and air attacks, not to
cyber-attacks—also, clarifying the pillars of international responsibility
resulting from violating the rules of international peace and carrying out a

cyber-attack on another country.

In this thesis, the researcher followed many research approaches to answer
this main problem and the questions that branched from it. The first was the
historical approach to understanding how to keep pace with the legislative
development and its interpretations of the concept of cyber war and its
modern forms, as well as the inductive approach to understand what applies to
real-world cyber wars. Moreover, the deductive method is employed to know

to apply theoretical texts to realistic examples in cyber warfare. All this is



within the framework of using the analytical and descriptive approaches to
analyse the legal rules and describe the apparent and implied provisions they

contain.

The researcher concluded, with novel evidence, that international
humanitarian law inevitably applies to cyber wars because this law applies to
armed attacks, and cyber-attacks are armed attacks. Nevertheless, their
weapon is not explosive or incendiary, but rather a more dangerous and
deadly weapon in terms of its impact on the technological infrastructure,
which has become more important to countries than many other
infrastructures. Therefore, the researcher found in the written rules of
international humanitarian law, the customary practices and the Tallinn
Guide a complete inclusion of everything that is thought to occur in cyber-
attacks by adopting an expanded explanatory approach, through which the
legal texts can be understood in an expanded manner considering their
purpose and not by a literal, rigid commitment to what is stated since some

current terms meant something different from what they mean today.
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