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International cooperation in confronting cybercrime
Prepared by : Mohammad Monther Amayreh
Supervised by : Dr. Jamela Zaid

Abstract:

The study aimed to deal with the subject of international cooperation in combating
cybercrime, by following the descriptive and analytical approach, in view of the
Palestinian legislation regulating this subject, in addition to comparative legislation and
international agreements. The problem of the study revolved around addressing the
extent to which national legislation and regulations in force in the State of Palestine
contribute. In providing the objective and procedural aspects of international
cooperation in the field of confronting cybercrime? This study aims primarily to shed
light on international, regional, and Arab efforts to confront cybercrime and the goal of
this cooperation, and to identify the most prominent forms of international security and
judicial cooperation in confronting cybercrime through addressing the difficulties that
hinder the principle of confronting them.

This is done by defining cybercrime and its characteristics and highlighting the
mechanisms of international cooperation in the field of cybercrime before the trial and
during the trial stage, the forms and aspects of international cooperation and its
difficulties in confronting cybercrime.

Through the study, several results were reached, including that the Cybercrimes
Prosecution is specialized in following up on requests related to cybercrimes, while this
prosecution works in cooperation with the Anti-Cybercrimes Unit to access the
electronic technical evidence and link the perpetrators therein. International
cooperation in the implementation of criminal rulings is considered Foreign Affairs is
a special form of international cooperation in combating cybercrime, given the role it

plays in achieving an effective fight against this crime. The International Police



Organization “Interpol” plays an important role in combating cybercrime, and this
appears in the departments and divisions that make up the organization, such as the
Crime Division. Economic and Financial Division, Automated Investigation and
Information Analysis Division.

At the end of this study, the researcher reached a set of recommendations, the most
important of which are: unifying the efforts of countries to cooperate and address and
combat cybercrime, through the United Nations and cooperation between the
competent national and international bodies regarding this, and urging the Palestinian
legislator to amend the law on combating cybercrime, so that it keeps pace with all
What is new in this field, and in accordance with the international agreements signed

by the State of Palestine.
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