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Abstract

The enormous development in Information Technology, storing mechanisms and transmitting

data from one side to another via networks, importance of securing such information was a

must.

Information security is the science that works on the protection of information and information
Systems against unauthorized access or modification of information, by providing the necessary
ools to protect it from internal or external risks. Information security risk is recogmzmg
procedures and protection requirements to prevent unauthorized access to information through i

communications, to ensure the authenticity and validity of these connections.

Information security is used since ancient times, but it began to be used effectively since the
beginning of the development of information technology. Main requirements for information

security are: Confidentiality, Authenticity, and Data Integrity.

Confidentiality refers to preventing the disclosure of information to unauthorized individuals or
systems by using various encryption methods, Authenticity that ensure that information arrived
fom sender to the intended recipient. Data integrity means maintaining and assuring the
accuracy and consistency of data to the recipient. To ensure that data is not modified or changed
fom unauthorized users using algorithms based on hash functions. Hash function is one way

data encryption function, that cannot recover the ori ginal plain text for modification.

I this research, we have designed and developed a new One-Way Hash Algorithm. An

Slzorithm that is based on linear algebra concepts 1o generate a non-invertible matrix by using
Bme=r combination.

Jur proposed algorithm was compared with MD5 and SHA-I, for the following parameters:

“ollisions, Time Delay, Brute force attacks and Hamming Distance .
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= 1 - Introduction

‘8s era where most data is stored digitally,
This is why high

the network has already become a new lifestyle for

security in networks is becoming a very important problem in the
mmation age and is an important requirement[15],

2oal of cryptography is to make it possible for two people to exchange a message in such a
¥ that other people cannot understand it. There js no end to the number of ways that it can be :
but here we will be concerned with methods of altering the text in such a way that the
=nt can undo the alteration and discover the original text. Message security has been the
of cryptography and as one of cryptography’s main concerns, hash can be one of the basic

es for message security and confirming the message authenticity [1][2].

algorithm is considered as the foundation algorithm of message security, identity,

entication, non-repudiation and message integrity check service. It’s one of the hot spot
hes in cryptography[3]. Hash algorithm is a mathematical function that converts a
vely large message into small strings of data and/or text, to check whether the message has

trampled by attackers which could compromise the information, these strings of text, called
es, can be used [4] [5].

precisely, a hash algorithm H maps bits strings of arbitrary finite length to string of fixed

£t called hashes H(m) where m is the message block, given the original data, the encrypted
® asy to calculate, for a given encrypted data to look for the original data is computationally
=zsible, for different original data to get the same encrypted data is computationally infeasible
wsle].

@ algorithm has played an important role in modern cryptography, it has generated because
e needs of message identifier. So that it is widely used in the document verification and
signature in information security. According to its nature, you can’t restore the original

(P) from the encrypted cipher text (C), so it can’t be used for conventional data

ption and it can only be used for identification [71[3].

2



1 = Istroduction

SEEA-1 are an excellent One-Way hash algorithm. There are three main properties of such
. = addition to One-Way, it is collision-free and strongly collision-free [8][14].

slgorithm in practical use is mostly constituted of two parts, which could be called as
son function and iterative structure. So, we believe that the security of hash algorithm
mot only on the difficult problems, but also on the compression function structure and
of the hash algorithm [1][7].

ar= many various hash algorithms including MD5, SHA-1, RIPEMD and so on. However,
%= been broken by Wang Xiaoyun and she had found the effective method of attack the
1 algorithm, so the difficulty of the break is reduced [9]. Thus, in order to meet practlca]

. 1t is desirable to study new hash generation algorithm.

Froperties of Hash Functions

2 hash function to be useful for authentication it is necessary to meet these basic

ts are [1]:

©. H should accept a block of data of any size as input.

2 H should produce a fixed-length output no matter what the length of the input data is.

3. H should behave like a random function while being deterministic and efficiently
reproducible.

£ H should accept an input of any length, and outputs a random string of fixed length. H
should be deterministic and efficiently reproducible in that whenever the same input is
given, H should always produce the same output.

5 Given a message H, it is easy to compute its corresponding digest v, meaning that v can
be computed in polynomial time O(n) where mv is the length of the input message, this
makes hardware and software implementations cheap and practical.

& Given a message digest v, it is computationally difficult to find m such that H(m) =
This is called the One-Way or pre-image resistance property. It simply means that one

should not be capable of recovering the original message from its hash value.
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Swem 2 message block my, it is computationally infeasible to find another message
w= = my; with H(mi) = H(m,). This is called the weak collision resistance or
gr=-image resistance property.

¥ = computationally infeasible to find any pair of distinct messages (;,m,) such that

&m.) = H(my). This is referred to as the strong collision resistance property.

Applications of Hash Functions

mam purpose of the establishment of the hash functions is that they are used in many

protocols. However, creating and verifying digital signatures considered to be the
#pplication of the hash functions in which the hash functions are responsible to maintain

icity of electronic documents.

. this section is intended to provide a detailed explanation of the forms of hash

" applications as the following:

Message Integrity

#lgorithms are meant to be created to ensure the data integrity in both transmitted and
oypes of data. In regard to the transmitted type of data, the principle of the hash

is to guarantee that the sender and the receiver are having the exact data that had been

three different stages as the following;
The first step, is that the sender hashes the message and sends its hash’s value with it. Hence, the
common way of sending the hash value of it is through the use of insecure line.

= The second step, is that the receiver hashes the received message in order to ensure that the

received hash value and the sent one are the same.

= The third step, is checking the integrity of the message. This step is preserved only when the two
Bash values are the same. If not, the integrity of the message is not guaranteed.

to stored types of data, hash functions are used to preserve the data integrity. The data’s

values are stored in one place to be compared with the new hash values in times of need.

- However, the process of verifying the data integrity of the transmitted messages

4
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1 : Introduction

ge=vious stored hash value matches the current hash values, it is obvious that the data
s preserved. [1][10].

Somrce(S) Destination(D)  |Hash
Hash Function(H)
Message: Function(H) Message: my
M=m,....m, M=m,,...m, l
—» H(m,) —» H(m,)
v, Vi1 VDI
. .
Message: Vi1
my
my
Figure 1.1: One-Way Hash Algorithm
Authentication Protocols

of the protocols that are used to encrypt transmitted data is the authentication protocols. The

principle of the authentication protocols is based on the idea of encrypted
ions and shared secrets between communicators to decrypt the encryption. Indeed,
we are using a public key encryption, we might be subjected to a slow process operation.
. sometimes we might need another sharing key if we use a symmetric key algorithm.
. the often use of the same sharing key might cause security weaknesses. In general,

#izorithms are used by authentication protocols through a public key encryption. [1]

sidiion, authentication protocols ensure high security communication process in which the

prevent deriving the shared secret. Thus, anyhow a hacker succeeded to have the
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% of the encryption schema, still unable to derive the secret. Important to be mentioned is
e wse of hash functions is more efficient because the operating process of hashing
s is faster than the encryption algorithm. [10][3].

Digital Signature

cation uses the form of encryption applications that is considered to be a reveres of the
&=y encryption. It's considered being the other side of the coin of the handwritten
m electronic media. The operating process of digital signature is as the following:

= The sender sends encrypted message, M with the secret key, d to the receiver.

=  The sender also sends the signature S(M) with the message.

=  The receiver receives the encrypted message, decrypt it by using the public key of the sender .

=  The receiver verifies the equality of the sent message to the one that had been received. [16]

= 1o be mentioned is that during the digital signature process, there is a necessity to have
storage area and bandwidth. The reason for that is that the amount of data of the signed
=s is equal to the amount of data of the message’s signature. Thus, in big messages,
ation power is required since operators are taking huge amounts of power of large
in large modules.

our task is to reach a high level of efficiency and since verifying signature is a costly
z=ss. We recover the costs of the process by applying the signing standards in the mix with
Sash functions. Doing so, is giving us the ability of reducing the costs of the process to

our goal of reaching efficiency [10].

Security Services:

the open system interconnection (OSI) definition, the followings are considered to be the
security services:
Authentication: assurance that communicating entity is the one claimed have both
peer-entity and data origin authentication .
Access Control: prevention of the unauthorized use of a resource .
Data Confidentiality: protection of data from unauthorized disclosure.

Data Integrity: assurance that the data received is as sent by an authorized entity [1].

b ssaes 25 i) #5 N0 D) ededediebad |
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Statement

) contribution of this research is to develop a new hash algorithm that could present a
(mm=gnty hashing algorithm based on linear algebra. More particularly, the proposed
generates non-invertible matrices by using the principle of linear combination of rows

We call this algorithm (DILH) Data Integrity using Linear Combination for Hash
(e '

Methodology

sesearch depends on studying previous work as well as comparing existing models. A

of our developed model will be carried in order to make sure that expected goals are

geoposed model will be tested and simulated by using MATLAB tools, and then will be
with an existing hash algorithm including MD5 and SHA-1 according to speed and

perspectives.

Motivation

s me=d of systems security integrity, confidentiality and availability leads to work on a new
1 that works on a One-Way hash algorithm, One-Way means that it is hard to recover
text from the hash value string. A One-Way hash algorithm is used to create digital |
which in turn identifies and authenticates the sender and the distributed message
% One-Way hash functions have an important primitive cryptography, and it can be used
many problems including authentication and integrity [17].

algorithm converts a variable string length into a fixed length binary sequence that

be reversed.

Dbjectives
sectives of our research project are:

= Understand how every function of hash algorithm works and identify the strength and
weakness for each of them.

= Study the One-Way hash algorithm properties and requirement.

1



er | - Introduction

= Develop a One-Way hash algorithm based on matrices.

* Frove that our algorithm satisfies the requirement of the One-Way hash algorithms.

= Compare our algorithm with MD5 and secure hash algorithm SHA-1, using MATLAB
ool in order to test our work.

* Study the security of our new algorithm against brute force attacks, brute force attack is
onc in which all possible text of a certain length are tried until the correct one is found.
This attack is guaranteed to work, that is why one usually chooses the length of the hash
result in such a way that the brute force attack becomes impractical or too slow and thus

less attractive.

= Study the security of our new algorithm against collision resistance and hamming
distance.

Our Contributions

‘achieve the main goal of this study, we develop a new One-Way hash algorithm called Data
- using Linear Combination for Hash Algorithm (DILH), which is also given a better
and security, compared with a particular conventional hash algorithm. DILH
hm using linear combination of matrices to find non-invertible matrix, that takes

ze about of the compact representation of a set of numbers in a matrix.

Cipher is one of the most famous symmetric cryptosystem that can be used to protect
stion from unauthorized access. Hill cipher is a polygraph substitution cipher based on
algebra, it’s require inverse of the key matrix while decryption. In the fact that not all the
wces have an inverse and therefore they will not be eligible as key matrices in the Hill cipher
a¢. This problem leads to many other sub problems such as the disability of decrypting any
mpied text[11][45].

s research, We made use of the mentioned problem in Hill cipher, namely the non-
=rtible matrix problem, to design a new One-Way data integrity hash algorithm based on
kinds of non-invertible matrix. Particularly, we proposed to generate non-invertible key

zes by linear combinations of rows and columns of a matrix [17].

PER——]
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Chapter 5 : Conclusions and Future Work

Chapter Five

One-Way hash algorithm has played an important role in modern cryptography. It is one of the

indispensable tools in digital signature and authentication.

5.1 Conclusions:

In our research we:

o)

Designed and developed a new technique to generate non-invertible matrix from
invertible matrix.

Designed and developed a new One-Way hash algorithm based on matrix multiplications.
Proposed a universally hashing algorithm, applicable for generating hash values.
DILH could be used to detect errors, for example TCP checksums, downloaded files,
and authenticate messages.

Proved that our new One-Way Hash algorithm DILH satisfies the requirement of the
One-Way hash algorithms.

Proved that our LDIH is more efficient than other hash algorithms according to the
simulations.

» The efficiency of our hash algorithm is about 2.808 times slower than the efficiency of
MD5 in 8KB file size when mv=128.

» The efficiency of our hash algorithm is about 5.813 times slower than the efficiency of
SHA-1in 8KB file size when mv=128.
= This ratio is increased in a positive relationship with file size, so you can find that our
proposed algorithm is efficient 9.794 times that SHA-1 when the file size is 256KB.
Prove that our DILH algorithm has strong collision resistance than MD5 and SHA-I.
Besides that, our algorithm shows efficiency in the hamming distance between the
generated hash values.
Prove that our DILH algorithm is strong against brute force attacks.
Shows the optimal matrix size in all file sizes is 10X10. It has taken minimum time
compared to other matrix sizes. Besides that, our algorithm didn’t find any collision in

this size, also it shows strength against attacks.
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5.2 Future work:

is research proposed and developed a new One-Way hash algorithm that generates non-
invertible matrix which cannot be reversed to produce the hash value. We proved the four

requirements which the DILH algorithm needs. In the future work we will:
1. Develop our algorithm to fit in distributed systems.

2. Develop the DILH algorithm to work in any matrix not only square matrix.

3. Compare our algorithm with other hash algorithms.
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