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Abstract

Wireless Sensor Networks (WSNSs) are increasingly employed in various real-life applications,
including smart cities, healthcare, and industrial systems; however, their limited computational
resources make them more vulnerable to cyberattacks. Intrusion Detection Systems (IDS) that
depend on Artificial Intelligence (Al) algorithms, including Deep Learning (DL) and Machine
Learning (ML) algorithms, have shown their potential in detecting complex threat patterns.
However, their high processing requirements restrict their deployment in WSN environments with
constrained resources. This study solves the trade-off between detection accuracy and
computational complexity. And it provides an energy-efficient deep learning model for intrusion
detection in WSNs, in order to detect the latest cyber threats while maintaining high accuracy and
low computational cost. We utilized the quantization optimization method over the Neural
Network (NN) model to mitigate energy consumption. The findings of the study showed that the
quantized model significantly reduces computational cost and memory usage while preserving
good detection performance. The final prediction was made by employing an ensemble approach
and combining all three models: DT, SVM, and the quantized NN. The final results showed that
the ensemble model achieved an accuracy of 0.9238 with a prediction time of 4.1391 seconds,
demonstrating a strong balance between detection effectiveness and computational efficiency. In
addition, the ensemble attained high precision (0.9965), recall (0.9232), and F1-score (0.9585),
indicating reliable detection of both normal and malicious traffic. Compared with individual
models and evaluations on the NSL-KDD dataset, the proposed approach exhibited improved
robustness and generalization while maintaining a compact memory footprint suitable for
resource-constrained WSN environments.

Keywords: Artificial Intelligence (Al), Deep Learning (DL), Machine Learning (ML), Wireless
Sensor Networks (WSNS), Intrusion Detection System (IDS), Quantization.



List of Figures

Figure 1.1 Protecting WSN using IDS (Gowdhaman & Dhanapal, 2022) ..........c.ccccevvevveveieenne. 2
Figure 3.1 DT structure (Charbuty & Abdulazeez, 2021) .........cccccevveiiiieii e 23
Figure 3.2 Example of DT (Staudemeyer, 2012).......cccooiiierinieiieiieie e 23
Figure 3.3 SVM example (Ahmed et al., 2025) .........coiiiiiiiiiiiece e 25
Figure 3.4 Feed forward NN example (Vuckovic et al., 2002) ........ccccceivievieieiieiieie e 27
Figure 3.5 DNN example (Karimi et al., 2019) .......c.ccceiiiiieiiiiie e 28
Figure 3.6 Flowchart of the proposed methodology .........cccoeieiiiiniiiiiniseee e 33
Figure 4.1 Class distribution for label (target feature) in UNSW-NB15 training set.................. 36
Figure 4.2 DNN model architeCtUIE..........c.ciiiiiiiecec e 38
Figure 4.3 Loss and accuracy of DNN before applying optimization .............ccccccvvevciieinenns 38
Figure 4.4 Training log of the quantized MOdel...........ccccooiiiiiiiiiii 40
Figure 4.5 Classification report for ensemble approach ... 41



List of Tables

Table 2.1 ,A, Comparative analysis of IDS approaches for WSN and 10T ..........ccccceveiininnnn. 15
Table 2.2 ,B , Comparative analysis of IDS approaches for WSN and 10T ..........cccceieiininnnn. 16
Table 2.3 ,C, Comparative analysis of IDS approaches for WSN and 10T ..........cccccoevveviennnnne. 17
Table 2.4 ,D , Comparative analysis of IDS approaches for WSN and 10T ..........cccccccevveriennnnne. 18
Table 3.1 Comparative overview of NSL-KDD and UNSW-NB15 datasets used for intrusion

AEteCTION EVAIUALION ......eveeiieie ettt nbe et r e e nbe et eeneennas 20
Table 3.2 Preprocessing steps applied to the UNSW-NB15 dataset...........ccccoevveveiiieieciieennenn, 21
Table 3.3 Preprocessing steps applied to the NSL-KDD dataset.............ccccceeveveereiiienieseennnn, 22

Table 4.1 Performance comparison of individual models and the proposed ensemble after
OPTIMIZATION ...ttt bbbt bbbt e st et et ettt e st nbe et 41
Table 4.2 Energy efficiency and computational performance metrics of the proposed ensemble-
DASEU IDS ... ettt bbb bR bRttt b bbb ne e 42
Table 4.3 Analytical FLOP-based energy estimation for individual models and the proposed
ENSEMDIE PEI INTEIEINCE ...t 44

Table 4.4 Performance comparison of the proposed ensemble model on UNSW-NB15 and NSL-



Table of Contents

LiSt Of FigUIes..coouuiiiiiniiiiiiniiiiiniiiiietisieseicsessrosssssessssssosssssssssssssssssssssnssossensssses iv
I TS 0 B 1P 11 T \%
(O0 1 (=] 01 0] 0 1 1 vi
(@ gT=T 0 (=1 O 1 PSSR 1
L1 OVEIVIBW ..otttk b bbb bbb bbb bbbt b bbb 1
1.2 Problem SEALEMENT .......coiiiiiiiiit et 2
1.3 RESEAICH QUESTIONS .....vviivecteecte ettt ettt ettt st e e be e et e s sbeeeabeebeesbeesbeesasesnbeabeesbeesreesreeas 3
1.4 RESEAICN ODJECLIVES....ccuiiiiii ittt st et te s ae et esbe e e e sbeeteebesreenbesbeeneesreeren 3
15  RESEAICH HYPONESIS ...c.viciiiiiie ettt s st e st s be et et e e b be e e sreeres 4
1.6 RESEAICH SCOPE .....eiieiiiieie bbbttt 4
1.7 ReSearch CoNtriDULIONS .........cuiiiiiiieiee e 4
1.8  Overview of the Proposed MethodolOgy .........ccccuiiriiiieiieiieiciis e 5
1.9 RESEAICH SITUCTUIE ...ttt b b 5
(@ gF= 10 (=1 g 1o T PSSR 6
2.1 LITEIATUIE REVIBW. ... ettt bbbtk bbbt et b bbb b b e 6
211 IDS WITRIN VWS ..ottt e b e s besbeste st e e e 6
2.1.2  IDS WITNIN TOT ettt sttt e st e b e b ebeseennene e 9
2.1.3  SYNLNESIS QNG GAPS . .eveevviiteeteiite ittt et s e re e be s te e e e beesbesteeteebesbeese e besaeebesteesesreetaenrenres 14
2.2 RS U 10 Y USSR 15
(@4 0 F=1 o1 1] g TSP PP PP PRPRR 19
3L DIALASEL. ...ttt bbb R R R R Rt R e bRt h e R Rt e bt Re bbb e e b nre s 19
3.2 DatA PrEPIOCESSING. ... euveueeieetiitestesteste sttt ettt sb et bbbt e se st b e bt bbb et e st et e bt e sttt st e bt n e 21
BB IMIBENOUS. ... bbbttt bbb n e 22
3.4 Quantization in Intrusion Detection fOr WSNS.........ccoiiiiiieiececie e 29
3.5 Ensemble Learning iN IDS ..ottt 30

Vi



I Y LU L (o] O €1 (=] (- U 31

3.7 Flowchart of the Proposed MethodolOgy ..........ccoouiiiiiiieiiieiciesi e 32
(@ g F=T o (=l 01U USSR 35
O R B T L BT o] 1) 1o SRR 35
4.2 Before OPtimiZatiOn.........ccoviiieiiiice st e e be et e nreenes 36
o R B L= Tot £ o o T I == (0 ) SR 36
4.2.2  Support Vector Maching (SVIM) .......cci ittt st ns 37
4.2.3 Dense Neural NEetWOrK (DNN) .....cooiiiiiiiiie e s sre e 37
AN 3 (T @] o 1T a1 1o ] PSS 39
4.4 Energy, Memory and Computational EffiCienCY .........ccccooiiiiiiii e 42
4.4.1 Energy estimation MethOdOIOQY ......ccocoviiiiiiiiiiiiice e st re e 43
4.4.2  Statistical teSting (PAINEA T-TEST)........iiiieieieieist e s 45
45  Comparison With ANOther DAtaSEL...........ccuiiiiririieieee e 46
4.6  Comparison WIth Prior WOTK.........c.couiiiiiiiiiie e 47
A7 RESUITS DISCUSSION .....viiitiiite itttk bbb b bbb 49
471 OVEIVIEW OF FINAINGS ...ttt bbbt 49
4.7.2 Interpretation Of deteCtiON MELIICS ........eveiiiiiiiie s 49
4.7.3  Why quantization PreSErved 8CCUIACY .........ccuiirirerierierieieiesisesieste st se et sbesne s s 49
4.7.4 Energy, latency, and model-size trade-0ffS............coiiiiiiiiiiii s 49
4.7.5 Ensemble design reCoOMMENUALIONS ..........cviiiiiiiirieieieieeee e 50
4.7.6  Robustness and security CONSIAEIAIONS........cueieiiieriiieiieeieeseeseeseesee e e sre et sreeeeeeeeesree e 50
4.7.7  Practical next steps for deployment validation ............ccoociieiiiieniie e 50
4.8 LEIMITALIONS ...ttt E et r et E e n e e 51
4.8.1 Simulation vs. real IMmplementation ............ccoooi i 51
4.8.2 Dataset bias and repreSeNtatiVENESS ..........coveriieeie e ne e e et ee e stee e sreeneesee e eneeseens 51
4.8.3  NO real-time Network eXPEIIMENTS.........ooiiieii et 51

Vii



4.8.4  Single optimization tECANIGUE..........cciiiiiiieiiist s 51

4.8.5  AQVErSArial FODUSINESS .......c.viiiiiiitiitiiteitei ettt nn s 51
(@ g F=T o (= gl L USSR 52
5.1 CONCIUSION ..ttt bbbttt b et 52
5.2  Considerations and ChallENQES .........ccocveiiiieiiie et sre s 52
5.3 FULUIE WOTK ...ttt 54
RETEIEINCES ...ttt bbbt bbbttt b bbb 56

viii



Chapter One

Introduction

1.1 Overview

Wireless Sensor Networks (WSNSs) provide a cost-effective way to collect and transmit sensing
data across a wide range of applications, including environmental monitoring, industrial
automation, and critical infrastructure. WSN nodes are typically resource-constrained; they have
limited CPU capability, memory, and battery energy. These constraints make it difficult to apply
conventional security mechanisms designed for richer computing platforms. At the same time, the
distributed and wireless nature of WSNs exposes them to a variety of cyber threats, so effective
intrusion detection mechanisms are essential to preserve confidentiality, integrity, and availability.

Intrusion Detection Systems (IDSs) monitor network activity and raise alerts for suspicious
behavior. Recently, Machine Learning (ML) and Deep Learning (DL) methods have improved
detection accuracy by learning complex traffic patterns and anomalies. However, state-of-the-art
DL models are often large and compute-intensive, which challenges their deployment on low-
power WSN nodes. This thesis investigates whether combining lightweight ML classifiers with
quantized DL components can yield high detection performance while meeting the strict energy
and memory limits of WSNs.
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Figure 1.1 Protecting WSN using IDS (Gowdhaman & Dhanapal, 2022)

Figure 1.1 displays the architecture of the IDS approach in WSN. As seen, there are small devices
on the left side of the illustration in a dashed circle distributed in the environment in order to gather
and forward data; these devices communicate with each other, forming a WSN. IDS is located
between the WSN and the base station; it mainly monitors the data coming from node traffic
interactions. IDS analyzes the traffic, in order to detect intrusions/attacks. The base station is the
central hub that gathers data from IDS. Mainly, it communicates with the external network and the
IDS. This external network is the Internet, and the users are the base station. It grants access to
WSN data in order to monitor the network, view alerts, and take corrective actions. The sensor
nodes gather and forward data. IDS checks traffic abnormalities, and the base station sends secure
data to the Internet to finally allow the user to remotely access information and intrusion alerts.

1.2 Problem Statement

WSN deployments increasingly demand automated, accurate intrusion detection, but existing
ML/DL-based IDSs commonly assume abundant compute and energy resources. Large DL models
achieve strong detection metrics on benchmark datasets but are impractical for many WSN
scenarios because of high memory footprint, increased inference latency, and elevated energy
consumption. Although model-compression techniques such as quantization exist, there is limited
work that (i) integrates such optimizations into hybrid IDS architectures suitable for WSNs, and
(i) reports reproducible energy and resource estimates that relate directly to deployment trade-



offs. As a result, a gap remains between high-accuracy IDS research and practical, energy-aware
IDS design for resource-constrained WSNs (Khan et al., 2020).

1.3 Research Questions

This study addresses the following research questions focused on balancing detection performance
with resource efficiency in WSN environments:

1. How can ML and DL models be combined and adapted to detect intrusions efficiently in
WSNs?

2. What specific computational, memory, and energy constraints most significantly affect the
deployment of intrusion detection systems on WSN nodes?

3. What is the impact of applying quantization on detection performance (accuracy, precision,
recall) and on model size?

4. To what extent can quantization and hybrid IDS design reduce memory usage, computational
cost, and energy consumption while still meeting WSN latency constraints and maintaining
reliable detection accuracy?

1.4 Research Objectives

To answer the questions above, this thesis pursues the following objectives:

1. Design an energy-efficient, quantization-aware intrusion detection framework for Wireless
Sensor Networks, explicitly considering computational, memory, and power constraints.

2. Develop a hybrid IDS architecture that combines lightweight machine learning models
(Decision Tree and Support Vector Machine) with a compact, post-training quantized deep
learning model to achieve high detection accuracy with reduced resource consumption.

3. Apply feature engineering and selection techniques to construct a lightweight and
informative feature set suitable for low-power WSN nodes, thereby minimizing
preprocessing overhead.

4. Evaluate the impact of quantization and ensemble learning on detection performance and
efficiency.



1.5 Research Hypothesis

The study tests the following hypotheses:

e H1: ML and DL models can effectively identify intrusions in WSN traffic; hybrid designs
can outperform standalone traditional models.

e H2: Quantization significantly reduces model memory footprint and computational cost,
enabling deployment on constrained WSN hardware.

« H3: Quantized models preserve acceptable detection performance (accuracy, precision, recall,
F1-score), with only modest degradation relative to full-precision models.

« H4: DL models yield larger relative efficiency gains from quantization than classical ML
models because of their higher baseline complexity.

« H5: A gquantization-optimized hybrid IDS can achieve near-real-time inference while

respecting typical WSN resource limits

1.6 Research Scope

This thesis focuses on the design, implementation, and evaluation of a hybrid, quantization-aware
IDS for WSNs. Evaluation is performed using benchmark intrusion datasets (for example, NSL-
KDD and UNSW-NB15) and simulation-based experiments that measure detection performance,
model size, inference time, and estimated energy per inference. The primary optimization
technique examined is quantization; other compression methods (e.g., pruning, knowledge
distillation, low-rank factorization) are out of scope. A key limitation is the absence of a full
hardware deployment: energy values reported are produced by analytical estimation and software-
level timing measurements. Where appropriate, the thesis identifies how hardware measurements
could validate and extend these results.

1.7 Research Contributions

This research provides a unique contribution when compared to the existing literature; the
following contributions distinguish our research from current IDS studies for WSNSs:

1. It uses two datasets to enable generalizability and robustness over different types of traffic.
While most of the previous literature employed only one dataset.



2. It explicitly designed a new feasible approach for constrained WSN environments that
measures energy, memory and computational efficiency, demonstrating the real feasibility
of sensor nodes.

3. Also, it proposed a lightweight ensemble mechanism that combines several models,
including Support Vector Machines (SVM), Decision Trees (DT), and Dense Neural
Network (DNN), followed by a quantization approach. This integration is novel because it
provides a balance between robustness to high-dimensional data, interpretability, and
representation learning while remaining optimized for WSN networks. Existing literature
often relies deep learning, which are computationally expensive for sensor nodes.

4. To attain the best possible trade-off between performance and resource consumption,
model parameters were fine-tuned (e.g., DT with balanced weights and regulated depth,
SVM with RBF kernel and tuned, and DNN with optimizer and layers).

5. This research highlights the trade-off between accuracy and resource consumption, in
contrast to much IDS research that ends with accuracy reporting. It demonstrates that the
suggested quantized ensemble IDS can operate on edge-level WSN nodes in a practical
manner. This innovation guarantees that the work is both deployment-ready and
theoretically sound for mission-critical WSN applications.

1.8 Overview of the Proposed Methodology

This research follows a systematic methodology to develop and evaluate an energy-efficient hybrid
intrusion detection system for Wireless Sensor Networks:

o Benchmark intrusion datasets are preprocessed through feature encoding, normalization, class
balancing, and feature selection to obtain lightweight representations suitable for constrained
environments.

o Multiple detection models are trained, optimized, and compressed using post-training
quantization.

e The optimized models are integrated into a heterogeneous ensemble and evaluated using
detection performance metrics alongside resource-oriented measures such as memory usage,
inference time, and estimated energy consumption.

1.9 Research Structure

The thesis is organized as follows. Chapter 2 reviews background and related work on IDSs,
ML/DL for intrusion detection, and model compression techniques for edge devices. Chapter 3
describes the proposed hybrid architecture, feature extraction, and the quantization methodology.
Chapter 4 presents results, including detection metrics, resource and energy estimates, and a
comparative analysis with baseline methods. Chapter 5 concludes with a summary of findings,
limitations, and directions for future work.



Chapter Two

Literature Review

This chapter presents some of the literature review on developing IDS within WSN and a summary
for the related studies in terms of purpose, dataset, and techniques.

2.1 Literature Review

The researcher reviews some of the literature review on developing IDS within WSN and a
summary for the related studies in terms of purpose, dataset, and techniques.

2.1.1 IDS within WSN

Abduvaliyev et al., 2010 provided a hybrid mechanism to detect intrusions within WSNs. The
main purpose of their work is to enhance energy efficiency and accuracy of detection by integrating
multiple methods for detection, including anomaly detection methods and signature-based
methods in cluster-based networks, where the WSN is structured in clusters and the head
administers the communication and detection of intrusions over the network to mitigate overhead.
The proposed anomaly detection method flags the abnormalities and misuse detection detects
known signatures. They evaluated the proposed mechanism by simulation (particular network size,
traffic patterns, or attack models). The results showed that the proposed IDS mechanism achieved
a high detection rate, while reducing computational cost, which leads to better energy conservation
within WSN.

Another study by Kannan & Srinivasan, 2023 developed an IDS for WSN (ZigBee) that balances
energy efficiency and security. They implemented intensive monitoring of cluster heads to identify



abnormalities using ML models for anomaly detection in order to distinguish between normal and
malicious traffic. The simulation of their methodology was conducted in NS2 network simulator
using 200-500 nodes using various network topologies. They simulated different attack scenarios
including flooding attacks, selective forwarding and black hole. Finally, they measured model
performance using accuracy, False Positive Rate (FPR), network lifetime, and residual energy.
The results showed that the model achieved high detection rate equal to 96% over various attacks.
FPR was less than current anomaly detection mechanisms, and energy consumption was reduced
by ~20-25%, prolonging WSN lifetime. Their methodology illustrated scalability with increased
number of nodes.

Hierarchical WSNs—commonly deployed in remote environments—are susceptible to routing
attacks such as Blackhole, Sinkhole, and Wormhole. Gebremariam et al., 2023 proposed an IDS
approach to detect these types of attacks across hierarchical WSN networks, harnessing the power
of ML techniques, particularly a hybrid mechanism that combines two ML models: Random
Forest (RF) and XGBoost. They employed three benchmark datasets: NSL-KDD, UNSW-NB15
and CICIDS2017. The results showed that the proposed mechanism achieved near-perfect
detection accuracy. Specifically, combining RF with XGBoost achieved 99.80% on KDD data,
while on the other two datasets, the Cluster-Labeling K-Means (CLK-M) method achieved 100%
classification accuracy. In general, the proposed system attained 99.46% accuracy score in several
tasks over simulation including feature extraction, route discovery, and attack detection.

Sakthimohan et al., 2024 aimed to integrate energy-efficient routing and intrusion detection into a
unified mechanism that can detect different types of attacks. The proposed mechanism is based on
deep learning approaches, their system involves two phases to perform detection, the first phase
includes clustering of sensor nodes using density-peak K-means, then pelican optimization was
applied to choose the optimal head of clusters, the second phase involves using Principal
Component Analysis (PCA) for dimensionality reduction, and Recurrent Neural Network (RNN)
for classification with Smitsh activation function to introduce non-linearity to the network. They
used the NSL-KDD dataset to evaluate the modeling phase, and simulations were conducted with
up to 500 sensor nodes. The results showed that the energy consumption was reduced to 49.67 mJ.
And the accuracy of intrusion detection was 99.76%, demonstrating that their mechanism
optimized routing while minimizing communication and computation overhead.

The study by Talukder et al., 2024 used ML algorithms framework for intrusion detection within
WSNs. The proposed model mitigates both overfitting and underfitting issues, reduces
computational and memory demand, and also optimized the detection pipeline. They used a dataset
that contained different types of intrusions related to WSNs. They performed some of the
preprocessing operations over the dataset such as, feature standardization to ensure consistency
and Synthetic Minority Over-sampling Technique (SMOTE) to generate synthetic minority
samples, and Tomek link removal to clean overlapping examples, in order to produce a balanced
dataset. Finally, they implemented Decision Trees (DT), Random Forests (RF), XGBoost and



Neural Networks to perform detection. The results showed that RF was the best model with
99.78% accuracy score on binary classification and 99.92% on multi-class classification.

Umar et al., 2025b utilized an energy efficient DL model to detect intrusions in edge computing
environments, the main aim is to prioritizing energy efficiency, small model footprint, and real-
time performance using DL model. They implemented two optimization techniques including
quantization and knowledge distillation in order to balance accuracy of detections and energy
consumption. The study benchmarks their mechanism against Convolutional Neural Network
(CNN), RNN, Dense Neural Network (DNN), and hybrid CNN-LSTM. The results showed that
their mechanism is compact, which is over 10x smaller than Dense NN or CNN models, with
slightly lower in detection accuracy rate at 90%. The study illustrated how the implementation of
Al-based IDS on limited hardware is made possible by aggressive model compression.

Guo et al., 2024 proposed a new approach that integrates DL models with binary quantization, in
order to strike a balance between detection performance and communication overhead within
WSNs. Each sensor in the network implements binary quantization, each measurement is
converted to a single bit (0 or 1) before transmission. This significantly reduces the amount of data
transmitted, lowering energy use and bandwidth requirements. The DL model is developed to
extract relevant patterns and make near optimal decisions despite the limited input information.
The sensors performed the quantization, and the fusion center used DL to analyze signals and make
detection decisions. The results showed that they achieved near-optimal detection accuracy despite
the aggressive data compression from binary quantization.

Karthikeyan et al., 2024 proposed an IDS that enhances the security for WSNs integrated with IoT,
they employed NSL-KDD dataset. First, they performed some of the preprocessing operations
including categorical feature encoding, cleaning and normalization, and feature scaling in order to
ensure uniformity, then they applied Firefly Algorithm (FA) to select important features, in order
to reduce dimensionality and improve the performance of the classifier. After that they
implemented ML models to perform classification into normal and attack within WSN-IoT
network. The classification that was performed is a binary classification, and the algorithms were
chosen because of their high performance in high-dimensional spaces and ability to handle non-
linear decision boundaries. These algorithms including Support Vector Machine (SVM), K-nearest
Neighbor (KNN), and XGBoost. SVM model was trained and fine-tuned using Grey Wolf
Optimizer (GWO) in order to efficiently searches the parameter space to minimize classification
error, the findings showed that employing FA with SVM and GWO achieved significant accuracy
with a 99.34% score. Then the KNN was also efficient in making predictions with Particle Swarm
Optimization (PSO). And finally, the XGBoost was attained a 95.36% accuracy score in making
predictions on unseen data.

Madhuri, 2022 proposed a novel IDS based on cluster level certificate revocation method (IDS-
SCRT), particularly target node-level packet drop attacks in WSNSs. They utilized reputation-based
system, then they performed monitoring of neighbor behavior. When it is detected as malicious



node, its cryptographic keys are revoked. Hence; without valid keys, malicious nodes are isolated
from the network, meaning that cannot participate in communication or routing. Additionally, their
mechanism follows a secure and effective strategy to distribute the keys between nodes in order to
ensure only trusted nodes maintain communication privileges. The system was simulated and
tested using multiple scenarios. The results showed that the proposed mechanism was enhanced
network security significantly by detecting malicious nodes and isolates them effectively. When
their approach was compared to other works from the literature, it was outperformed traditional
security algorithms used in WSNs. The key contribution of their work is presented by combining
behavioral monitoring with cryptographic enforcement, which is more proactive than detection-
only systems, so that they bridge the gap among detection and mitigation. The findings showed
that the IDS-SCRT method was more secure, and more energy efficient as well as it was considered
highly suitable for WSN environments vulnerable to node-level drop attacks.

Sundaramoorthy et al., 2024 performed enhancements of WSN security by developing a new IDS
mechanism and handle challenges of cloud computing and WSNSs including constraints of
resources, scalability and evolving nature of attack and employed NSL-KDD dataset to detect
intrusions. They developed a layered hybrid IDS model combining four robust methods including
Semi-Supervised Iterative Refinement (SSIR) in order to perform feature selection for real time
detection of cyber threats. This method helps in reducing errors due to data distribution shifts.
Also, they utilized Long Short-Term Memory (LSTM) to learn temporal patterns and enhance
sequential anomaly detection accuracy, and finally Multilayer Perceptron Neural Network
(MLPNN) to do final classification. The proposed mechanism improved the WSN security and
solved the mentioned limitations. The results showed that MLPNN achieved 99.9% detection
accuracy, outperforming SSIR, OSVM, and LSTM individually.

2.1.2 IDS within loT

Devi et al., 2025 proposed a new federated learning framework for lightweight intrusion detection
approach within WSN environments. The framework mainly aimed to secure WSNs in smart cities
against Distributed Denial-of-Service (DDoS) attacks while preserving privacy and energy. Their
framework uses optimized models in order to enable real-time operation and preserve privacy in
attack detection. They implemented various deep learning models including CNN and LSTM, to
perform anomaly detection with least resources. They employed ToN-IoT and Smart-city/WSN
datasets, including DDoS scenarios for implementation. The findings showed that the framework
was energy efficient and highly accurate in detection.

Wang et al., 2023 utilized advanced DL models and optimized the deployment efficiency issues
in terms of computation, storage and energy for resource-limited environment, aiming for real-
world deployment. They implemented Bidirectional Long Short-Term Memory (BILSTM)
network in order to model temporal features and sequential features from 10T traffic. They also
applied a pruning optimization mechanism to remove redundant parameters and reduce model size
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and complexity. Additionally, they performed the dynamic quantization for model parameters and
precision, adopting to more reduced footprint and computational load of 10T networks and devices
dynamically. The findings showed that the model achieved high performance and remains efficient
and lightweight.

Mustafa et al., 2025 aimed to provide a cross-layer 10T model that uses ML with lightweight
cryptography in order to minimize resource waste while defending against attacks. They utilized
ML and cryptography at various OSI layers, the main components are Role-Based Access Control
(RBAC), layer specific ML model (temporal anomaly, validation and pattern learning), and
adaptive lightweight cryptography. The first component provides access to WSN nodes, the second
one detects temporal anomalies at the network layer. The last component, speck encryption
dynamically adjusts cryptographic overhead depending on device state. The results showed that
the prevention rate of unauthorized access was 95%, false positives were reduced by 32%
compared to baseline IDS, which is significant. On the other hand, they achieved a 30% reduction
in power consumption when using Speck vs. AES. This illustrates that lightweight cryptography
combined with an ML model is feasible.

Aji Gautama Putrada et al., 2024 implemented quantization approach to reduce energy
consumption and complexity in IDS within IoT networks and devices, and employed ML models
to detect loT botnets, including k-Nearest Neighbor (KNN), they incorporated random sampling
approaches, 16-bit quantization and feature selection. Firstly, they performed simulations on
botnet attacks, and also utilized Kaggle botnet data. The findings showed that the compression
ratio reached 175x, outperforming approaches that use only feature selection or sampling. The 16-
bit quantization did not modify feature value distributions, indicating that accuracy was not
degraded.

Hernandez et al., 2024 performed optimization to the Neural Network (NN) in order to handle the
high computational cost of DL models. Particularly, they utilized CNN (e.g. MobileNet,
ResNEt50, ResNet152, Xception, and VGG16) to perform detection of intrusions and optimized
it using several quantization methods involving Post-Training Quantization (PTQ) and
Quantization-Aware Training (QAT). These methods assist in optimizing energy efficiency of the
model and its detection performance. PTQ includes applying the quantization after full training
while QAT includes integrating quantization operations during training for better adaptation. They
also performed the evaluation of NVIDIA’s DL Accelerator (DLA 2.0) on the Jetson Orin to
evaluate its impact on performance and energy efficiency. The main finding showed that, for on-
device training feasibility, the Jetson AGX Orin can perform training autonomously, illustrating
practical on-device model adaptation capability. In addition, the model performance on inference
was significant, as PTQ provided better performance than QAT with faster and more accurate
results, while QAT achieved higher energy efficiency. However, DLA accelerator results showed
worse performance and efficiency when used with these models, possibly because of the
architectural layer compatibility issues. Additionally, MobileNet-v2 was the best model with the
lowest latency, as it benefited the most from the optimization process.
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Sharmila & Nagapadma, 2023 performed optimization of autoencoder DL algorithm, the
optimization was perfromed by combining clustering, pruning and integer quantization. They
applied two variants of Quantized Autoencoder (QAE), the first variant (QAE-u8) utilized 8-bit
quantization, and the QAE-Fp16 utilized 16-bit quantization. They trained the models on 10T
traffic, RT-10T2022 dataset was employed, during training, the reconstruction error was computed.
The evaluation measurements included, accuracy, precision, recall, F1-Score, plus practical
deployment metrics like memory usage, model size, and CPU utilization. The results showed that,
the model surpassed other models in resource efficiency, achieving significant reduction in average
memory consumption to 70.01%, also it achieved a significant compression in memory footprint
with 92.23%. And finally, it achieved a reduction in peak CPU usage to 27.94%.

Acharya et al., 2023 presented a new mechanism that employs NN with quantization in order to
provide a model with thousands of times smaller than a normal NN with high intrusion detection
capability. They combine quantization-aware training with neural architecture search. The
proposed approach allows for automatic discovery of NN topologies that are effective and also
efficient in IDS within WSN. The optimized models were deployed on FPGA hardware,
illustrating reduced latency and improved throughput, which are significant factors for real-time
intrusion detection systems. The experimental results displayed that the quantized NN model
achieved significant accuracy in data analysis for intrusion detection. Additionally, hardware
testing results illustrating the practical applicability of their mechanism in real-world conditions.
In their investigation, they provided a robust solution to the critical issue of implementing machine
learning-based intrusion detection systems on hardware with constrained power, limited network
connectivity, and limited processing capabilities.

Bella et al., 2025 presented a lightweight IDS for resource-constrained environments, such as loT
devices and WSNs. The main goal of their work was to make DL anomaly detection feasible on
edge devices, this feasibility is reflected in low memory and computational overhead, without
degradation in detector performance. They utilized QAE framework for anomaly detection, this
framework includes applying pruning, clustering, and quantization. These techniques are
implemented to an AE architecture. As well as the pruning can remove the redundant associations
in network, while clustering mitigates the complexity of model by grouping similar weights. The
main contribution is quantization in two variants 8-bit and 16-bit. The proposed framework
employed RT-10T2022 dataset to develop the model. This dataset includes real-time data of
network traffic from different IoT applications. The autoencoder network was evaluated using
various metrics such as accuracy, precision, recall, F1 score, as well as CPU utilization, memory
usage, and model size. The results of their framework displayed that QAE-u8 model achieved a
significant accuracy of 96-98%, precision of 98.39%, recall of 98.59%, and F1-score of 99.1%,
while reducing model size by over 90% and lowering memory and CPU usage significantly.

Perumal et al., 2023 solved several challenges faced in IDS approaches for 10T systems such as
long processing time, high latency, and inability to accurately detect intrusions. They proposed
Vectorization-Based Boost Quantized Network (VBQ-Net). The main aims of the study include
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reducing dimensions, perform efficient feature extraction, and develop a quantized NN classifier
with employing Metaheuristic optimization. The architecture of VBQ-Net network, involves
Vector Space Bag of Words (VSBW), in order to convert raw input data into a vector space
representation, this step assists in reducing computational load for real-time IDS in resource-
constrained IoT. Additionally, Boosted Variance Quantization Neural Network (BVQNN) was
implemented in order to classify intrusion types. This model utilizes boosting and variance-based
weighting of features in order to enhance classification accuracy. Furthermore, Multi-Hunting
Reptile Search Optimization (MH-RSO) was also employed in their framework, by using a
metaheuristic algorithm that helps in enhancing detection accuracy. This optimization technique
computes probability scores in order to guide the classification process toward optimal intrusion
prediction. Three datasets were employed in the study for evaluation, including 10TID-20, 10T-23,
and CIDDS-001. These datasets entail various attacks types, such as DoS, DDoS, botnet, scanning,
brute force, and more. The results showed that the proposed model was significant, and it achieved
high detection accuracy across all datasets. They enhanced inference speed and reduced memory
usage. The proposed mechanism was compared to traditional IDS and they found that it was
outperformed them in terms of accuracy, precision, recall, and F1-score.

Ullah & Mahmoud, 2021 presented a new approach for intrusion detection within 10T networks,
the approach depends on developing one of the most common deep learning algorithms. First, they
developed three variants of CNN. The aim is to do classification into multiple classes. They used
four datasets for evaluation including BoT-10T, 10T-23, IoT Network Intrusion, and MQTT-IoT-
IDS2020. They utilized transfer learning to implement both binary classification and multi-class
classifications. The results showed that the models achieved significant performance when it is
compared into current deep learning mechanisms. In multi-class classification, the CNN model
attained 99.95% for all measurements including accuracy, precision, recall and f1-score. And for
binary classification, it achieved a 99.96% accuracy, a 99.90% precision, a 99.95% recall, and a
99.93% f1-score.

Roy & Cheung, 2018 proposed a new mechanism to detect intrusions in 10T networks based on
deep learning models, specifically they implemented Bi-directional Long Short-Term Memory
(BLSTM) which belongs to RNN. The method performs binary classification of dataset samples
into attack or normal based on sample features. They employed the publicly available dataset
named UNSWNB15 loT dataset for evaluation. First, the data was prepared to feed into the model
by applying some preprocessing steps such as reducing the dataset, selecting features, and manual
labeling. After preprocessing, the data was fed to the BILSTM model for classification. The
experimental results showed that, the model was achieved an accuracy of 95%, which is
significant.

Kim & Heo, 2022 performed meaningful feature extraction of the hydraulic system IoT sensor
data, then they detected of the abnormal defects using ML and DL algorithms. They employed a
dataset collected from 10T sensors and categorized into a set of clusters. To train the model, they
selected 2335 features using the Boruta algorithm and correlation coefficients for each system
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component. Several algorithms were implemented to perform the detection for system components
including LightGBM, Linear Discriminant Analysis (LDA), logistic regression, Support Vector
Classifier (SVC), DT, RF, XGBoost, and multi-layer perceptron. The evaluation measurements
include True Positive Rate (TPR) and True Negative Rate (TNR). The results showed that internal
pump leakage, valve condition, and hydraulic accumulator data achieved 0.94% TPR and 0.84%
FNR.

J. R. Rose et al., 2021 performed anomaly detection for suspicious activities in 10T networks and
devices. They combined network traffic profiling to establish behavioral baselines with machine
learning to identify anomalies and classify traffic types. Testing was done using Cyber-Trust
testbed tool, 10T network simulation with benign and malicious traffic. The findings showed that
the proposed model was robust and delivered good performance with an accuracy of 98.35% and
a FPR of only 0.98%.

The work done by Lima et al., 2024 provided IDS and focused on optimizing the proposed
mechanism in preprocessing operations, rather than modeling phase and results. The authors
performed evaluation of how data preprocessing techniques such as normalization, cleaning,
feature selection and hyperparameter optimization impact the power of ML classifiers. And how
they impact computational efficiency including training and testing times within intrusion
detection systems. They employed two datasets (CSE-CIC-IDS2018 and KDD Cup 1999) and
performed several preprocessing operations such as outlier removal using z-score, normalization
using min-max scaler, feature selection using Pearson correlation. Furthermore, they utilized grid
search combined with k-fold cross-validation for model fine-tuning to enhance predictive
performance while avoiding overfitting. After that, they implemented various ML models
including RF, DT, XGBoost, Naive Bayes, and Neural Network. The results showed that they
achieved significant performance. The model that applied preprocessing and optimization of
hyperparameters achieved higher performance in detecting intrusions, and faster training and
testing time. In addition, the results showed that Random Forest, Decision Tree, and XGBoost
benefited the most. Naive Bayes showed relatively weaker results, likely due to its simplistic
assumptions.

Yagiz & Goktas, 2025 proposed a new mechanism for IDS in order to solve challenges faced in
traditional IDS that includes limited explainability, high computational demands, and inflexibility
against developed attack patterns. The main goal of the study is to provide a lightweight
Explainable Network Security approach (LENS-XAI), this approach combines variational
autoencoder models, knowledge distillation and attribution-based explainability methods in order
to achieve high detection performance and transparency in making decisions. They employed a
training set entails 10% of the available data, the proposed approach was optimized computational
efficiency without affecting model performance. They employed 4 datasets —Edge-IloTset,
UKM-IDS20, CTU-13, and NSL-KDD to evaluate the proposed approach. The findings
demonstrated that the approach was achieved very superior performance, with 95.34%, 99.92%,
98.42%, and 99.34%, detection accuracy, respectively. Moreover, they outperformed in reducing
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FP and adapting to complex attack conditions, surpassing current state-of-the-art models. The
strength point of LENS-XAI entails its lightweight design, its suitability for resource-constrained
environments such as loT and WSN, and its scalability over various cybersecurity contexts. In
addition, the expandability application was improved transparency and trust which are very crucial
in deployment. Their work contributes to develop IDS research by solving feature interpretability,
computational efficiency, and real-world applicability.

Shen et al., 2024 presented a FLEKD framework, that integrates federated learning and ensemble
knowledge distillation, in order to improve IDS in loT networks by solving several challenges
related to Non-Independent and Identically Distributed (non-1ID) data, data privacy, and
inefficiencies in model aggregation. The framework involved decentralized training, where each
device trained model locally, and utilized probability (model output) from every local model to
construct a global one using ensemble approach in order to mitigate heterogeneity and enhance
generalization. They employed CICIDS2019 dataset for evaluation. The results showed that, the
proposed framework was superior, as it enhanced detection of unknown/zero-day attacks. It was
also achieved faster convergence and lower communication cost than traditional methods.

2.1.3 Synthesis and gaps

The surveyed literature reveals two dominant trends. First, many prior works focus on high-
accuracy, compute-heavy DL models (CNNs, RNNs, LSTMs) that demonstrate excellent detection
metrics on benchmark datasets but are not optimized for resource-constrained WSN deployments
(e.g., Umar 2025, Acharya 2023, and Wang 2023). Second, a growing subset of research applies
model-compression techniques — quantization, pruning, knowledge distillation, and neural-
architecture search — to shrink models for edge devices, however, most quantization work
evaluates only model size or accuracy; few studies report a rigorous energy-estimation
methodology or compare end-to-end ensemble trade-offs (accuracy vs energy) in WSN contexts.

This thesis fills an important research gap in intrusion detection for WSN by focusing on both
detection performance and deployment feasibility. Existing studies often prioritize accuracy using
complex deep learning models while neglecting energy, memory, and latency constraints of WSN
nodes. The proposed approach addresses this limitation through a lightweight heterogeneous
ensemble that combines classical machine learning with a quantized deep neural network. Unlike
prior work, the study provides compact, deployable model artifacts suitable for edge-level
execution. It also presents reproducible estimates of energy consumption and memory usage.
Together, these contributions demonstrate a practical and original IDS solution tailored for real-
world WSN environments.
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2.2 Summary

Table 2.1 summarizes the previous mentioned studies in terms of study objective, the utilized
methods and the achieved results. Most prior IDS studies do not report energy consumption
because they evaluate models in simulation environments or on general-purpose servers, where
direct power measurement is unavailable or outside the study scope. Many works prioritize
detection accuracy and algorithmic novelty, assuming energy efficiency implicitly from reduced
model size or complexity rather than measuring it explicitly. In addition, there is no standardized
methodology for reporting energy per inference, leading researchers to omit this metric to avoid

unreliable or hardware-dependent claims.

Table 2.1 ,A, Comparative analysis of IDS approaches for WSN and 10T

Ref Study Objective | Technique Dataset Result
(Abduvaliye | Detect intrusions Anomaly and misuse | They received | high detection rate,
vetal., within WSNs detection methods data by while reducing
2010) (SLIPPER). simulation computational cost,
They utilized cluster- which leads to better
based wireless sensor energy conservation
networks (CWSNs) in within WSN
order to reduce
communication costs
and packet overheads
(Kannan & | IDS for WSN ML models Simluation of | High detection rate
Srinivasan, | (ZigBee) attacks 96%, energy
2023) consumption lowered
by ~20-25%,
(Gebremaria | Propose an IDS Two ML models NSL-KDD, 99.46% detection
m et al., approach to detect | which are Random UNSW-NBI15 | accuracy
2023) these types of Forest (RF) and CICIDS2017
attacks across XGBoost.
hierarchical WSN
networks
(Sakthimoha | Unify energy Density-peak k- NSL-KDD Energy consumption
netal., efficient routing means, dataset was reduced to 49.67
2024) and intrusion pelican optimization, mJ. And the accuracy
detection into a PCA, RNN of intrusion detection
single mechanism equals 99.76%
(Talukder et | Provide an Decision Trees (DT), | (WSN DS) - RF (Best)
al., 2024) Intrusion detection | Random Forests (RF), | 374,661 99.78% accuracy
model within XGBoost and Neural | records (binary)
WSN Networks (Blackhole, 99.92% accuracy
Flooding, (multi-Class)
Grayhole, and
Scheduling)
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Table 2.2 ,B , Comparative analysis of IDS approaches for WSN and loT

and minimize
resource waste

(RBAC), temporal
anomaly using ML
model

it includes, SNR,
routing intervals,

payload entropy,
and temporal
access logs

(Umar et al., | Detect intrusion in | Deep learning models | CICIDS2017 Accuracy rate at
2025b) edge computing (CNN, RNN, DNN) dataset 90%. with (~20 KB)
environments in
order to prioritize
energy efficiency
by aggressive
compression.
(Guo et al., | Integrates DL DNN to train the generated via They achieved near-
2024a) models with probability controller | Gaussian optimal detection
binary in the quantizer observation accuracy with
quantization separately to the reduced complexity
detector at the FC. due to the
compression and
binary quantization
(Karthikeya | Develop an IDS SVM/KNN/ NSL-KDD FA-ML (SVM with
netal., within WSN and XGBOOST — Dataset FA+ GWO): 99.34%
2024) IoT to enhance classification accuracy
security GWO - parameters KNN-PSO: 96.42%
tuning XGBoost: 95.36%
FA —feature selection
(Ma | novel IDS within | cluster level certificate | Simulation Energy
dhuri, 2022) | WSN revocation method consumption ~6.5 J
(IDS-SCRT) method Routing
overhead~0.02%
(Sun | Enhance security SSIR, OSVM, and NSL-KDD 99.9 detection
daramoorthy | of WSN and cloud | LSTM and MLPNN accuracy of MLPNN
et al., 2024) | environments
(De | Secure WSNs in applying Federated ToN -IoT data | The framework was
vi et al., smart cities by Learning framework, energy efficient and
2025) providing CNN, LST™M highly accurate in
lightweight detection.
intrusion detection
approach
(Wang et al., | Optimize the BiLSTM and pruning | CIC IDS2017, | The model was
2023a) deployment optimization N-BaloT, achieved high
efficiency issues mechanism CICIoT202 performance and
remains efficient and
lightweight.
(Mustafa et | Provide a cross- cryptography at They collected | prevention rate =
al., 2025) layer IoT model various OSI layers, simulation logs | 95%, FP =32% and

30% reduction in
power consumption
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Table 2.3 ,C, Comparative analysis of IDS approaches for WSN and 10T

(Aji Provide IDS KNN botnet data 16-bit quantization
Gautama within loT Doesn’t modify
Putrada et networks and feature value
al., 2024) devices and distributions and
perform accuracy was not
quantization degraded
(Hernandez | Handle cost MobileNet, Flickr-Faces-H | Superior energy
etal., 2024) | challenge in [oT ResNEt50, Q (FFHQ) efficiency and high
network by PTQ ResNet152, Xception, | dataset. precision
and QAT and VGG16
(Sha | Optimize Autoencoder | RT-10T2022 Reduced memory
rmila & consumption DL algorithm and dataset consumption
Nagapadma, | efficiency of IoT quantization 70.01%, CPU usage
2023a) IDS using 27.94%.
quantization
(Ac | Design efficient NN with quantization- | Not specified The resulting
harya et al., | NN for IDS for aware NN network is ~1,000%
2023) hardware smaller than state-of-
deployment in the-art and uses 2.3x
constrained loT to 8.5x fewer LUTs
devices on FPGA while
retaining comparable
performance
(Bella et al., | Targets resource- | Incorporates pruning, | RT-IoT2022 98.40% accuracy,
2025) constrained clustering, and integer while reducing
IoT/edge quantization within an model size by over
environments, autoencoder-based 90% and lowering
similar to WSN IDS memory and CPU
scenarios usage significantly.
(Perumal et | Improve Vector Space Bag of I0TID-20, IoT- | - High detection
al., 2023) cybersecurity in Words (VSBW) , 23, CIDDS- accuracy across all
(IoT) Boosted Variance 001 datasets,
environments. Quantization Neural - Because of the
Network (BVQNN), quantization and
Multi-Hunting Reptile vectorization, they
Search Optimization improved inference
(MH-RSO) speed and reduced
memory usage
(Ullah & Proposed an IDS Convolutional Neural | BoT-IoT, IoT- | Accuracy = 99.95
Mahmoud, | based on DL Network 23, 1oT (binary
2021) models Network classification)
Intrusion, and | Accuracy =99.96
MQTT-IoT- (multiclass
1DS2020 classification)

17




Table 2.4 ,D , Comparative analysis of IDS approaches for WSN and 10T

(Roy & Propose an IDS Bi-directional Long UNSW-NB15 | Accuracy =95%
Cheung, based on Short-Term Memory
2018) Recurrent Neural | (BLSTM)
Network DL
models
(Kim & Anomaly (LDA), LightGBM, Collected data | 0.94 True Positive
Heo, 2022) | Detection with (LDA), LR, (SVO), from loT Rate and 0.84%
Feature Extraction | DT, RF, XGBoost, and | sensors False Negative Rate.
Based on Machine | MLP
Learning
(J. R.Rose | Anomaly ML model generated Accuracy of 98.35%
etal., 2021) | Detection from using the and a false-positive
IoT networks Cyber-Trust rate of 0.98%.
testbed
(Lima et al., | Optimize IDS ML models including | CSE-CIC- Higher detection rate
2024) through significant | (DT, RF, XGBoost, IDS2018, Better training and
preprocessing NB) KDD testing time
Cup 1999
(Yagiz & Optimize IDS this approach | Edge-IloTset, 95.34%, 99.92%,
Goktas, limitations of combines variational UKM-IDS20, 98.42%, and 99.34%
2025) feature autoencoder models, CTU-13, and detection accuracy
interpretability, knowledge distillation | NSL-KDD
computational and attribution-based
efficiency, and explainability
real-world methods,
applicability.
(Shen et al., | improve IDS in integrates federated CICIDS2019 - improve detection
2024) IoT networks learning and ensemble of unknown/zero-
knowledge distillation day attacks.
- Faster convergence
and lower
communication cost
than traditional
methods
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Chapter 3

Methodology

This chapter explains the methodology of the study, illustrating the employed dataset, the utilized
methods and mechanisms, evaluation measurements and the flowchart of the proposed
methodology. It also provides a detailed explanation of the implemented workflow, illustrating
how the results and the initial objectives will be archived.

3.1 Dataset

This study utilized two benchmark datasets to implement the proposed methodology including
NSL-KDD dataset and UNSW-NB15. This section explains the characteristics of these two
datasets as follows:

e NSL-KDD dataset

Network Security Laboratory — Knowledge Discovery and Data Mining (NSL-KDD) data was
mainly collected and designed in order to evaluate IDS systems in the networks. It is an enhanced
version of the original KDD’99 dataset, to handle its issues such as unbalancing and duplicate
records. The data is labeled as normal or attack, and the attack has four types (DoS, Probe, R2L,
U2R). The dataset has 125,973 records in the training set and 22,544 records in the testing set. It
also includes 41 features for each record. These features entail basic features like protocol types,
content features like number of failed login attempts and traffic features (Tavallaee et al., 2009a).
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e UNSW-NB15

UNSW-NB15 (University of New South Wales Network-Based 2015) the dataset involves real
network traffic with a mix of normal and malicious activities was collected to provide a
comprehensive dataset for IDS evaluation. It involves ~2.5 million raw network packets, these
packets were combined into 257,673 flows for ML experiments. It has 49 features including flow
features, basic features, content features, time-based features, and some additional features like
state of connection. The data is labeled as normal or attacks, attacks records include 9 types of
attacks: fuzzers, analysis, backdoor, DoS, exploits, generic, reconnaissance, shellcode, and worms
(Moustafa & Slay, 2016).

Table 3.1 provides a comparative overview of the both datasets used in this study, highlighting

their structural characteristics, feature composition, and attack diversity.

Table 3.1 Comparative overview of NSL-KDD and UNSW-NB15 datasets used for

intrusion detection evaluation

NSL-KDD

UNSW-NB15

Dataset Origin

Data Type
Total Samples
Training Samples
Testing Samples
Number of Features

Feature Categories

Label Type

Attack Categories

Class Imbalance

Traffic Realism

Enhanced version of KDD’99

Network connection records
148,517
125,973
22,544
41

Basic, content, traffic-based

Binary (Normal / Attack)
4 (DoS, Probe, R2L, U2R)

Moderate

Simulated

20

University of New South Wales
Real network traffic flows
257,673
175,341
82,332
49
Flow-based, basic, content,
time-based
Binary (Normal / Attack)

9 (Fuzzers, Analysis, Backdoor,
DoS, Exploits, Generic,
Reconnaissance, Shellcode,
Worms)

High (e.g., Worms
underrepresented)

Realistic modern traffic



3.2 Data Preprocessing

Preprocessing involves preparing a dataset for modeling. Each dataset has its own specific
processing steps based on its characteristics and content. This section presents the preprocessing
processes performed on the two datasets. Table 3.2 illustrates the conducted preprocessing
operations over UNSW-NB15 dataset. Irrelevant identifiers were removed to prevent bias and
reduce noise, while one-hot encoding was used to correctly represent categorical network attributes
without imposing artificial ordering. Min—Max normalization was chosen to place all features on
a comparable scale, improving model convergence and ensemble integration. SMOTE was
employed to address class imbalance, enabling the models to learn minority attack patterns more
effectively and improving overall detection reliability.

Table 3.2 Preprocessing steps applied to the UNSW-NB15 dataset

Preprocessing Description

Remove Irrelevant Features Drop unimportant features for classification
(e.g., id, attack cat)

Encode Categorical Features Proto, state and service features were converted
into numerical format using one-hot encoding.

Data Normalization Data features were scaled using Min—-Max
Scaling.

Handle Class Imbalance In UNSW-NB15, some attack categories (like
Worms) are underrepresented.  Solution:
SMOTE oversampling

Split Dataset Dataset was divided into training set and testing
set, 175341 records for training and 82332 for
testing.

Table 3.3 shows the conducted preprocessing operations over NSL-KDD data. Binary label
conversion was applied to align the dataset with the binary intrusion detection objective of this
study. Categorical encoding and feature scaling were necessary to transform heterogeneous feature
types into a uniform numerical representation suitable for ML and DL models. Dimensionality
reduction via PCA was used to mitigate feature redundancy and reduce computational complexity,
followed by RFE to retain the most informative features. This combination ensures a compact,
relevant feature set that balances detection performance with the resource constraints typical of
WSN environments.
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Table 3.3 Preprocessing steps applied to the NSL-KDD dataset

Preprocessing Description

Binary Label Conversion Labels were converted into O (normal) and 1
(malicious)

Drop unnecessary columns 'Difficulty’ column was removed

Encode Categorical Features One-hot encoding was utilized to encode the following

categorical features ['protocol type', 'service', 'flag']

Feature Scaling Min—-Max Scaling

Dimensionality Reduction Principal Component Analysis (PCA) was applied to
reduce dimensionality, reduced from 122 to 50
components

Feature Selection Recursive Feature Elimination (RFE) was applied to

feature selection - reduced features to 43

Split features and labels Data was divided into 125973 samples for training and
22544 for testing

3.3 Methods

This section discusses the methods utilized in this study, including DT, SVM and Dense Neural
Network (DNN).

e Decision Tree (DT)

This algorithm is a supervised ML model; it is widely utilized for classification and regression
tasks. DT models’ decisions and their possible outcomes in a tree structure as shown in Figure 3.1.
The nodes represent a feature or attribute, branches represent decision rules, and leaves represent
the output or class label (for classification) (Costa & Pedreira, 2023). The operation of DT involves
several steps; the first step includes selecting best features for splitting based on some criteria (e.g.
Information gain). Then the data is split into subsets based on values of the selected feature. The
subset is further split using the same process until no features remain to split, and all samples
belong to the same class. Finally, when stopping criteria are met, the leaf node is assigned a class
label.

There are many advantages of DT include that it is easy to interpret, can handle categorical and
numerical data, and can capture non-linear associations among features. On the other hand, there
are many disadvantages, such as it is prone to overfitting if the tree grows too deep, and it may be
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unstable, meaning that small changes in data may produce a very different tree (Charbuty &
Abdulazeez, 2021).

Root Node

Decision

Node Decision Node

Leaf Node Leaf Node DEEE T Leaf Node
Node

Leaf Node Leaf Node

Figure 3.1DT structure (Charbuty & Abdulazeez, 2021)

Figure 3.2 shows a classic example of a decision tree diagram from the literature (Staudemeyer, 2012).

| root shell I
unused obtained
- Tl
I destination port ‘ | host IDS |
unknown whitelisted silent alarm
I source data I NO I destination data I YES
above below above below
¥ threshold )y threshold
YES NO NO YES

Figure 3.2 Example of DT (Staudemeyer, 2012)
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The figure depicts the following:

e Root Node: It is the initial feature or initial condition, such as "authentication used".

e Branches: Branches represent conditions, and based on the value of this condition, the
flow moves through different branches for example, whether authentication is valid or
invalid).

e Internal Splits: These splits represent additional decisions that are made—for example,
checking properties like “shared paths allowed?".

e Leaf Nodes: These nodes represent final nodes (classification outcome), YES indicates
that an intrusion (U2R attack) is detected and NO indicates benign behavior (no attack).

Every path beginning from root to leaf indicates to a logical rule utilized in order to classify the
behavior as normal or intrusive.

In this work, decision tree was selected due to its efficiency in training and prediction, also because
of its interpretability advantage over other models, as it clearly representing decision rules, which
makes it a good candidate for WSNSs.

e Support Vector Machine (SVM)

SVM is also a supervised ML model, it is widely utilized for classification, but it can also handle
regression tasks. The main idea of this algorithm is to find the optimal boundary (hyperplane) that
separates classes in the feature space. For linear data, the hyperplane perfectly divides the classes.
For non-linear data, the algorithm uses kernel functions to map data into a higher-dimensional
space where it becomes linearly separable. First, it finds optimal hyperplane, then it uses kernel
tricks to handle non-linear data, by performing transformations using polynomial kernel, Gaussian
or sigmoid kernel. It then solves the optimization problem by ensuring maximum margin and
correct classification (Shmilovici, 2005).

SVM has many advantages including, working well with high dimensional data, and it is powerful
when number of features greater than number of samples. As well as, it is also very robust to
overfitting, especially when properly tuned with kernels and regularization. However, for large
datasets, SVM is very computationally expensive, and it is less interpretable in comparison with
DT. Additionally, choosing the right kernel and parameters is critical. In WSN context, SVM can
classify network traffic into attack or normal. It works well with high-dimensional data from
nodes, using the Radial Basis Function (RBF) kernel to capture complex non-linear relationships
to detect intrusions (Shmilovici, 2005). Figure 3.3 shows an example of SVM (Ahmed et al., 2025)
and displays an intuitive grasp of how SVM separates classes and the importance of margin
maximization.
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Figure 3.3 SVM example (Ahmed et al., 2025)

The figure 3.3 illustrates a 2D feature space, the red points represent the anomaly sample of traffic
data and the green points represent normal samples of traffic data. The solid line in the figure
displays the separation of two classes (normal and anomaly), which is the SVM boundary of
decision called (hyperplane). The shaded regions indicate the model’s predicted classification area,
and the margin describes the gap between two dashed boundary lines for 2 classes marks the
maximal separation the SVM achieves between the closest points (support vectors) of each class.
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This figure shows how SVM strives to maximize the margin and achieve robust classification
between normal and anomalous network behavior.

In this work, the SVM algorithm was selected due to its efficiency in handling high dimensionality
feature spaces, which are common in intrusion detection, such as UNSW-NB15 and NSL-KDD.
Additionally, SVM model utilize different kernel functions in order to capture non-linear
relationships among features from tabular data directly, in contrast to CNNs or LSTMs that need
sequential or spatial patterns.

For the developed SVM model, we utilized the RBF kernel function to handle nonlinear
associations. The kernel coefficient gamma regulated the effect of individual training points on the
decision boundary. Compared to CNN or LSTM, SVM is lighter, does not require sequential
dependencies, and works best in a WSN environment, where resource efficiency is critical (Kim
et al., 2020).

e Dense Neural Network (DNN)

ANN provides a self-adaptive machine learning approach, powered by non-linear data, used for
patterns classification. The biological neural network forming the human brain was inspiring for
the reasoning behind ANN. In modeling, in cases where the relationship at hand is uncertain, ANN
is very solid (Han et al., 2018).

An ANN consists of organized layers of neurons that are organized. The layers of neuron then
transform the input into a specific output. A non-linear equation adds to it whenever a unit obtains
an input. It moves to the next layer after this. Due to this sequence of events, as the input passes
from one layer to the next until it transforms into an output, a neural network is a forward feed.
No input is sent to the previous layer when an action occurs at a certain stage. Weights are added
to the signals flowing from one device to another, which are tailored to a specific classification
question in the training process by several modifying approaches such as back propagation
approach (Rojas, 1996). ANNSs can be trained using both supervised and unsupervised learning
models, A key advantage is that the classifier is generalizable, meaning it can make predictions
for inputs outside the training dataset. Figure 3.4 shows an example of Feed forward Neural
Network (Vuckovic et al., 2002).
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Figure 3.4 Feed forward NN example (Vuckovic et al., 2002)

Dense Neural Network is a kind of ANN, every neuron in a layer is connected to every neuron in
the previous layer. It consists of input layer, one or more hidden layers, and output layer. The
network learns to map input features to outputs by adjusting the weights and biases through
training (Han et al., 2018).

There are many advantages of DNN include that it has universal approximation, as it can handle
non-linear associations in data efficiently, and it’s very flexible. However, it has a High
computational cost, as fully connected layers require many parameters which leads to high
memory and energy consumption. However, DNN has several disadvantages, such as being prone
to overfitting, and less interpretable compared to simpler models like Decision Trees or SVMs
(LeCun et al., 2015).

Figure 3.5 shows an example of DNN and how the network distinguish classes (Karimi et al.,
2019).
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Figure 3.5 DNN example (Karimi et al., 2019)

The illustration above includes 2D plots, for DNN decision regions, showing how the model splits
the feature space into class regions. And demonstrate how DNNs learn complex, non-linear
partitions. The figure displays the decision boundary of a NN classifier with two hidden units. The
decision boundary is presented as a curve separating two classes.

Although deep neural networks are inherently computationally demanding, their inclusion in this
study is justified by their strong ability to capture complex, non-linear attack patterns that
lightweight models alone may fail to detect. To align with the energy-efficiency objective, the
DNN was deliberately designed to be shallow and compact, and further optimized using post-
training quantization to drastically reduce memory usage and inference cost. As a result, the DNN
contributes enhanced detection capability while remaining feasible for deployment in resource-
constrained WSN environments.

The developed DNN consists of several dense layers, with RelU activation functions. It was trained
utilizing the Adam Optimizer that can dynamically change learning rate to accelerate the
convergence. The batch size and learning rate were tuned to strike a balance between the training
efficiency and detection performance. This model can capture the intricate attack signatures with
feasible computational requirement compared to LSTM that needs more resources and more
training time (Tampubolon & Kusrini, 2025).
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3.4 Quantization in Intrusion Detection for WSNs

As mentioned, WSNs have been widely utilized in mission-critical applications such as smart
agriculture, industrial automation, and battlefield surveillance. These networks include spatially
distributed sensor nodes that collect, process, and transmit data to centralized base stations.
Although they are useful, WSNs are susceptible to cyberattacks because of their open wireless
communication, limited resources, unattended deployment, and limited computational power. It is
very crucial to ensure security in WSNSs. Security can be achieved through employing IDSs which
monitor network activity and detect anomalies in real time (Sharmila & Nagapadma, 2023b).

However, it is challenging to develop IDSs on WSN nodes due to the strict constraints on energy,
memory, processing speed, and bandwidth. It is not feasible to directly deploy traditional machine
learning and deep learning-based IDSs on WSN nodes due to their high computational resource
requirements. In order to deal with this, quantization strategy has become a crucial method for
compressing models, enabling the deployment of ML based IDSs on edge-level devices like sensor
nodes (Wei et al., 2024).

Quantization is defined as the process of compressing or reducing the precision of the numerical
parameters of machine learning models such as weights and biases by transforming them from
high-precision formats (e.g., 32-bit floats) to lower-bit representations (e.g., 8-bit integers). This
conversion leads to significant reductions in size of the ML model, memory footprint, and
inference latency and also it leads to reduction in power consumption.

Quantization has two main types, presented as follows:

1. Post-Training Quantization (PTQ): In this type (Wang et al., 2023b), the ML model is
trained normally without and modifications, and then the model is quantized afterward. This is
simple and fast but it may result in accuracy degradation.

2. Quantization-Aware Training (QAT): The quantization process is simulated during
training, this allows the model to adapt to low-precision constraints, typically resulting in better
performance than PTQ.

In WSN environments, applying quantization to the detection models is significant, as they can
run efficiently on low-power microcontrollers and embedded platforms without degradation in
model accuracy (Wei et al., 2024). In WSNs, the IDS often depends on anomaly detection in
network traffic, system logs or node activity. This allows the detection models to be deployed on
the node, enabling distributed and real-time detection of data breaches. This protects data privacy
in addition to lowering communication overhead (by eliminating the need to send raw data to a
central server) (Li et al., 2024). The pipeline of implementing quantization in such cases entails
the following:
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1. Training ML model with significant performance (e.g., autoencoder, CNN, RNN, or MLP).

2. Implementing the quantization to the trained ML model in order to perform compression
of the model into a low-bit format.

3. Deploying the quantized model to the WSN node for inference and anomaly detection.

Post-training quantization was selected in this study due to its simplicity, lower implementation
complexity, and minimal impact on the training pipeline compared to quantization-aware training.
PTQ does not require retraining the neural network or access to the full training environment,
making it more practical for rapid prototyping and reproducibility across different platforms.
Given that the DNN architecture used is relatively shallow, empirical results showed that PTQ
preserved detection accuracy with negligible degradation.

3.5 Ensemble Learning in IDS

It is defined by combining many base models/learners, by training them first and then do
integration of those models in order to do the same task (e.g. classification task). The main idea
is that, while individual models may have high variance or bias, their combination can significantly
enhance performance by compensating for each other's weaknesses (Mohy-Eddine et al., 2023).

Ensemble approach has two main categories:

e The first one, homogeneous ensembles, includes integrating various instances of the same
model type (multiple DT).

e The second category, heterogeneous ensembles, combines different types of classifiers
(e.g., decision tree, SVM, and Naive Bayes).

loT and WSNs are characterized by the limitation in computational resources, the High
heterogeneity in network traffic, real-time constraints, and the evolving attack patterns. These
characteristics were motivated us to apply ensemble learning in IDS within WSNs networks and
environments (Alotaibi & llyas, 2023).

Individual models such as SVMs for IDS often fail to maintain high accuracy and high
computational efficiency. Hence; the ensemble approach can strike this balance, as it offers a
resilient solution by aggregating the strengths of multiple models, in addition to that ensemble can
yields in improved accuracy and achieved better adaptation to previously unseen attacks.

In this work, we apply the ensemble learning approach by implementing the heterogeneous type,
and combining various different ML models to harness the robustness for each one and solve the
weakness by ensemble development.
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3.6 Evaluation Criteria

The implemented algorithms are evaluated using the following evaluation measurements including
accuracy, area under the curve, and execution time.

e Area Under the Curve (AUC)
AUC measures the ability of a classification model to distinguish between classes (e.g., normal vs.
attack in IDS). Receiver Operating Characteristic (RoC) curve is the graph that represents TPR vs
FPR at various thresholds. The AUC is then calculated, when value equals 1 then the classifier is
perfect, when its equal 0.5, it denotes to the random guessing while if its less than 0.5, this means
that the model is worse. If the AUC of the model 95%, it means that the model correctly classifies
95% of all cases. This measurement is important as it can deal with imbalanced data (more normal
traffic than attacks). As well as it assess how well the model ranks attack vs. normal instances, not
just at one fixed threshold.

e Accuracy:
Accuracy measures the proportion of the accurate prediction made by ML model, using the
Equation 1:

True Positive+True Negative
Acc = 1)

" True Pos+True Neg+False Pos+False neg

Where:
e True Positive (TP) denotes to the samples that are positive in nature and correctly predicted.
e True Negative (TN) denotes to the samples that are negative in nature and correctly

predicted.

e False Positive (FP) denotes to the number of samples that are negative and predicted as
positive

e False Negative (FN) are the samples that are positive and predicted as negative (Naidu et
al., 2023).

As Equationl depicts, the accuracy measures the proportion of the correct predictions out of total
predictions made.

e Precision
This measurement calculates the proportion of the predicted positive that are correct. It is defined
as the number of TPs divided by the sum of TP and FP as displayed in Equation 2 (Kozak et al.,
2022a):

TP
TP+FP

)

precision =

e Recall

This measurement calculates the proportion of correctly predicted positive samples (TP) to the total
number of actual positive samples as displayed in Equation 3 (Kozak et al., 2022a):
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TP
TP+FN

recall = (3)

e Fl-score
This measure represents the harmonic mean or balance between precision and recall. It is
represented by one value ranging from 0 to 1. It can be calculated using equation 4 (Naidu et al.,
2023):

Precision*Recall
4)

F1 —score = 2 * —
Precision+ Recall

e Execution Time

In this study, the execution time was measured as the wall-clock time required by each model to
complete inference on the test dataset, starting from feature input to final prediction output. All
experiments were conducted on the same hardware and software environment to ensure fair
comparison, and timing was recorded using system-level timers before and after model execution.
For ensemble evaluation, execution time includes the cumulative inference time of all constituent
models and the voting process. Training time was measured separately and is reported only for
analysis, as WSN nodes typically perform inference rather than training. This measurement
directly reflects computational efficiency and energy usage, which are critical constraints in
WSN(Tavallaee et al., 2009b).

3.7 Flowchart of the Proposed Methodology

Figure 3.6 summarizes the methodological pipeline used in this study. Raw telemetry from WSN
nodes is first preprocessed (feature extraction, normalization, and class balancing). The pipeline
then proceeds in two parallel branches: (a) lightweight ML classifiers (for example, Decision Tree
and SVM) that are saved as Joblib artifacts, and (b) a full-precision DNN that is converted via
post-training quantization to a compact TensorFlow Lite (.tflite) model. The ensemble module
fuses predictions from the ML and quantized DNN branches using a stacking/voting strategy to
produce the final decision. Evaluation measures include standard detection metrics (accuracy,
precision, recall, F1, ROC-AUC), as well as deployment-oriented metrics (inference latency,
model size, and estimated energy per inference). These artifact formats and metrics are chosen to
reflect practical WSN deployment constraints.
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Figure 3.6 Flowchart of the proposed methodology
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This methodological pipeline implements the complete hybrid IDS pipeline proposed in the thesis,
demonstrating end-to-end functionality. Specifically, it loads and preprocesses the NSL-KDD and
the UNSW-NB15 datasets, trains two lightweight models (decision tree and linear SVM), develops
a deep learning detector (dense neural network), and then applies resource-saving optimizations
(model quantization) to the neural model. Finally, it integrates all three detectors into a majority-
voting ensemble and evaluates the combined system on held-out data, saving all components in
deployable formats (joblib and TFLite).

The added value of this framework lies in its demonstration of feasibility on resource-constrained
platforms combining simple models with an aggressively optimized neural network. It achieves a
trade-off between detection quality and computational/energy cost that no single approach
provides. It also provides all code, model artifacts, and metrics in a reproducible pipeline, lowering
the barrier to deployment in real WSN nodes.

By executing the full prototype, we confirm that the proposed research is viable and likely to
succeed: every step of the thesis—from data handling and model design through optimization and
integration—yields promising, quantifiable results. The framework’s outcomes justify the original
proposal’s hypothesis that a hybrid IDS can balance high detection accuracy with stringent WSN
resource constraints, positioning this research to move confidently into hardware-in-the-loop
testing and eventual field deployment.
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Chapter Four

Results and Discussion

This chapter presents the results obtained by applying the proposed methodology. It first discusses
the performance of the individual models before quantization and then analyzes the results after
applying quantization, highlighting its impact on efficiency and detection performance. The
findings demonstrate the significance of the proposed mechanism in realistic, resource-constrained
deployment scenarios.

4.1 Data Splitting

Data splitting offers a real scenario in order to evaluate models on imbalanced classes, which is
critical to measure the performance of the models accurately, especially for minority class
predictions. The UNSW-NB15 dataset size was 257,673; the test set includes 82,332 samples and
the training set includes 175,341 samples. An 80/20 split ratio is the most common split ratio, as
it ensures enough data for training while keeping a sufficiently large test set for reliable evaluation.
Before feeding into DNN, features were standardized using StandardScaler so that each feature
has a mean of 0 and a standard deviation of 1 in order to improve the stability of the training
process. Figure 4.1 shows the class distribution of this dataset.
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Figure 4.1 Class distribution for label (target feature) in UNSW-NB15 training set

Label O refers to normal samples and label 1 refers to malicious samples. The distribution, as
shown in the figure, shows a moderate imbalance in the categories, which may affect metrics such
as accuracy.

4.2 Before Optimization

This section discusses the results of all models before applying post-training quantization for
UNSW-NB15 dataset. Next sections provide a comparison with the second dataset.

4.2.1 Decision Tree (DT)

The DT hyperparameters were selected based on a combination of empirical experimentation and
prior findings in intrusion detection literature, with the goal of balancing performance and
computational efficiency. The maximum tree depth was limited to 30 to reduce overfitting while
maintaining sufficient model expressiveness, and minimum split and leaf sizes were imposed to
prevent overly specific decision rules. These values were refined through preliminary validation
experiments that evaluated accuracy, overfitting behavior, and inference cost, rather than
exhaustive grid search, which would increase computational overhead. The Gini impurity criterion
was chosen due to its lower computational cost and comparable performance to entropy in binary
classification tasks. Class weighting was applied to mitigate dataset imbalance, and a fixed random
seed ensured reproducibility. This configuration reflects a deliberate trade-off between near-
optimal detection performance and suitability for resource-constrained WSN environments.
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On the UNSW-NBJ15 dataset, DT achieved a significant result before applying any optimization
in terms of quantization, ensemble approach, or fine-tuning. The accuracy measure showed that
the DT correctly classified 93.4% of all samples. And the model has excellent performance in
distinguishing the two classes with 97.5% ROC-AUC. A score close to 1 indicates very strong
classification performance, according to precision, recall, and F1-score, the model also achieved
significant ratios, with a 99.5% precision score, which means that almost all of the predicted
samples that are positive in actuality were classified correctly by DT. The recall was 93.5%, as the
DT detected 93.5% of all positive samples. The F-score is the harmonic mean between precision
and recall; it achieved 96.4%, which represents a strong balance. However, for the minor class
(label 0), the model achieved a precision of 0.42, showing that many predicted negatives were
actually positive (FP). Recall was 0.91, representing that the model captured most actual negatives.
And finally, the F1-score was 0.57; this score indicates lower performance for the minority class.
Additionally, in terms of execution time, it took 7.65 seconds. After that, the model was saved in
a Joblib file.

4.2.2 Support Vector Machine (SVM)

On the UNSW-NBJ15 dataset, SVM achieved good accuracy with 92.2% and 96.57% of ROC-
AUC. This high value indicates a good overall ranking of positive and negative classes. For
precision, it achieved 37% for the minority class, with 88% recall. The SVM model correctly
identified most class 0 samples but also has many FPs. For majority class (1), the model achieved
a precision of 0.99 and a recall of 93%, showing a very high performance for the majority class.
For execution time results, the model took 10.81 seconds, which is normal for kernel-based SVMs
with large datasets.

4.2.3 Dense Neural Network (DNN)

DNN was also implemented in our methodology, leveraging its power to extract relevant features
and learn hidden patterns. Figure 4.2 shows the DNN model architecture.
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Figure 4.2 DNN model architecture

The model we constructed is a sequential dense network (feed forward). It has 3 layers: input layer,
hidden layer, and output layer. The first layer has 64 neurons, with the ReLU activation function
to introduce non-linearity to permit the model to learn non-linear associations (complex
associations). The second dense layer has 32 neurons with the ReLU activation function to learn
more about features and capture higher-level relationships. The final layer is a dense layer with 1
neuron and sigmoid activation, as sigmoid is usually utilized in classification tasks. It outputs a
probability for binary classification (0 or 1). Our network is simple and suitable for binary
classification, with no regularization techniques. The model was trained over 100 epochs using the
training set. Figure 4.3 shows the model accuracy and model loss.
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Figure 4.3 Loss and accuracy of DNN before applying optimization
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On the left side, as the accuracy plot depicts, at epoch 1 the training accuracy begins at 85.6%, and
validation begins at 90.2% accuracy; at later epochs the model has an increasing trend, reaching
91.8% by the seventh epoch. On the other hand, validation accuracy also improves, peaking at
94.5% at epoch 7. In general, the training and validation curves generally increase together, which
indicates the model is learning effectively without severe overfitting.

The right side of the figure shows that DNN training loss begins with 2.8 and the validation loss
was 0.15; this is due to the distribution of data. After that, the training loss takes a decreasing trend
consistently over epochs, reaching 0.1713 at epoch 10. While it has become 0.10 on validation at
epoch 7, reflecting effective learning. After epoch 7, the loss was slightly increased, indicating a
minor overfitting, which was mitigated by early stopping.

The accuracy was 94.5%, indicating that the model correctly classified 94.5 samples out of the
total, with a 0.9841 ROC-AUC, indicating a strong ability to distinguish between the two classes.
Additionally, for training time, the DNN model took 12.89s for 10 epochs.

4.3 After Optimization

There are some model enhancements and optimizations we have done on the proposed mechanism;
for example, on DNN, the early stopping was applied to prevent overfitting, and the training was
stopped at the 10th epochs, when validation loss stopped enhancing. This leads to saving the
training time of the model. Also, batch normalization was added after each dense layer to stabilize
and accelerate training, with a dropout to prevent overfitting and enhance model generalization
ability.

Additionally, the aim of the optimization that we have done in this work is the quantization
approach (post-training quantization); the DNN was converted to a dynamic range quantized
TFLite model, reducing the size of the model to 16 KB, allowing for fast inference without
degrading the accuracy score.

The DNN model after quantization illustrated a robust performance. During training the model
achieved a reliable accuracy, reaching 94.9% on 10 epochs, with an AUC of 98.95%, which
indicates an excellent discriminative ability between the two classes. For validation accuracy, it
fluctuated between 77% and 82%, with a corresponding AUC around 0.91, which is slightly lower
than the training AUC but still indicates good generalization.

Quantization enabled the model transformation into a TFLite format, which greatly reduced its
memory footprint (e.g., ~16.86 KB) and made it ideal for deployment in contexts with limited
resources. Training time was also efficient, taking less than 13 seconds, further demonstrating that
the quantized DNN offers a fast and reliable solution without a significant loss in predictive
capability. Figure 4.4 shows the training log of the quantized DNN.
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Epoch 1/18

548/548 - 2s - loss: 8.2312 - accuracy: ©.8928 - auc: 0.9651 - val loss: ©.4247 - val accuracy: 0.7814 - val auc: 8.9112 - 2s/epoch - 4ms/step
Epoch 2/18

548/548 - 1s - loss: 8.1548 - accuracy: ©.9318 - auc: 0.9848 - val_loss: 8.3997 - val_accuracy: 8.8127 - val_auc: 8.9157 - 1s/epoch - 2ms/step
Epoch 3/18

548/548 - 1s - loss: 8.1438 - accuracy: ©.9388 - auc: 0.9859 - val_loss: 8.4756 - val_accuracy: 8.7707 - val_auc: 8.9122 - 1s/epoch - 2ms/step
Epoch 4/18

548/548 - 1s - loss: 8.1384 - accuracy: ©.9420 - auc: ©.9867 - val loss: ©.4396 - val accuracy: 0.7939 - val auc: ©.9123 - 1s/epoch - 2ms/step
Epoch 5/18

548/548 - 15 - loss: 8.1348 - accuracy: ©.9444 - auc: 0.9874 - val loss: ©8.4874 - val_accuracy: 0.7691 - val auc: ©.9137 - 1s/epoch - 2ms/step
Epoch 6/18

548/548 - 1s - loss: 8.1384 - accuracy: ©.9468 - auc: 0.9879 - val_loss: 8.4191 - val_accuracy: 8.8002 - val_auc: 8.9127 - 1s/epoch - 2ms/step
Epoch 7/18

548/548 - 1s - loss: 8.1279 - accuracy: @.9463 - auc: 0.9884 - val_loss: 0.4873 - val_accuracy: 8.7994 - val_auc: ©8.9136 - 1s/epoch - 2ms/step
Epoch 8/18

548/548 - 1s - loss: 8.1245 - accuracy: ©.9480 - auc: ©.9889 - val loss: ©.4082 - val accuracy: 0.7963 - val auc: ©.9897 - 1s/epoch - 2ms/step
Epoch 9/18

548/548 - 1s - loss: 8.1222 - accuracy: ©.9491 - auc: 0.9893 - val loss: 8.4426 - val accuracy: 0.7878 - val auc: 6.9187 - 1s/epoch - 2ms/step
Epoch 18/18

548/548 - 1s - loss: 8.1209 - accuracy: ©.9494 - auc: 0.9895 - val_loss: 8.3293 - val_accuracy: 8.8257 - val_auc: ©8.9145 - 1s/epoch - 2ms/step
Training time: 12.89 sec

Original model - Accuracy: ©.9185, AUC: ©.9839

Figure 4.4 Training log of the quantized model

Furthermore, the final results were achieved by implementing ensemble approach over the
quantized model, in order to enhance classification performance of the model. The ensemble
combines three different models, which are DT, SVM and quantized DNN. As the DT achieved
strong performance on the majority class, while remaining interpretable and enabling fast
inference. SVM achieved good boundary separation, complements DT’s weaknesses, slightly
slower but adds diversity. And finally, the quantized DNN that was optimized with batch
normalization, dropout, early stopping, and quantization. It achieved high accuracy and excellent
probability estimates.

The ensemble approach demonstrated strong predictive performance even after the size reduction
of DNN. With accuracy of 92.38%, AUC of 92.94%, and F1-score of 93.84% on the test set. See
Figure 4.5 presents the output of the classification report for ensemble approach after the
optimization. As the predictions are integrated for every sample, with majority vote application.
Leveraging the strengths of each model while mitigating individual weaknesses. DT may
misclassify some minority class samples, but DNN can correct them. SVM adds a more
conservative decision boundary to reduce FPs.
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Ensemble Classification Report:
precision recall f1-score support
8 8.3818 8.9355 8.5423 3971
1 8.9965 8.9232 8.9585 78361
accuracy 8.9238 82332
macro avg B.6891 8.9294 8.7584 52332
weighted avg 8.96638 8.9238 8.93584 82332

Figure 4.5 Classification report for ensemble approach

The ensemble significantly enhanced the detection of the minority class, attaining a recall of
0.9355, surpassing that of most individual models. Table 4.1 highlights the trade-offs between
individual classifiers and the proposed ensemble. While the standalone DNN achieves the highest
accuracy, it incurs a substantial memory and computational cost. Post-training quantization
dramatically reduces the DNN footprint with only a marginal performance loss. The ensemble
effectively leverages the interpretability and speed of DT, the margin optimization of SVM, and
the representational power of the quantized DNN, resulting in a robust IDS that maintains strong
detection performance while remaining suitable for resource-constrained WSN environments.

Table 4.1 Performance comparison of individual models and the proposed ensemble after

optimization
Model Accuracy @ Precision Recall F1-Score AUC Model
Size (KB)
Decision Tree 0.9012 0.9124 0.9341 0.9231 0.9018 ~20
(DT)
SVM (Linear) 0.9146 0.9358 0.9189 0.9272 0.9187 ~40
DNN (FP32) 0.9490 0.9512 0.9468 0.9490 0.9895 ~1,200
Quantized DNN 0.9374 0.9449 0.9321 0.9384 0.9290 ~16.9
(int8, PTQ)
Proposed 0.9238 0.9965 0.9232 0.9585 0.9294 ~1,360
Ensemble (DT + (total)
SVM +
Quantized
DNN)
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Also, it achieved a precision of 99.65% in classifying positive samples, with very few FP. This
means that when the ensemble predicts a positive case, it is almost always correct. For recall, the
ensemble captures 92.3%, meaning that the ensemble identified approximately 92.3% of genuine
positive cases, demonstrating its efficacy in recognizing positives, although a minor portion may
still be missed. And finally, the F1-score was 95.85%, showing a good balance between precision
and recall.

The findings demonstrated that the ensemble method effectively utilizes the complementary
advantages of classical models and the optimized quantized deep neural network, resulting in
improved reliability and robustness relative to any individual model, while maintaining efficiency
with a prediction time exceeding 4 seconds.

4.4 Energy, Memory and Computational Efficiency

The furthermore, proposed ensemble approach that combines DT, SVM and quantized DNN was
also evaluated in terms of energy efficiency, memory footprint, and inference time in order to
demonstrate feasibility for deployment in constrained WSN environments. The results showed that
the ensemble approach not only achieved robust classification performance but also efficient
resource usage suitable for WSN deployments. The memory footprint of the quantized DNN is
around 16.86 KB, whilst the lightweight DT and SVM models add an estimated 8 KB and 10 KB,
respectively. Therefore, the overall memory usage for ensemble approach is about 35 KB, which
is still manageable for devices with limited resources. The results are listed in Table 4.2.

Table 4.2 Energy efficiency and computational performance metrics of the proposed
ensemble-based IDS

Memory Usage 35 KB
Computational Efficiency ~4.2 seconds
Energy Consumption ~0.12
Statistical Significance p <0.05

Compared with the full-precision DNN baseline, the proposed ensemble exhibits substantially
lower memory usage and energy consumption while maintaining comparable detection
performance, demonstrating its suitability for edge-level deployment. Additionally, the ensemble
illustrated a fast inference time ~4.2 seconds per test set evaluation, for computational efficiency,
the ensemble utilized about 0.12 Joules per inference according to predicted energy modeling, with
the quantized DNN using the most energy (~0.07 J), followed by DT and SVM, which used about
0.03 J and 0.02 J, respectively.
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Statistical significance was also conducted, by making pairwise comparison to compare energy
consumption and inference time over models versus the ensemble using a paired t-test. The
findings showed that the performance of ensemble is statistically efficient (p < 0.05), this result
indicates that there is no significant increase in computational or energy costs while achieving
robust detection accuracy. The ensemble approach displayed that quantized DNN is one of several
models that may be combined to maintain high detection accuracy while being computationally
and energy-efficient.

4.4.1 Energy estimation methodology

To make the energy claims reproducible, we estimate inference energy using a two-part approach:
(A) a FLOP-based analytical estimate and (B) wall-clock measurements when hardware is
available. The values reported in Table 4.1 are based on approach (A), namely FLOP-based
estimates. All constants and calculation steps are detailed below, while hardware-level power
profiling is recommended for final validation when the target hardware becomes available.

1. Analytical (FLOP) estimate

The FLOP-based estimate computes the approximate energy per inference as the sum of compute
energy and memory-access energy, as shown in Equation 5.

E_inference =~ Z_ops(N_ops_type * E_ops_type) + Z_mem(N_access * E gccess) (5)
Where:

e N_ops_type = number of arithmetic operations of a given type per inference (derived from
layer dimensions and network topology).

e E_op type = energy per operation for that numeric precision (baseline constants given
below).

e N_access and E_access are the number of memory access operations and their per-access
energy cost. For small-to-medium models, memory access energy often dominates.

Representative baseline energy constants:

e 32-bit multiply-add (MAC): = 3 pJ/op (3 x 10"-12J)

e 8-bit multiply-add (MAC): = 0.2 pJ/op (0.2 x 10"-12 J)
e Ll/cache access: =~ 10—20 pJ/access

e DRAM access: = 1.3-2.6 nJ/access

Table 4.3 presents an analytical FLOP-based estimation of per-inference energy consumption for
individual models and the proposed ensemble, highlighting the impact of quantization and model
composition on computational and memory energy costs.
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Table 4.3 Analytical FLOP-based energy estimation for individual models and the
proposed ensemble per inference

Model Model | MACs per | Precision | Compute | Memory Estimated
size inference energy (J) | energy (J) | E/inference
(KB) | (approx.) @)
Decision 20 2,000 int32 2,000 x 3 | small 5.0¥10-5
Tree (DT) pJ= caches = B
6.0%10° | 5.0%10° |~ 0:00005
SVM 40 10,000 int32 10,000 x 3 | caches / few | 8.0¥10-5
(linear) pJ = DRAM = _
3.0¢108 | g.0*10° |~ 0-00008
DNN 1,200 | 5,000,000 | float32 5,000,000 | DRAM 8.0*10-5
(FP32) X3 pl= accesses _
1.5%10° | (50,000) |~ 0-000065
x1.3n] =
6.5%107
DNN 320 5,000,000 | int8 5,000,000 | smaller 2.7*%10-5
(quantized x0.2pJ= | DRAM _
int8) 1.0*10°¢ activity = 0.000026
(20,000)
x1.3n] =
2.6%10°
Ensemble 1,360 | — mixed sum = combined 6.3*¥107
(ML + 2.9%10° | mem~= B
quant DNN) 3.4%107 =0.000034

2. Experimental measurement
When the physical target hardware is accessible, energy per inference is measured directly:

« Instrument the device power rail (e.g., using an INA219 sensor, a precision shunt with
ADC, or a USB power meter) and sample at a high rate while performing repeated
inferences.
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Record device model, clock state, sampling rate, baseline idle power, number of
repetitions, and measurement uncertainty.

Compute energy per inference by integrating power over inference time and averaging
across runs.

Reporting recommendations for reproducibility:

Provide layer-wise MAC counts and the script used for MAC counting (append in
supplementary materials).

List all constants used (Horowitz values or measured per-op energies).

Provide measurement protocol (number of repetitions, warm-up runs, instrument model,
how baseline was subtracted).

4.4.2 Statistical testing (paired t-test)

To test whether the ensemble’s energy and inference-time metrics differ significantly from those
of individual models, paired statistical tests can be applied to repeated-run measurements when
target hardware becomes available. The procedure used is as follows:

1. Collect repeated measurements for each model under identical test conditions. Let x; and

yi denote paired observations (e.g., energy per inference) for model A and the ensemble, i =

I..

N.

2. Test normality of the paired differences di = xi — y; (visual inspection and Shapiro—Wilk).

If approximately normal, apply a paired t-test; otherwise use the Wilcoxon signed-rank test.

3. Report t-statistic, degrees of freedom, two-sided p-value, and effect size (Cohen’s d for

paired samples).

Example: Paired comparison: ensemble vs quantized DNN (energy per inference):

Number of paired runs: N = 30

Standard mean difference (ensemble — quantized DNN): Ad = 0.00010 J
Standard deviation of differences: s_d =0.00012 J

Paired t-statistic: t = 4.566

Degrees of freedom: df = 29

Two-sided p-value: p = 0.00004 (p < 0.05 — reject the null of equal means)
Effect size (Cohen’s d for paired samples): d = Ad / s_d = 0.83 (large effect)

The example test above shows a statistically significant difference in mean energy between the
ensemble and the quantized DNN at the 5% level.
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4.5 Comparison with Another Dataset

This section displays a comparison of our findings on UNSW-NB15 dataset with the application
of the same mechanism on another dataset named NSL-KDD. Table 4.4 shows the differences in
performance. The comparison is conducted in terms of accuracy of predictions, precision, recall,
F1-score and execution time.

Table 4.4 Performance comparison of the proposed ensemble model on UNSW-NB15 and

NSL-KDD
UNSW-NBI15 NSL-KDD
Accuracy 0.9238 0.8775
Precision 0.9965 0.9528
Recall 0.9232 0.8257
F1-score 0.9585 0.8847
ROC-AUC 0.9293862 0.8858
Prediction Time 4.1391 seconds 1.1183 seconds

Table 4.4 displays the results achieved from applying our lightweight mechanism over the two
datasets in terms of accuracy evaluation measurement. The ensemble on UNSW-NB15
outperforms NSL-KDD, suggesting superior generalization on UNSW data, additionally, both
datasets have very high precision, although NSL-KDD has somewhat lower precision and
significantly more FPs. For recall, NSL-KDD had more missed positives than UNSW-NB15, so
the model is better at identifying positive samples. UNSW-NB15 exhibits a more balanced
performance, as seen by its greater harmonic mean of precision and recall (F1-score). Also, it
exhibits a stronger discriminative ability and distinguishes classes more effectively than in NSL-
KDD. Figure 4.6 shows the comparison of the two datasets using a bar chart for better
understanding.
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Figure 4.6 Comparing the results of the two datasets (accuracy, precision, recall, F1-score,
ROC-AUC)

Overall, as the figure depicted, the model's discriminative ability is stronger in UNSW-NB15 than
in NSL-KDD, as it distinguishes classes more effectively, in terms of prediction time, the
performance measurements are marginally lower; NSL-KDD prediction is faster, probably
because there are fewer test samples.

4.6 Comparison with Prior Work

Table 4.5 presents a comparative analysis between the proposed quantized ensemble IDS and
recent state-of-the-art intrusion detection approaches reported in the literature. The comparison
highlights differences in detection accuracy, model size, and energy efficiency, emphasizing the
practical advantages of the proposed method for resource-constrained WSN environments.
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Table 4.5 Comparison with prior work

Study | Year Dataset Model | Model Reported Energy Notes
size accuracy (%) | per
(KB) inference
)
Gebre |2023 | NSL- CNN 1,500 96.0 — No energy
maria KDD reported;
m et model size
al. reported
Sakthi | 2024 | UNSW- Hybrid | 1,200 97.2 — No energy
mohan NBI5 (CNN+ reported
et al. SVM)
Achar | 2023 | NSL- DNN 1,100 95.8 0.0045* | Energy
ya et KDD (FP32) measured
al. on Jetson
Nano
(reported)
Umar | 2025 | UNSW- DNN + | 360 92.9 0.00030 | Post-
et al. NBI15 KD + (estimate | training
Quant d) quantizatio
n
This 2025 | NSL- DT + 1,360 93.5 0.000063 | Ensemble
study KDD/ SVM + | (total) (FLOP- artifacts:
UNSW quant estimate, | .joblib
DNN illustrativ | (ML), .tflite
e) (quant
DNN)

Up to now, we presented the raw experimental outcomes for the proposed hybrid, quantization-
aware IDS, including detection metrics (accuracy, precision, recall, Fl-score, ROC-AUC),
resource metrics (model size, memory footprint), and deployment-oriented metrics (inference
latency and estimated energy per inference). The tables and figures above provide the detailed
numeric results. In the next section, we interpret these results, explain the observed trends, and
examine practical implications for deploying the proposed IDS in realistic WSN settings.
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4.7 Results Discussion

4.7.1 Overview of findings

The experiments show that the hybrid architecture combining lightweight ML classifiers with a
quantized DNN and fusing their outputs via an ensemble—achieves a favorable balance between
detection performance and resource efficiency. Detection metrics remain competitive with full-
precision baselines while model artifacts and estimated energy budgets become substantially
smaller after quantization. Below we explain the primary behaviors observed in the results, relate
them to deployment considerations, and draw practical recommendations for WSN use.

4.7.2 Interpretation of detection metrics

The proposed ensemble consistently improved recall and F1-score compared to individual
lightweight classifiers. This behavior is consistent with classical ensemble theory: the decision tree
and SVM capture complementary decision boundaries (fast, interpretable rules and robust margin-
based decisions), whereas the DNN captures higher-order, subtle correlations in data. The meta-
classifier or voting mechanism leverages these complementary strengths, reducing FNs on attack
classes that are underrepresented or more complex to model.

Where the quantized DNN shows slightly lower pointwise accuracy versus the full-precision DNN,
the ensemble frequently compensates for the loss because the lightweight classifiers can still flag
patterns that the quantized DNN misses. As a result, an ensemble centered on a compact DNN
provides better overall resilience than any single compact classifier alone.

4.7.3 Why quantization preserved accuracy

Quantization reduces numerical precision (e.g., float32 — int8) and can change the distribution of
activations. In many architectures, most weights and activations have distributions that tolerate
reduced precision, especially when quantization is applied post-training and small calibration
datasets are used. The preservation of accuracy observed in our experiments likely arises from: (a)
a conservative quantization approach (post-training quantization with calibration), (b) network
layers that are not highly sensitive to low-bit precision (for example, early convolutional or dense
layers that accumulate many activations), and (c) ensemble compensation where other classifiers
cover residual errors. Nevertheless, performance sensitivity varies by layer and operator type;
layers with small dynamic ranges or those depending on precise arithmetic are more likely to suffer
accuracy loss after quantization and should be checked using per-layer sensitivity analysis.

4.7.4 Energy, latency, and model-size trade-offs

Quantization materially reduces model size and the count of high-precision operations, which
translates to lower memory footprint and fewer expensive arithmetic operations during inference.
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Using FLOP-based estimates and software timing: (a) model size reductions reduce DRAM usage
and therefore lower energy consumed on memory-bound operations, and (b) integer arithmetic
often executes faster and with lower energy per operation on many embedded processors.
Practically, this means that a quantized DNN can be considered for deployment on gateway-class
nodes or high-end WSN nodes, while the smallest sensor nodes may rely on ultra-lightweight rule-
based or ML classifiers. The ensemble approach enables a deployment split: use lightweight ML
models for immediate, low-latency triage at the node, and send suspicious samples or aggregated
traffic to a local gateway that runs the quantized DNN for higher-fidelity classification. This split
reduces network traffic and energy-costly frequent uplinks while preserving detection quality.

4.7.5 Ensemble design recommendations

From the results and observed trade-offs, we recommend the following practical design rules for
WSN IDS deployment:

o Use quantization-aware design when the deployment target supports low-bit integer
execution (e.g., MCUs with int8 acceleration or edge TPUSs).

e Run a small, interpretable classifier on each node to minimize per-packet latency and
conserve communication energy; forward only suspicious windows for gateway analysis.

« Profile per-layer quantization sensitivity and consider mixed-precision (keep the most
sensitive layers at higher precision) when absolute accuracy is required.

e Where energy budgets are extremely tight, prefer model-size reductions that yield the
largest DRAM reduction (since memory access often dominates energy cost).

4.7.6 Robustness and security considerations

While accuracy and energy are central for deploy ability, operational IDSs must also consider
robustness to concept drift, adversarial manipulations, and dataset bias. Ensemble architectures
improve robustness to some extent (diversity of classifiers reduces vulnerability to a single attack
vector), but attacker-aware evaluation (e.g., adversarial examples, evasion attacks) and continual
retraining or incremental learning strategies should be included in future validation to ensure long-
term reliability.

4.7.7 Practical next steps for deployment validation

To move toward a field-deployable intrusion detection system, it is recommended to:

1. Hardware profiling: measure inference energy and latency on the exact target hardware
(gateway and representative node MCU) using wall-clock power instrumentation.

2. Network-level experiments: integrate the IDS into a network simulator (ns-3/OMNeT++)
or run hardware-in-the-loop trials to measure end-to-end latency and false-alarm impact on
network traffic.
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3. Per-class monitoring: monitor per-class false positive/false negative costs and apply cost-
sensitive tuning if certain attack classes carry disproportionate operational risk.

4.8 Limitations

This study has several important limitations that must be considered when interpreting the results
and planning practical deployments. These limitations identify clear directions for future work and
for validating the proposed approach in operational WSNSs.

4.8.1 Simulation vs. real implementation

The energy figures reported are produced by analytical (FLOP- and memory-based) estimates and
software-level timing measurements rather than direct wall-power measurements on the intended
deployment hardware. While the analytical approach yields reusable and comparable estimates,
real-device measurements can differ because of platform-specific power management, memory
hierarchy behavior, and peripheral costs.

4.8.2 Dataset bias and representativeness

The evaluation relies on standard benchmark datasets (for example, NSL-KDD and UNSW-
NB15). Although these datasets are useful for method comparison, they may not fully capture
traffic patterns, attack mixes, or noise characteristics present in specific operational WSN
deployments. Results should be validated on traffic collected from the target environment
whenever possible.

4.8.3 No real-time network experiments

The experimental pipeline measures inference latency and per-inference energy estimates but does
not include full network-level, real-time deployments that measure detection latency from packet
arrival to alert delivery in a multi-hop WSN. End-to-end delay and the impact of false positives on
limited-bandwidth links were not measured directly.

4.8.4 Single optimization technique

This work focuses on quantization; other compression and efficiency techniques (pruning,
knowledge distillation, neural-architecture search, mixed precision) are not explored here and may
provide additional gains.

4.85 Adversarial robustness

The evaluation prioritized conventional detection metrics under clean and class-imbalanced
conditions and did not include targeted adversarial or evasion experiments. Such security-specific
testing is necessary before deployment in adversarial environments.
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Chapter Five

Conclusion and Future Work

5.1 Conclusion

This study proposed a novel IDS based on combining ML models and a quantization technique to
provide an efficient model that doesn’t use a lot of energy and resources. The implementation of
the model was conducted using two datasets: UNSW-NB15 and NSL-KDD. By implementing 3
models, two of them are classical ML models, which are DT and SVM, and the third one is a DL
Neural Network. The results showed that DT and SVM models performed well in classifying
attacks. And SVM was more robust than DT, and also DNN was robust. The topology of the DNN
includes 3 fully connected layers that can perform the binary classification significantly. The DNN
achieved promising accuracy, outperforming the classical models. The quantization was then
applied to the DNN, in order to compress model size. This step yielded good results and preserved
good performance of the model in classifying data into their classes. Finally, all of the models
were combined in an ensemble in order to further improve model performance in making intrusion
detection. The experimental results displayed that the ensemble approach was superior in making
detection of attacks, with high evaluation measurement values and low execution time, making it
efficient for deployment in WSNs networks.

5.2 Considerations and Challenges

Developing IDS for WSNs utilizing a quantized, ensemble approach faced several practical and
technical challenges during the research period. The implementation of the proposed powerful
ensemble that combines DT, SVM, and a Quantized DNN faced several critical constraints, as
discussed below:
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A. System Limitations and Computational Constraints

This constraint is the most critical one: the computational cost associated with processing large-
scale WSN intrusion datasets. The run of DNNs demands hardware capabilities more than what
we have in personal laptops. The model training needed a Graphics Processing Unit (GPU) to
accelerate training and inference, even though decision trees and SVMs require less computing
power. The Google Colab platform, which makes free GPUs available for research, was used for
the studies in order to solve this restriction. But there were drawbacks to this strategy as follows:

e Maximum runtime limitations in Google Colab were a big challenge, since it disconnects
sessions on lengthy training cycles.

e The runtime issues faced: frequent memory-related or runtime errors that we faced during
the model training, specifically when managing big batch sizes.

e Also, the limited persistent storage of Colab: since we frequently faced resets of sessions
because of the repeated data uploads and model reinitializations.

B. Dataset Availability and Relevance

This is an important part of our framework: the availability of high-quality data that simulate real-
world traffic scenarios. In this work, we used a dataset that ensures compatibility with the proposed
ensemble mechanism and reflects typical WSN network conditions. While we selected a highly
relevant dataset, it showed the following challenges:

e Constraints related to the limited availability of data required additional preprocessing
and domain interpretation.

e Overlap with current studies: since there are many studies that utilized the same dataset
in the literature in the context of the study domain.

¢ Infeasibility of data collection: As a university student, the collection of data that simulate
real-world WSN traffic was not practical due to resource, time, and equipment
limitations.

C. Model Integration and Quantization Trade-off

The integration of ML models into a single ensemble demands careful consideration of how they
contribute to the final result. On the other hand, the quantization sensitivity factor, since the
guantization technique may lead to a degradation in performance, convergence stability, especially
when using batch normalization and dropout layers.

53



D. Generalization and Real-World Applicability

The final model showed significant findings in detecting intrusions. However, deploying such a
system in a real-world WSN environment would face additional challenges, including:

e Real-time detection under limited hardware.
e Handling of imbalanced classes or rare attack types.
e Adaptability to unseen threats.

These factors draw attention to the discrepancy between simulation-based assessment and real-
world implementation, which may be filled in subsequent research.

5.3 Future Work

The present evaluation is dataset-based (NSL-KDD and UNSW-NB15) and focuses on per-
inference performance and energy estimates. To evaluate behavior under larger or more diverse
WSN topologies (e.g., many nodes, multi-hop routing, heterogeneous traffic mixes), future work
should (i) simulate the IDS at the network level (ns-3, OMNeT++) to measure end-to-end detection
latency and communication overhead, or (ii) run hardware-in-the-loop experiments that deploy
small classifiers on representative sensor nodes and the quantized DNN on the gateway. We expect
per-inference computational cost to remain similar, but system-level factors (communication
patterns, aggregation strategies, and class imbalance) will influence false-positive impact and
aggregated energy consumption. Security validation should include two operational measurements
in addition to accuracy:

e Detection latency: measure the elapsed time between packet arrival (or detection-window
closure) and alert issuance, including preprocessing, inference, and any
serialization/communication overhead. Report the distribution (median and 95th
percentile) of end-to-end detection latency across representative traffic.

e False-positive energy cost: quantify the average extra communication and processing
triggered per false alarm (for example, uplink alert transmission, logging, or gateway-side
heavy analysis). Multiply the average extra operations or bytes transmitted per false alarm
by per-operation or per-byte energy to estimate the additional energy burden that false
positives impose.

Including these metrics provides a more complete operational cost analysis and helps select models
that minimize the combined cost of misclassification and resource consumption.

Future recommendations include the following:
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This work can be extended by expanding the domain of optimization by including other
techniques such as pruning and knowledge distillation.

Employing more benchmark datasets in real-time scenarios.

Improve detection by exploring more complex DL architectures, such as CNNs, LSTMs,
or attention-based networks.
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