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Attribution of Criminal Liability in Social Media-Related Crimes
Prepared by: Nader Issa Ali ALQamari
Supervisor: Dr. Fadi Rabaya

Abstract:

The Palestinian landscape is witnessing a significant digital transformation, where social media
platforms have become a major space for expression and discussion, driven by the decline of
traditional venues and the rise of censorship. This new reality has led to major challenges,
which this study seeks to address by providing an in-depth legal analysis of the criminal
liability arising from the illegal use of social media in Palestinian legislation. The study focuses
on the central issue of the extent to which individuals can be held accountable for acts
committed in the digital space and the sufficiency of the existing legal provisions, particularly
Law by Decree No. (10) of 2018 on Cybercrimes, in addressing the growing challenges posed
by the digital reality in this context, the legal analysis begins by examining the material element
of these crimes, identifying the criminalization triggers set by the legislator as the basis for
penalizing electronic acts. This includes the complexities of describing criminal behavior,
which may take the form of positive acts such as publishing, reposting, and illegal broadcasting,
or omissions such as the failure to fulfill the duty of monitoring harmful content despite having
the ability to prevent it.

It becomes evident through this discussion that the Palestinian legislator has aimed to strike a
balance between freedom of opinion and expression, as a constitutionally guaranteed right, and
the requirements of protecting public order and social interests. Freedom must not become a
cover for acts that harm societal security or violate individual rights. This balance is reflected
in the criminalization provisions of Law by Decree No. (10) of 2018, which include offenses
such as spreading false news, hate speech, incitement to commit crimes, and breaches of
privacy. These offenses highlight the unique nature of criminal liability in the digital
environment, where the roles of perpetrators are distributed among primary offenders,
accomplices, and indirect contributors. This distribution complicates the precise determination
of liability, especially given the cross-border nature of these platforms.

The study also examines the mental element of these crimes by analyzing the type of intent
required for the offender. It explores whether criminal intent is established merely by
knowledge of illegality or whether a specific intent, such as the intent to harm or achieve an
unlawful benefit, is required. Proving this element remains one of the most complex issues for
the judiciary due to the unique nature of digital acts, their rapid dissemination, and the difficulty
of tracking perpetrators. These challenges impose additional burdens in the collection of digital
evidence and preserving its admissibility in court. Law by Decree No. (10) of 2018 addresses
this by emphasizing the reliance on modern technological means as admissible forensic
evidence.

Regarding penalties, Law by Decree No. (10) of 2018 outlines a range of sanctions, including
imprisonment, financial fines, and complementary measures such as website blocking and
account closures, with the aim of achieving both general and specific deterrence. However,
these penalties are subject to limitations related to the absence of criminal intent or the presence
of justifications for exemption from liability, reflecting the legislator's attempt to align the
principle of criminal legality with guarantees of fair trial. Additionally, preventive measures,



such as blocking websites, deactivating suspicious accounts, or monitoring certain digital
activities, have been adopted as tools to mitigate the escalating social risks associated with

cybercrimes.
Keywords: Attribution, Social Responsibility, Social Media Crimes.
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