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Detecting New False and Misleading News Using Artificial Intelligence
Algorithms

(An Executable Proposal in the Form of A Startup By Developing A
Verification Model From Arabic Texts)

Prepared by: Linda Maher Fakhri Al- Shweiki
Supervised by: Dr. Nader Salha & Dr. Rahid Jayousi

Abstract

The repercussions and impact of misleading, false, and incorrect news and information have
become a nightmare and an escalating problem in the Arab region and the world. This study
aims to innovate an effective practical mechanism that employs artificial intelligence and
machine learning techniques to develop a tool for monitoring misleading and false news and
information on the Arabic web content, called 'Sayyad'. In its first version, Sayyad analyzes
data from known databases and subjects it to evaluation, fact-checking, and systematic
comparison standards, drawing on investigative and auditing methodologies used by
specialized institutions in monitoring misleading and false news. Sayyad provides accurate and
error indicators for each news item through a dedicated platform available to the public. This

is the first time such a tool has been developeded using this methodology in the Arab region.

Keywords: Arabic language, misleading news, false information, artificial intelligence,

machine learning, monitoring tool.
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Shape of News data: (518, 10)

News data columns Index(['id", 'summary', 'title', 'author', 'catagories', 'l abel',
'date’,

'photoLink’, 'text', 'vedioLink'],

dtype='object')

Text Word startistics: min.mean, max and interquartile range

Title statistics

count 518.000000
mean 11.276062
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std 3.411643

min 3.000000

25% 9.000000

50% 11.000000

75% 13.000000

max 23.000000

Name: title, dtype: float64

Counts
2 296

3131

138

429

524

Name: label, dtype: int64

Counts Normalised
2570

3250

17.0

46.0

55.0

Name: label, dtype: float64

Key
540 el 4:488y ye 3:4lliae 2480 ) |idaaaa

# load the model
model = BertForSequenceClassification.from pretrained(model name,
num_labels=5)

he model is training .......
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[27/27 12:58, Epoch 1/1]

Step Training Loss Validation Loss
print ("Evaluation >>>>>>>>>>")

# evaluate the current model after training
trainer.evaluate()

{'eval loss": 0.4549963176250458,
'eval accuracy': 0.9104477611940298,
'eval runtime': 56.4786,

'eval samples per second': 1.186,
'eval steps per second': 0.071,
'epoch’: 1.0}

""" =real news
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https://akhbarmeter.org/articles/25338

https://akhbarmeter.org/articles/15479

https://akhbarmeter.org/articles/16965

https://checker.news/archives/167

/https://falso.ly/2023/03/20/najla—almangosh

/https://hakikah.net/aden—airport

/https://misbar.com /factcheck
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P SIS gd oz pall el (b daadinal Sl e W
The following are the libraries used:
# Import necessary libraries
import pandas as pd
from sklearn.model_selection import train_test split
from sklearn.feature extraction.text import TfidfVectorizer
from sklearn.naive_bayes import MultinomialNB
from sklearn.metrics import accuracy_score, classification_report
import nltk
from nltk.corpus import stopwords
from nltk.tokenize import word_tokenize
nltk.download('stopwords')

nitk.download('punkt’)

Jalaill 4585 4350 lily cilgaly 89 Python & cablull alatiy Julanl 455 :(pandas (pd .1
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Count

Counts of False and True News
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!pip install camel-tools
# Import necessary libraries
import pandas as pd
from sklearn.model_selection import train_test split
from sklearn.feature extraction.text import TfidfVectorizer
from sklearn.naive_bayes import MultinomialNB
from sklearn.metrics import accuracy_score, classification_report
from camel_tools.tokenizers.word import simple_word_tokenize
Camel tool alaaiuly Zujedl Zalll sl lajucaas 3
def preprocess_text_arabic_camel(text):
if isinstance(text, str):
tokens = simple_word_tokenize(text)
return ' ".join(tokens)
else:

return "

# Apply the preprocessing function to the text data

news dff'processed text] = news_dfftitle] + ' ' + news_df['text] # Combine

title and text for better prediction
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news dff'processed text] =
news_df['processed_text].apply(preprocess_text_arabic_camel)
iz dgaill oy L3
LA deganas oyt degana () lkal) pand o3 dgaill olul
# Model training
model = MultinomialNB()

model.fit(X_train_tfidf, y_train)

iz dsall laal 4
Al bl ) Laldg o dpaill Uynal
# Model evaluation
y_pred = model.predict(X_test_tfidf)
print("Accuracy:', accuracy_score(y_test, y_pred))
print(classification_report(y_test, y_pred))
Accuracy: 0.840858623242043

precision recall fl-score support

Fake 0.45 0.14 0.21 418

True 0.86 0.97 0.91 2284
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accuracy 0.84 2702
macro avg 0.66 0.55 0.56 2702

weighted avg 0.80 0.84 0.80 2702
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precision recall fl-score support

Fake 0.01 0.07 0.02 122

True 0.99 0.95 0.97 11376

accuracy 0.94 11498
macro avg 0.50 0.51 0.49 11498

weighted avg 0.98 0.94 0.96 11498
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