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Artificial Intelligence and Criminal Law: Criminalization and
Punishments

Prepared by: Sarah Amjad Itmazi
Supervised by: Dr. Fadi Rabia
Abstract

This study deals with the subject of criminal liability for artificial intelligence
according to the Palestinian legislation. The study is divided into two chapters, while
the first chapter examines the legal framework regulating artificial intelligence
crimes, the second chapter is deliciated to look in depth in the issues related to the
criminal liability of users upon their use of artificial intelligence. The first chapter is
divided into two sections, the first part; artificial intelligence techniques, during which
the concept of artificial intelligence was addressed, in terms of its definition,
components and characteristics, then the effects of the spread of artificial intelligence
without controls, and the second section is dealing with the legal nature of artificial
intelligence, whether it is movables or real estate or from a special kind as a weapon
in the military field and its effect on criminal responsibility. The second chapter is
divided into two sections, the first section is the pillars of criminal responsibility for
artificial intelligence crimes, during which the two pillars of material and ethical
criminal liability and their elements were identified, and the second section is the
criminal liability of artificial intelligence for its users, such as the manufacturer,
programmer, owner and user, the extent of the liability of the artificial intelligence
entity itself, and then the penalties ensuing on intelligence crimes during which the
types of penalties resulting from establishing criminal liability for actions of artificial
intelligence were determined according to the Palestinian legal regulation and the
penalties prescribed therein. This study reaches several conclusions, the most
important of it: there are any parties to criminal responsibility for artificial
intelligence crimes and they are: the manufacturer and programmer of artificial
intelligence, the owner or user of artificial intelligence, and the artificial intelligence
entity itself, despite the disparity in responsibility between them, and the lack of
recognition of their responsibility for all of the actions of artificial intelligence,
responsibility is based on awareness and will in the right of the person who committed

the crime. Imprisonment and fines stipulated in the Cybercrime Law shall be imposed



on the users of artificial intelligence, unless another law stipulates other penalties and
the penalty of in-kind confiscation shall be imposed on artificial intelligence entities,
taking into account the principle of criminal legality. The study was based on the
Palestinian legislation related to the subject and regulating it, such as the Palestinian
Penal Code No. (16) for the year 1960 AD, and the Cybercrime Law No. (10) for the
year 2018, with its amendments. With the guidance of Arab legislation through what

was explained by the references on which the researcher relied.
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