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The Reality of The Flexibility of The Infrastructure in The
Information Technology Departments in The Palestinian
Banking Sector

Prepared by: Majed Sufian Qutqut
Supervised by: Dr. Rashid Jayousi

Abstract

This study aims to investigate the reality of the flexibility of the infrastructure in the
information technology departments in the Palestinian banking sector, as strategic
information systems have become an urgent necessity in light of the complexity and
change of the business environment, as it opens horizons of excellence and leadership for
organizations that are looking for it; Given the importance of the study, we decided to
adopt the analytical descriptive approach to answer the most important questions raised in
this research, by harnessing the scientific research tools in analyzing the study sample,
which is represented by workers in the information technology department in the
Palestinian banking sector.

In order to achieve the desired objectives of this study, the researcher will rely mainly on
the questionnaire, which will be designed after conducting interviews with relevant persons
to reach more clarification of the researcher in order to collect the required data, and then
analyze it using the statistical package for social sciences (SPSS). Appropriate statistics
such as: arithmetic means, standard deviations, Cronbach's alpha coefficient, and multiple
regression analysis.

Where the researcher will address through this study the flexibility of the information

technology infrastructure and its impact on improving the quality of the performance of



employees in the Palestinian banking sector, through a practical study based on the
experience of the researcher in the banking sector and analyzing the phenomenon of the
study through the tools of the scientific researcher to reach real results that answer us The
problem presented in this study, and then come up with recommendations to improve and
develop the information technology infrastructure to face the electronic technical problems
in the banking sector, especially contributing to the development of the internal control
system for all banks, whether commercial or Islamic, foreign or local, to satisfy the need of
the bank and keep pace with the reality of globalization in the Palestinian banking space ;
To correct errors, adjust deviations, reduce weaknesses and enhance strengths in the
performance of some managers of information technology departments in the banking
sector in general and the targeted banks in the study in particular, whether they are foreign,
local or Islamic, and renew their organizational culture.

The researcher will also address the extent to which banking institutions apply the latest
theories that have been developed in particular, the most important of which is the
framework called the Information Technology Infrastructure Library (ITIL) owned by
AXELOS Limited, which is a framework that improves the quality of service provided
with regard to the infrastructure of institutions and has been adopted on Wide scope
through thousands of organizations and companies in various countries of the world, and
the researcher considered it necessary to introduce it, study the importance of its
application, and find the reality of the flexibility of the infrastructure and its impact on the
quality of the performance of workers in the information technology departments in the
Palestinian banking sector.

The study came out with several recommendations, the most important of which is the
need for a matrix of clear powers, policies, and procedures in banks, as well as training

workers to use technology in order to achieve technological flexibility, and also the study



concluded that software and its ability to keep pace with development is the basis for
achieving flexibility in the technological environment.

Keyword words: resilience of information technology infrastructure, employee
performance, case study, banking sector in Palestine, (information technology departments
(IT), commercial banks, Islamic banks, foreign banks, local banks), Flexibility in banks
Infrastructure, Fintech in banks, modern technology in banking system, Palestinian bank

technology.
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Gl lgaans e il dalail ()l Y Cuns liansa
Shin s dlia 9$ Y Leie cpysall aaa )bl WL Y
Leadiveall eyl Zadaid 3 ygall il
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(zlesi¥) ) sl Aple EJEY jgaall 3.2.4.4

Lahatin) (1 Sarg 1 ddaiipe oda alad)l Al o ) ilil) (adsg Jalad) (s ks 5
e 58 LS aaly dale 58 1 e 5oST 48R adll il Jalsall sae Y aaly JalaS
Ml Jsaal

ARG jsaa ALl cplall £5d 8.4 Jgaal)

Abgil) )gaa S cplll £k

LY Al .l
LS Al Gl e 7 gl aie
71.659 71.659 3.583 1
87.326 15.667 783 2
94.708 7.383 369 3
97.743 3.035 152 4
100.000 2.257 113 5

LB jads Lad Glagleall Liangleih 5000 atlagn dulaion) awsgio 14 o8, Joaad) Gy
Ll Glagind Aty aasill (342 o) (il doiy Ao @il Moani) Jls 3 5l zlaaty)
phane (A4l Joaall DA (e ey elsiall (8 M dngliCall dnanl] didly doalsi<l
s W las 530S 56 Aapa oS0z LWy agil) e 5508 Gllia (58 o)) ) anm <yl
coaly el 8 Alealls daldll Lkt o Ao Qs A 854Y) 53l Jae Agiall Gana
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(Flesi¥) ) sl b — uay Jala3 9.4 Jsaal)

(Tleai¥) ) gousih) 4 — huay Julai

L Ly
Sl Gl JPRLIVEN [ QRIS NG [RCS

7965|  3.196 o] T e ot B s el Al il

Gligra 5l i gl O leand (553

Linslis 55 ol 38 Ly el il dwsall 0 5

9289 |  3.441 102 | 5 Zisaa 0150 Loy Aoalall Aid) JA1s Labsariay o555

Ay

Glerd gl Basaa Al clilyia A8l cal 22l La Laila

9617  3.471 102 | galasind iy mnly ihin goush o5 523 Ay 5

JSlie g0

9913|  3.451 opf e B B S et ot SR il 0

Bags lgie J& Yy Aalul) g sills ileaddl e Neia 0559

sk (e and Agleall dalal) ki) oL edl Lo Wk

1.1589|  2.941 102] szl sie Gouilly Cilagall (e scse JSig dsial

LK) Aalay)

102 Valid N (listwise)

Lhal) ) jsaall 4.2.4.4
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&jaal) [ gaa gJSS\ bl 7% 10.4 Jgaad)

laal) saa S o) £

dayal) Jlaadl oslall alae LY A8 )

LSl Ll [ o) e 7| psenall| AnaShal dsall] cplall e | gsenad) e
42.478 42.478 2.124 53.604 53.604 2.680 1
78.042 35.564 1.778 78.042 24.438 1.222 2

89.019 10.978 .549 3
95.833 6.813 341 4
100.000 4.167 .208 5

) Al (ads Lad Clasbeall LiaglsiSs Jilgs (pilage dolaiu) Jaugia 16 a8) dsaall gy
e il (8 d0s doaleSs Gk (paai o) dgalll 8 (el areaill o dlil) ang
0555 o)) (A Aalat¥ly LS calandail) 4ami 3] agidlalad gy agilat s agilgansiy sDlaall
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ok Lo Laas (N dsle) ) il Lgd) 13 L) ) dlead) dadas) Allae 3 8
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Baal) = uag a3 11.4 Jsaal)

laal) = iy Jolas

o 1

Ol

@lomal) Ghai) | leal) sl
.8344 4.275
7630 4.147
.8650 3.696
.8939 3.588
.8817 3.598
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102

102

102

102

102

damay p2d3 i Ada Jobigall clandag LSl il awlall
Sl (53 ansll 5l wuaY)
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ale gaayd) Gall daalie oo 3 38 48 ) Bl (el
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¥ Ly dmssall Jals olally Gl Slisiane s iy
Jals ellal) L) dlee 6 S oy als gl
Losas 3l
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s Al andl ehal¥l 8 bl dgag O dddine Al
alaily 4 aladl Jodal) daaadh i Loy gl 5l s
Lle i laladl)

Valid N (listwise)

A i) Gualdd) Jlaal) 5.2.4.4

g s IS ddatie ol ol Jualall Al o () @bl Galag dalall Jalas Gails o

Joanl) & mnge 9o LS ulale sa 1 e ST &I all @l Jalsall a3e (Y 2 ) Ly
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TG gaa S Gl £ 12.4 Jgaad

Al saa S bl £

LY Al el
LSl Lol [ o) (e 7| pgenall e
43.958 43.958 2.198 1
62.209 18.250 913 2
78.240 16.031 .802 3
92.861 14.621 731 4
100.000 7.139 .357 5

pie (8 Ahain) pads Lad ilagheall Lngdsi€s Jilss (il o bl Joussia 18 8 Jsaall e
o) Ld AL alasi) ol cililaall e el 5) Sl o) o) Al danddl b Juab Giga
el Jsanl o il i 8 Aulad (355 o 1 4aTig detl e it s

S jaia) = uag Jalad 13.4 Jgaad

A halad) = iy Jylad

8385 3.902 102 | 5! el oo (Y el s Jle Al
Jaadl o dalaly) Cigs

e i) (90 LSal) ilaral) Cadgn Le 1pals
19698 4.010 102 (il L) il

Ll G Jsa cleld) sl olal aag L 1l
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Lwgall alatnn) e Lwgall Jals geaial) 4y
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Jslaal) ddls 9.5.‘4\9 Julad 14.4 Jgaad)

Jgkaall P ay Jalas

Slaall Calyail) Gl gl i) 2ae
.69723 2.9627 102 Juay)
.63255 3.8784 102 a8) gal)
80235 3.3000 102 (£ L) sl 2t
.61903 3.8608 102 35)aal)
55401 3.9980 102 gy

102
alay ol 3.4.4
(Cronbach’s Ll #Luig )< culll cdlalae oluss PLa (e 83Y) il (e 3l o

iy LS BV a3 (e (JSS AlEY) &3 sas e &laY) Jalse (e Jule JSIAIpha)

layglaas LDl (19) &8y Jsan 8 i3

U9 U Adlaial) Jalsadly Wl &Ly S bl ad 15.4 Jgaall

Ay s Flaig S i a8 Factor
5 0.813 Juayl

5 0.748 |
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5 0.780 43)aal)

5 0.678 iy

25 0.832 SalS  oluiay)
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5Y1 2530 i<l %74 (Cronbach’s Alpha)lill #Ls 5,8 ai of (8) ady Jsan (re Laadly
iad a5 %83.2 (Cronbach’s Alpha)ull &L 5 S dad Cials Lein. dlgie ad 8y Akl

Algiie
radl Jaail el S0 610,80 daaty . Jsie 0.70 (b sabiad) (e aaell Joi

.(1993) J.M (Cortina
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t VIS Al Al e Aadl cupal ) ddlasy) Jilail) w3 (i yed Cisus

DLt DA (e padiad lly Al il e puaie IS il ddlesdl ddlasy) ddlail 16V gall -1
Auhall Glia i asdl cllyg one—way ANOVA jLidl aladiul DA (a9 t- test &

8aaxe liylae Multiple Comparisons @ Ul ¢all =2

) cluad pand s J¥) gall 1.5

O paaind g Aliied) huaiall e uiie Sl ddleal ddlas) dallal) : Jg¥) eyl

uand eatig ¢ one—way ANOVA jLodl aladiul Pla ey t= test & jladl LeDla

riliid) fyial Ao ol dudpal) cilua i

418 ganall cfpiiall Ao ol Al ciluza i) (and Y

st cilalail bugia Ao < 0.05) A2 (sgine die Ailan) Ao @l 3958 235 Y
g5 cgalall dagall cdpanll Al uial (gha3 JLall) Gads Lad Clasleall LasliSs il

saadilly sliiall ladi 4 yaall docugall
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st cilalail bugia A(ar < 0.05) A2 (sgine die Lilan) Ao @l 3958 225 Y
(oalall Ja5all cipanll il kial (535 gassill AibiB (ads Lo Claslaall Linglyi€s g
paadilly 3Latal L A padl) dusssall &5

st cilalail bugia A(ar < 0.05) A2 (sgine die Lilan) Ao @l 3958 235 Y
£5 ¢ galall Jagal (ojanll 5l kil (555 LAY oty Lad Slagleal) LnglsiSs g
panadilly (sLiiall b A peanll duigal

ihage clalail laugia (@ < 0.05) A2 (ggiue die Lilas] A2 @b G982 Y @
g5 ¢ gmalall Jagall cpanll Adll el (ga3 ilanll (it Lo iloslaal) Linslyi€s g
panadilly (sLiiall b A pmall duigal

ihge clalail laugia (@ < 0.05) A2 (sgiue die Lilas] A2 @b G982 Y
coalal Jasall el A58 kel (g3a5 Aheia] ads L Cilogladl LinslyiSs il
aadilly slitiall lasi 4 padl duciall i

p-values . (L (Levene’s test for equality of variance) gulill (geud asdl |yla

Finy (oo ool ol Ajiall A dll J58 o 10 L paly Jalsall sead 0.05 e S

( Equal variances assumed plall (g5lus duajp Ao alaicYh & ad aladiad

ae> ) Aalill @)yaiall Independent Samples Test Lol zilis (s olia) 48 yal) Jeaal)

( Jalsal

Lyl dale Jilust (ANOVA) cplall dulast One Way ANOVA dayyla  Jall Jgaall mag
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ANOVA plall Jlait 1.5 Jgaall

ANOVA
Sig. F Mean Square | df Sum of Squares
.031 3.084 |1.412 3 4.236 Between Groups Juatyl
458 99 44.863 Within Groups
102 49.098 Total
912 176 |.072 3 216 Between Groups 48 gl
410 99 40.196 Within Groups
102 40.413 Total
.848 .269 A77 3 531 Between Groups eV
.658 99 64.489 Within Groups
102 65.020 Total
.349 1.109 |.424 3 1.271 Between Groups Alasll
.382 99 37.432 Within Groups
102 38.703 Total
436 916 |.282 3 .846 Between Groups A et
.308 99 30.154 Within Groups
102 31.000 Total

Jilisg o BaS B ellia o it Aoyl Al (adys Luld (JLaD 0.05 e 3l P dad oY B

cGpead) Gl e 3l Jlay]

: Jal aill Ae POST Hoc (LSD) jlial eha) & e aDial) s (Al 4 jpead) 2530 puaail

(multiple Comparisons) sasia &lijlia 2.5

POST Hoc (LSD) _Lial 2.5 Jgaal

Juai¥) tadizall uaiall

LSD
i s 5% /95 b syl Uas
S asl NN

5448 -.0529 .106 .15058 224592040 N30 3« 3020 o
4266 -.4096 .968 .21069 .00848] 50 LV 40 o

2.2929 .3374 .009 49271 1.31515" | 50 sl
.0529 -.5448 .106 .15058 -24592130 N 20 .« 40 N30 e
1561 -.6310 234 .19830 -.23744]50 1 40 o

2.0367 .1017 .031 48754 1.06923"| 50 sl
.4096 - 4266 .968 .21069 -.00848[30 120 5« 50 LN 40 o
6310 -.1561 234 .19830 2374440 LV 30 o

2.3174 .2959 .012 .50932 1.30667° | 50 sl

-.3374 -2.2929 .009 49271 -1.31515°|30 1120 ;= 50 sk
-1017 -2.0367 .031 48754 -1.06923" |40 LV 30 o

-.2959 -2.3174 012 50932 -1.30667°} 50 ) 40 o
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A yand) RSN JLai) Jaugia 3.5 Jgaal

Lopenl) lidl) Ay (e el €1 50 L jend) 25l JLaiyl Jassgia

Juaayl L yand) 23l
3.1152 30 e 8 L1 20 e
2.8692 40 ga B 1 30 e
3.1067 50 ce i ) 40 0
1.8000 <50

alal) Jajall ANOVA for 4.5 Jssa

0.05 (o ,STP da@l) oY Bl alall Jagall yiie Lo ol dglas) AN 53 clavgiall (38 aag ¥
ANOVA

sl |F el hugie [aadiaY) | cila dl ¢ senae
.838 .282 140 3 421 Between Groups ~ Ju<iy)
497 99 48.678 Within Groups
102 49.098 Total
225 1.480 584 3 1.751 Between Groups 4.l sl
.395 99 38.661 Within Groups
102 40.413 Total
.057 2.588 1.591 3 4.773 Between Groups gzl
.615 99 60.247 Within Groups
102 65.020 Total
.055 2.773 1.010 3 3.029 Between Groups 4l
.364 99 35.674 Within Groups
102 38.703 Total
.588 645 .200 3 601 Between Groups ) _aiwY!
310 99 30.399 Within Groups
102 31.000 Total

(e — 28lg) dsnigall o163 juitia e el zlaat¥) (Al (Jlaty) Jongia ( Adlas) AV 5) 38 cllla

JS\) _L.?JMT_teSt [EETWEN cﬂhj
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(ol — 28lg) dsnuhall £5i ydia 5.5 Jgaa

Sig.
Mean (2- DF t
Difference tailed)
34247 026 1100 2.258 Equal variances assumed ~ Juai¥!
34247 053 |39.352  [1.996 Equal - variances  not
assumed
-.56139 .000 |100 -4.339 Equal variances assumed ~ 4.) 53
56139 000 |61473 |47  |EQu@! variances  not
assumed
-.36429 .040 100 -2.080 Equal variances assumed  zlexV)
36429 109 |33955 |-1645  |EOUdl  variances ot
assumed
-.19189 163 1100 -1.404 Equal variances assumed 4l
-19189 217 |40001 |-1254  |EQudl variances - not
assumed
-.04208 734|100 -.341 Equal variances assumed 4l <iwY)
04208 708 |51.115 349 Equal  variances  not
assumed
Group Statistics
Std. Error Std. sliiall e 48 ol dussall £ 53
o Mean N
Mean Deviation
.07256 .62419 3.0568 |74 (sl Juasyl
15547 .82269 2.7143 |28 28)
.07155 .61551 3.7243 |74 (sl 4 gl
.09168 48512 4.2857 |28 8)
.07372 .63419 3.2000 |74 JPACSY zleaty)
.20881 1.10494 3.5643 |28 )
.06603 .56804 3.8081 |74 JPACSY Alaal)
13801 .73030 4.0000 |28 8
.06557 .56407 3.9865 (74 JPAES Al paiu)
10116 53531 4.0286 |28 )
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() — @lad ) Asgall poi paia e

) — (glad T-test for 6.5 Jsaa

Mean Sig. (2- | Df t
Difference tailed)
-.36045 .031 100 -2.187 Equal variances assumed Juay)
-.36045 .015 42.830 -2.544 Equal variances not
assumed
.16955 268 100 1.115 Equal variances assumed Az gill
.16955 .323 29.495 1.004 Equal variances not
assumed
.46364 .016 100 2.460 Equal variances assumed z Ly
.46364 .013 36.766 2.622 Equal variances not
assumed
-.13114 .382 100 -.879 Equal variances assumed a5aal)
-.13114 341 38.463 -.963 Equal variances not
assumed
-.01409 916 100 -.105 Equal variances assumed 3y
-.01409 915 34.300 -.107 Equal variances not
assumed
Group Statistics
Std. Error Mean | Std. Deviation Mean N C3lalaall Aagadal et A ol duss5all & 55
.08009 71637 2.8850 80 BN Juaiyl
11691 .54835 3.2455 22 e |
.06758 .60444 3.9150 80 g3 e gill
.15469 712554 3.7455 22 ok
.08944 .80000 3.4000 80 @olad zlexs¥)
.15255 71551 2.9364 22 =kl
.07137 .63839 3.8325 80 @l )
11595 .54384 3.9636 22 e |
.06264 .56027 3.9950 80 g3 Ayl e
.11583 .54328 4.0091 22 |
ANOVA
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Sig. F Mean Square df Sum of Squares
011 2.669 1.146 8 9.169 Between Groups Juaiy
429 94 39.930 Within Groups
102 49.098 Total
.013 2.598 923 8 7.381 Between Groups 48 gl
.355 94 33.032 Within Groups
102 40.413 Total
120 1.654 1.012 8 8.099 Between Groups zlexV
612 94 56.921 Within Groups
102 65.020 Total
150 1.553 570 8 4.560 Between Groups Alaadl
.367 94 34.143 Within Groups
102 38.703 Total
137 1.596 468 8 3.741 Between Groups Al ety
.293 94 27.258 Within Groups
102 31.000 Total

ANOVA i) [Jpmas

idle ojli 5.2

o3 ) Slagil (e degana 2 cand) Fl Cilalinigd Jadll 138 e oV andll aliieg

il cu g;—"‘j‘ labng) Je 2l lajpgl

dadall 5.3

O dall Caadd Guan (5pdY) Cilgiall 8 A pad) delicall _d 5y6h ddanl) duad) dus sl

Al Aid LV Wil (gaa) et L glgns aa e Zullall Ciliwsgally eDlandl (e JSI 3154l

94

Ay eDlaall



gl e Glehaly b lgad Galandd 8 Jaad 1 82350 @lsid) o) ) Al cuals
B leha¥l s o Cung culandh b clas Al udaldl) gl 8 giplas e 3 Sy
duzadl IS Clasleall Laglgis Hiles (4 (pabisall dae (Ao Lnlaal (S5 danaly ciilS Jla
o) e dxs sy (2020 «CIPD ) duhn ae daiil) sda bl Cum ¢ pilagall elal Cun 1
S el Jaall il o dahal) ol G L dabug Aulag) BT Ll dtianll Al Linslsis
e At sabyy sl Jalig (il L) (et o Jand d0a0) i) Linsl 955 gt
Jaall C O3l e iy ¢ JaED g cre My o) 203 e Jaall Sl (S ¢ Jlal) s
COLlaall Pla (e 4l Cuag sl aglglan 5aY (ualigall Gaydll e ajall 3535 ¢ Ll
e Lad daaly il 39y () ¢ e 1agd maly chal auiad s2dlgll gl o) Calll oo
aa o alilly dngall 4l dalaiag s23aag dazly Canpasl) Allie Jass cuilasall Cupas
Clogleall Linglgi€s elyre poa cad Al DR Crua sl 505 L) Coalss L 13y elgas
&b osbing DL 3pag o pait daaly Ll auiads Lavie cpilasall a0l 5261 (sl

-pgihle dnatiy Cpilagall o Lol (e (a0l ealil)
e el sl ) dalally sl ueill daspud) Byl 068 o (Sar ¢ 9AT Aals e
bl Ll Galiasly GlayY) () gas Lae ¢ Cutlagall Gand 488505 42850 5200 culusiil)
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o e 132y Linolell o aaiad Ay (8~ laall AU gl Jleall 2195 Glasal (ilasall
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i) daal
O e 2S5 daialy 4uh 2l duhall a2 2 Ly auil) AalSaly Ll oty L L
3 gLVl sl AlSal e B Aaydy aial el 8 ALalad) e dally 5281500 g
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Ana
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Interview questions
1. What are the general policies and objectives of the institution and the Information
Technology Department in particular? Are the employees of the Information
Technology Department fully aware of these policies, and how is this known?
There is an internal system for the institution and a charter of professional conduct for all
employees, and there is a special policy for the Information Technology Department as a
sensitive department and
isolated from the rest of the departments with entry systems for the employees of the
department who are authorized to enter in addition to a pledge not to leak any information
by signing the NDA

Our bank has all the clear policies even the bathroom entry policy

2. What is the role of the staff of the Information Technology Department in
planning to face or develop future challenges?

Finding solutions and tools and updating systems to keep pace with any urgent and

sudden challenge and educating employees about the mechanisms of dealing with

systems from inside and outside the organization.

The staff still needs more courses, training and education.

3. What is the availability of the required trainings for employees and are they able
to follow up on all projects related to the technological environment of the banking
institution in which they work?

There is an annual training plan to train workers and develop their skills in training centers

inside or outside the country
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And their participation in many workshops and conferences to learn about the new
systems, but these employees do not contribute to the selection of all these programs and
do not participate in decision-making

The training plan and training budget are approved within the Bank's annual plan

4. How can the department's employees be enabled to develop themselves
technically, and are they provided with support to learn new technologies?
Through many channels on social networking sites and lecturers in many fields, in
addition to having an exam environment for different systems, it is possible to learn and
apply some preparations for learning and capacity development, In addition to functional

replacement by training employees to work in all departments in the department.

5. The current employees are good and capable of developing technical solutions
within the work environment in an appropriate and modern way that guarantees
continuity of work and ending the incoming problems, and how can this be
enhanced?

Most of the issues related to different systems are handled by the team with great skill

The main system provider is being contacted to help address some of the rare and
persistent issues

With some lack of understanding at times, which may contribute to disrupting business
continuity between the employee and the supplier company in rare cases

e What is the degree of harmony for the department's employees, and are there any
differences or disagreements that may hinder their work environment when they
are a multi-functional team?

The degree of harmony is great among the members of the department
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And they work among them in the spirit of one team

Clarity of policies, goals and tasks facilitates understanding among employees

communication
1. What information is accessible from outside the bank to those authorized to enter,
and are there too many safety and security complications in particular?

Each employee can access the information authorized to him and in accordance with the
powers agreed upon by the supervisory authorities. Accordingly, he is granted the authority
to access the information he is authorized to access from within and outside the institution.
No person can gain undue access in the course of their work

Access rights suffer from a high bureaucracy at the level of employees, as they
require a series of many approvals, often on paper

Security systems come to define access powers on the one hand, so that they regulate them,
but on the other hand, they restrict freedom and work, as they hinder and slow down
the completion of tasks if they are between different departments and need bilateral

control.

2. The internal employees of the organization can access the information they want
through the internal network, regardless of the location from which they speak,
whether it is a geographically remote branch or lower and upper management.
What is the nature of this information?

The employee can access the information from any geographical location or any connected

place on the bank's internal network, using his own user, as the powers are granted through

the user The process of entering the network is according to pre-established protocols that

are followed by the employee
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When substituting for alternatives, there is a problem in establishing the required
authority, because the substitute employee may not have the same degree of
knowledge or know-how, not to mention his lack of real training in the matter of job

replacement.

3. What information is the supplier or customer linked to with traditional papers,
and what information is not linked to papers, and can he use electronic and non-
traditional services when he wants to obtain them?

Subscription to electronic services does not require any papers or traditional forms, as

subscription and services are linked electronically to the customer's account

The customer requests to sign certain forms related to loans and advances and others that

require direct communication with the customer and negotiation with him. Define

percentages, entitlements, and conditions.

The issue of electronic signature is not approved by the Palestinian Monetary

Authority

4. Linking all branches to the administration electronically, and dispensing with all
old means of communication. If there are some old ways, please mention them?

All bank websites are linked electronically through an encrypted communications network

The branches are linked through the Paltel Telecom Company via the secure VPN line,

which is a line that allows for fast and secure communication at the same time

Our communication network has become strong now, and the fiber lines are witnessing a

high revolution in the field of communication speed and security, both programmatically

and physically
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5. Conferences or meetings with all parties are held virtually, and a physical meeting
is held only in very rare cases. What distinguishes a virtual or an actual meeting?
Almost all interdepartmental meetings are held with internal and external parties,
interviews, etc Technology is widely and well adopted and included in all internal
correspondences Software is currently used that obtains approvals internally without the

need for paper signatures, but it may develop

Continuity

1. What are the functions that can be accomplished through the environment
prepared for an emergency or when natural disasters occur, and is there an
environment prepared for launching in the event of any disasters and can recover
easily without a long interruption?

Services related to the banking system, ATMs and electronic services where a short time is

required for the transfer process between the main site and the redemption site and the

operation of services

But to be honest, the alternative site cannot operate everything, as it still suffers from

deficiencies in operating all functions, given that it is originally a miniature model and

cannot bear all this number of functions and operations.

2. The employees of the Information Technology Department can work in any
situation and with great ease without administrative or technical complications. Is
there an alternative plan available when any closure occurs due to the occupation
or the absence of influential employees at the level of the technological
environment

IT staff can work from the office or out of the office by working remotely, as they have

access to the main servers and main communication devices
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However, this matter depends on the speed of the employee himself’ s connection to the
Internet, which is usually weak, as he is forced to use his home Internet, and this same line

may suffer from interruptions or instability in data transfer.

3. How to deal with cases in which access to the system is made at peak times, or
when the systems are used by several employees to perform work that requires
more resources at the same time?

The systems are prepared to work at all times and situations, and in addition to the fact that

most of the servers are virtual, the resources are increased directly and instantaneously

from the main server that carries all the resources of the virtual servers. However, this
matter is not comparable to the efficient use of physical servers, which give complete,
adequate and real resources without relying on the increase on an instantaneous basis.

| see that banks have to invest more and buy more giant servers, which can handle a large

number of financial transactions that guarantee them continuity and work, as most

transactions tend to use technology.

4. How to deal with the occurrence of a cyber attack that may lead to the cessation of
service, and is there any counter software used for this type of attack that may
block the service, please mention the most important software used?

There are different protection systems to limit cyber-attacks and contract with service

providers to protect against such attacks

However, it remains that there are attacks so far that are not covered by Palestinian banks.

Recently, banks have witnessed the inability to serve scholars outside the country through

their own internet banking. One of the most important of these attacks is the distributed

systems attack or the denial of service.
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scalability (merger)

1. How to easily upgrade hardware and software, i.e. HW and SW, on the
infrastructure of the IT department without the need for an intermediary or time,
effort and high cost?

Most servers are virtual servers that scale and increase the resources you need easily and

without cost and there is no need to stop them when upgrading

When upgrading, the problems are not at the level of hardware, but rather at the software

level, as the bank is shocked by some technical problems related to the operating systems

or software that you are working on.

2. How are domains coordinated within the banking institution within the institution
so as to enable you to expand the internal network easily without the need to
change the domain used by the bank?

The network is divided into sections according to different departments and departments in

order to limit and control devices' access to other sections and to easily name and include

devices within one domain.

The structure of the IP address distribution is built according to a clear and pre-prepared

plan that is tidy and easy to classify

Many devices can be added without entering into any conflict of addresses or resorting to a

complete change of structure
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5. Hardware and software can be developed in accordance with the instructions of
the Monetary Authority without the need to replace them completely, and how are
the ongoing requirements of the Monetary Authority dealt with?

Compliance with the instructions of the Palestinian Monetary Authority related to the

Information Technology Department and its affiliated systems

All requirements of the Monetary Authority are subject to the study of the Monetary

Authority in consultation with banks before approval, and therefore they do not conflict

with the existing software and are within the limits of their capabilities.

6. How can the current programs be selected or developed to support the growth of
the institution’s business in the future without the need to replace them with other
programs, especially the used banking system?

The software of the banking system has been developed according to the requirements, in

addition to the possibility of linking it to supportive and auxiliary systems, in order to limit

the development of software for the banking system.

Middleware software is always used to solve any problem that arises in the regulations or

laws, and it is an effective method in all banks and is commonly used.

Compatibility

1. What operating systems are compatible with your software and is it possible to
switch between them in the future?

The operating systems used by the staff are Windows with the latest version, and the

systems used on the main machines are various, including Unix, Linux, and Windows for

Servers.

123



There is no complacency in the issue of updates at the level of operating systems for
servers, as well as this update The problem is the high cost if the bank goes to update the

software that works on the operating systems, especially if it is through a foreign provider.

2. How is the technology or methodology used to share data between your different
applications?

All systems are linked and integrated with each other to facilitate the exchange of required

information automatically without manual intervention except in a few cases Data

transmission between these systems is usually encrypted and subject to secure data

transmission In some cases, especially when exchanging data with parties outside the bank,

the transfer takes place through files where there is no electronic link mechanism available,

and therefore this matter poses a danger in terms of modifying or viewing the data.

3. The data on the system is characterized by consistency and integration. Here we
talk about texts, audio and other media. How is this consistency achieved?

Because this data is protected in addition to having backup copies of the data and all the

necessary information is available for any modification, deletion, etc.

The data remains protected and subject to successive tests by the Palestinian Monetary

Authority, to check its quality and ability to be retrieved correctly and adequately.

4. What is the extent of the institution’s ability and vision to provide multiple
interfaces such as the call center, internet banking, or the Android application and
the App Store?

The Foundation owns all the interfaces for electronic channel applications and there are all

necessary licenses to use them There is often a great compatibility between the interfaces

124



used in terms of the mobile phone or the web so that the user does not feel much
difference, but it remains that some features are available on the phones and others are not

available on the web or vice versa, the customer may feel that there is a slight difference

Modernity (Stereotyping)

1. What are the latest updates in terms of expert recommendations on your software,
for example, is there a separation between the database and the application itself
at the server level?

The database servers are separated from the applications and communicated between them

through a firewall and the port required for communication between the application and its

database There remains a very likely possibility that the service will be tampered with, and
messages are often sent to customers when carrying out any maintenance of any sensitive
system within the bank.

Sometimes a decline in service occurs as a result of power outages, especially in ATMs,

where the electricity infrastructure does not help and the available batteries do not serve

the ATM for a long time.

2. What is the extent of the banking system's ability to absorb other systems in terms
of linking with it (the banking system can be linked with any developed and
modern systems and on a modern environment)?

The link with the banking system of any new and modern system is done through

integration between them

The process usually takes a lot of time when connecting, in addition to that it needs data

integration, and banks face the problem of unclean data
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3. The data that is entered in any part of the institution can be viewed by anyone
within the institution who is authorized to enter it without a problem. What are the
procedures related to the entry process, and are there several ways for that entry?

Each employee on each system has his own user and can access the data he is authorized to

access according to his own work procedures.

4. What are the approved protection systems and are they considered of high quality
and continuously updated without entering into complications at the level of the
user of the programs?

There are protection systems on the device used by the employee, and in the event that
the employee is required to work remotely, the device must be compatible and equipped
with protection systems and updates for the operating system to be able to communicate
within the network. There are protection systems on the main servers, as well as a firewall
that limits access to the servers from any unauthorized device.

This policy, with its complexity, remains annoying to the employee, as it requires a series

of different administrative approvals
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Palestinian banks

1. Polices and Employees

1. What are the general policies and objectives of the institution and the Information
Technology Department in particular? Are the employees of the Information
Technology Department fully aware of these policies, and how is this known?

There is no doubt that the tasks of the Policies and Procedures Department are to circulate
the general policies of the bank in general and information technology in particular, to
enable all employees of the bank to view them, but the way in which the process of
informing employees via e-mail greatly limits the achievement of the desired goal, so that
this remains Policies are scattered through e-mails, in addition to being sent to employees
at random that does not take into account the topic. Therefore, the collection of these
policies remains the task of the employee searching for the full picture of all the policies
that pertain to the employee.

In addition, the formulation of these policies remains the monopoly of its author without
taking into account the levels of understanding of the bank’s employees, in addition to the
fact that many of these formulations are weak and often bear more than interpretation,
which confuses their readers and gets lost in the labyrinths of e-mail messages in search of
the latest ones to learn about them. The policy to be followed, which supersedes the
previous one

As for evaluating the employee's awareness of these policies! The bank has an annual
evaluation of the employees and it is assumed that part of the evaluation of the employee
should include the extent of the employee's knowledge of public and private policies and
the extent of the employee's discipline with these policies, but when examining these

evaluations, you find that they are far from achieving the desired goal, so the questions that
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the employee is evaluated with are general questions Very, very, and many of them do not

touch the reality of the employee in the first place.

2. What is the role of the staff of the Information Technology Department in planning
to face or develop future challenges?

In general, and according to the nature of the bank's employees, a lot of discussions take
place among employees regarding ways to improve work mechanisms and the best ways
that can add something positive in solving the challenges they face, whether they are “Just
talking”, as there are no official channels approved by the bank that enable the employee to
present his ideas to the management. In addition, the hierarchical method of managing the
institution limits the employee's ability to reach management levels that enable him to

present his ideas. The system does not allow management to bypass the line manager.

3. What is the availability of the required trainings for employees and are they able to
follow up on all projects related to the technological environment of the banking
institution in which they work?

The bank provides a special budget for training, and part of this budget is allocated for
training employees in the information technology department, whether the aim of the
training is to raise the efficiency of the employee regarding the current systems he is
working on or future projects, but the problem lies in the training programs that are offered
where it is not available in the bank Constant research and evaluation to know the
programs needed by the bank’s employees to be presented to the employees, as the matter
of the programs is left to the companies that offer these programs, and despite the diversity
of these programs, they may not touch the real needs of the bank, given that the bank has

realized its real needs. As for future projects, the bank relies on The supplier of programs
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and systems in those projects without the bank having the ability to assess the extent to
which these programs match what meets the employee's best efficiency in managing the
new systems! If the problem lies, as mentioned above, in the programs, and also evaluate

them.

4. How can the department's employees be enabled to develop themselves technically,
and are they provided with support to learn new technologies?

Of course, the employees actively seek to develop their personal capabilities, and when the
bank sends the training programs offered by the companies at the head of each year, the
employees rush to choose what they see fit for them, if it is left to the employee himself to

choose the programs he wants based on what this employee sees.

5. The current employees are good and capable of developing technical solutions
within the work environment in an appropriate and modern way that guarantees
continuity of work and ending the incoming problems, and how can this be
enhanced?

There is no doubt that the best promotion for the employee is the "financial reward" in
addition to the moral reward. The successful, efficient and energetic employee basically
enjoys this according to the nature of his personality. Many people have a nature that only
accepts producing the best, and there is also a work environment where the efficient
employee abandons bad management. First of all, therefore, administrative chaos and lack
of appreciation, whether material or moral, lead the employee to frustration and
indifference, so the continuity of work and ending problems begins with professionalism in

dealing with the employee and moving away from personality in rewards and rewards. .
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6. What is the degree of harmony for the department’'s employees, and are there any
differences or disagreements that may hinder their work environment when they are
a multi-functional team?

In general, the relationship between employees is good, and problems and disputes are
minimal, as the employee naturally tends to establish good relations with the rest of the
employees, but the matter is not without problems here and there, especially with regard to
work! These problems have their reasons related to working conditions, for example, the
failure to develop policies and procedures may lead to interpreting the procedure into more
than one interpretation, or the interpretation of the procedure may lead to a clash of powers
or even tyranny or bullying by one of the employees over the other, and the manager's
favoritism towards an employee is At the expense of another employee in retaliation, and
this is a result of the lack of professionalism in dealing with problems resulting from the
weakness of the administrative system or the lack of mechanisms for resolving work
disputes. If the bank does not provide any department or department for such scenarios, the

matter is often left to the whims of the direct manager.

2. Connection

1. What information can be accessed from outside the bank for those who are
authorized to enter, and are there complications related to security and safety that
are too much in particular?

It is the information that must be accessed in order to complete the purpose of access and
based on the permit obtained by the recipient of the bank, and it is the responsibility of the
grantor of this access to ensure that the recipient of the bank does not obtain information
that pertains to him, neither more nor less, and here the problem lies with the donor, as the

responsibility for the donor is great. Which led to many complexities from the
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administrative and technical point of view, starting from submitting the application and
passing through obtaining the necessary signatures and coordinating each time with
information security to obtain permission ... etc. from the complications that often prevent
the inability to reach the bank and the failure of work, In addition, the programs that are
used are very complex and require many steps to run, in addition to their sensitivity. Even
if it is a simple problem, access falters. For example, if the Internet speed is slow, the
connecter may be unable to work on the bank’s network.

Despite all this, there are points on the structure and job description that define in one way
or another the duties and responsibilities of the employee and can be referred to in the

event that things become blurry, but need further development.

2. The organization's internal employees can access the information they want
through the internal network, regardless of the location from which they speak,
whether it is a geographically remote branch or the lower and upper management.
What is the nature of this information?

Once again, it is the information that the employee needs to complete the tasks assigned to
him within his job position, and within his powers the tasks assigned to him, if it is
functional discipline and avoidance of administrative chaos that enables controlling this
matter, as it is because of the lack of clarity of the employee’s job duties and the overlap of
the employees’ powers, especially when substitutes occur. Mixing of powers, so the
employee can reach more or less than what he needs, which causes failure to accomplish
what is required of the employee, especially when substitutes

But in general, there is a protocol, although it suffers from some problems in the matter of

organizing access in general, and it works, but it needs to be developed
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3. What is the information that the supplier or customer is linked to with traditional
papers, and what is the information that is not linked to papers and can he use
electronic and non-traditional services when he desires to obtain them?

In the interests of the customer, everything is related to paper transactions, and without that
there are no transactions even in electronic services, as many of them cannot be started by
visiting the branch to complete paper transactions, which prevents benefiting from the idea
of digital transformation that the bank has been seeking for a while As for the supplier, he
will not become a supplier until after completing the paper contract and signing the paper
transactions in the administration and within long and complex protocols, so there is no

benefit from any information except with a text in a paper.

4. All branches are linked to the administration electronically, and all old ways of
communication are dispensed with. If there are some old ways, please mention them?
The bank's constant pursuit of digital roaming must promote dispensing with the old ways
of communication, but no matter how far the concept of digital transformation has not
reached its extent, which makes the bank completely dispense with the old ways, it is
necessary for branches and management alike to exchange daily mail of checks, contracts
and papers... etc

There is no doubt that the digital roaming of the bank is part of the digital transformation at
the state level. For example, contracts cannot be approved electronically according to the
law, and there must be an original signature on them, which forces the customer to visit the
branch to sign the account opening papers, and these contracts must be sent to the

administration using traditional methods.
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5. Conferences or meetings are held with all parties by default, and a physical
meeting is not held except in very rare cases. What distinguishes a virtual or a
physical meeting?

The principle is that meetings do not gain or lose importance based on the method of the
meeting, but rather the seriousness of this meeting itself and the administrative level that
manages this meeting. However, the novelty of electronic meetings that occurred as a
result of the availability and development of modern means of communication and the
Corona pandemic, and also because of the distance between the two communities, kept
these meetings inconsistent. It is trusted by many people, and the ease of fraud in
attendance may make physical meetings more serious. Anyone gathered through Teams,
for example, can easily miss the meeting without any of the participants noticing this

absence! So the bank for important meetings remains physical meetings

3. Continuity

1. What are the functions that can be accomplished through the environment
prepared for an emergency or when natural disasters occur, and is there an
environment prepared for launching in the event of any disasters and can recover
easily without a long interruption?

The alternative site or the disaster site are sites that are subject to the law of the Monetary
Authority and cannot be overlooked in any way. It is a law that the bank is obliged to act
upon and is subject to strong internal and external oversight. Basic services must be
available in this site that enable the continuation of work at a minimum level in In the
event of a disaster, the bank must carry out periodic tests and exercises to transfer it to the
disaster site. What is noticeable in these tests and exercises is the large number of

procedures and their complexity, in addition to the fact that the servers are often short of
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resources and slow to a large extent, and the methods of communication of the branches
with the disaster center depend on Landlines from the Palestinian Telecommunications
Company and there is no substitute for it!! So what if the disaster led to the interruption of
communications as a result of the disaster? There is no practical alternative for Palestinian

communications.

2. The employees of the Information Technology Department can work in any
situation and with great ease without administrative or technical complications. Is
there an alternative plan available when any closure occurs due to the occupation or
the absence of influential employees at the level of the technological environment?

Since the bank has the necessary equipment and alternative plans, the bank is able to deal
with abnormal situations, and it happened that the bank dealt with events and situations
that forced the bank to work with the least possible staff and the minimum number of
employees, and this is considered an emergency situation without any doubt that it will
affect the work environment Or some confusion may occur due to the centralization of

work and administrative methods that depend on hierarchy.

3. How to deal with cases in which access to the system is made at peak times, or when
the systems are used by several employees to perform work that requires more
resources at the same time?

The bank always actively monitors systems in order to control any emergency, and one of
the most important things that is monitored is the availability of resources and peak hours,
as the bank provides creative solutions that address such scenarios, such as distributing

loads on more than one node or using clusters. Pressure was not taken into account, so the
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bank resorts to adopting the idea of priority, so unnecessary tasks are delayed in peak

cases, and there is no doubt that this matter causes a lot of confusion.

4. How to deal with the occurrence of a cyber attack that may lead to the cessation of
service, and is there any counter software used for this type of attack that may block
the service, please mention the most important software used?

The bank has a special department for information security, one of its tasks is to monitor
cyber attacks within the system monitoring process, the problem is that security measures
are strictly enforced every time there is a suspicion of cyber attacks! And since there are
systems that help monitor what is thought to be a threat to information security, this may
lead to the blocking of normal services in addition to causing some complications in daily

work.

4. Scalability (Merger)

1. How to easily upgrade hardware and software, i.e. HW and SW, on the
infrastructure of the IT department without the need for an intermediary or time,
effort and high cost?

It depends on the type of promotion and based on the size of that promotion, but in general
the promotion does not take place except at times when the bank is in its least activity and
the hours in which there is least activity such as dawn hours or during the day on holidays
... etc. However, despite all the precautions, the process of Upgrading may cause electronic

services to be closed or blocked from customers who need them at those hours.
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2. How are domains coordinated within the banking institution within the institution
so as to enable you to expand the internal network easily without the need to change
the domain used by the bank?

By switching to old domains automatically.

3. Hardware and software can be developed in accordance with the instructions of the
Monetary Authority without the need to replace them completely, and how are the
ongoing requirements of the Monetary Authority dealt with?

The Bank attaches special importance to the requirements and instructions of the
Palestinian Monetary Authority, to the extent that the Palestinian Monetary Authority has
encroached on the Bank and many of its requirements have become a challenge to the
Bank and to banks in general! The matter constituted an opportunity for many information
technology companies to provide solutions to banks that help fulfill these requirements,
and since the bank has a special projects department for information technology, any
requirements for the monetary authority are assigned to this department, which in turn is
based on studying these requirements and managing them and cooperating with
departments and technology companies to help in Finding suitable solutions, and here we
return again to the strategic question about the ability of the bank's employees to deal with
changes in the required requirements, especially since they may often constitute a real
challenge and given the bank's inability to reject any of these requirements, for example
the electronic channels report that Change more than once, and each time it is required to
add details that the bank cannot provide, which constitutes a great burden for the regular
employees working on the report who are left alone to answer the report without the bank
discussing the required with the Monetary Authority, i.e. the bank recognizes what is

required and the employee has to submit
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4. How can the current programs be selected or developed to support the growth of
the institution's business in the future without the need to replace them with other
programs, especially the used banking system?

Since most of the programs and systems operating in the bank are provided by technology
companies, the bank is naturally keen to put an item pertaining to the upgrade of each
system or programs, but compatibility and training may pose a challenge to the bank that
limits the bank's ability to adopt the latest updates, especially if These updates were

generally costly

5. Compatibility
1. What operating systems are compatible with your software and is it possible to
switch between them in the future?

Most of the operating systems knowledge

2. How is the technology or methodology used to share data between your different
applications?

No info about this

3. The data on the system is characterized by consistency and integration. Here we
talk about texts, audio and other media. How is this consistency achieved?

There is no doubt that modern data patterns began to expand little by little, and over the
years, the bank has a huge amount of stored and unused or unused data in all its forms,
such as structure, simi-structure, and non-structures, as the matter is no longer limited to

data received from within the institution. And well structured
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This huge amount of data posed a big challenge for the bank, so it set up a specialized
department for data under the name “Data Management Department.” Despite the
existence of systems as a repository for data, the bank is in the process of establishing a
unified database that includes all data in a single crucible that constitutes a source for all
necessary analysis and reporting systems for the bank. However, the problem of expertise
remains a real obstacle to the implementation of the project, and the very high cost is
considered one of the most important obstacles to such a project. The real problem is that
no one in the bank has an idea of the complexity and cost of the project, so you find that
most of the participants in the project discussion are overconfident in their ability to
Implementation of the project despite their clear ignorance of the information structure and
its complexity. When asked about proposals or visions they have, the answers are
emotional and speculative rather than realistic or scientific (fuzzy answers make the scene

blurry).

4. What is the extent of the institution's ability and vision to provide multiple
interfaces such as the call center, internet banking, or the Android application and
the App Store?

The Electronic Channels Center was credited with providing all modern communication
tools and all social media, which enables customers and others to contact in any way
available to them to inquire about what they want. The problem lies with the workers in the
call center as they often have a lack of information or there are no clear and specific
answers They can answer the question! Also, technical problems constitute a major
challenge for those working in the call center, especially when there is insufficient

information available about the nature of the problem and the time to solve it
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6. Modernity (Stereotyping)

1. What are the latest updates in terms of expert recommendations on your software,
for example, is there a separation between the database and the application itself at
the server level?

Mostly the database and the application associated with it are separated, and this is at the
basic systems level. As for some secondary or relatively small systems, it is okay to keep

them on the same server.

2. What is the extent of the banking system's ability to absorb other systems in terms
of linking with it (the banking system can be linked with any developed and modern
systems and on a modern environment)?

All modern systems provide a way to connect them with each other via the API, which
provides an ideal way to connect any system with another system as long as the objectives
of this link are clear and without any cost! Where many of the requirements contain many
details and are exaggerated, and the volume of their data is very, very large, which
constitutes a great challenge for the bank to provide an API capable of responding to such
requirements, and since the bank is always fully and without discussion subject to the
requirements of the Monetary Authority, even if they are exaggerated, this constitutes a
burden. The workers must provide the API and the data associated with it, and provide a

network capable of handling the huge amount of required data

3. The data that is entered in any part of the institution can be viewed by anyone
within the institution who is authorized to enter it without a problem. What are the
procedures related to the entry process, and are there several ways for that entry?

Currently, there is no single sigh on system, so each system has its own permissions to

enter
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4. What are the approved protection systems and are they considered of high quality
and continuously updated without entering into complications at the level of the user
of the programs?

known basic programs
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Majed Qutqut

the way in which the process of informing employees via e-mail greatly limits the
achievement of the desired goal, so that this remains Policies are scattered through e-mails,
in addition to being sent to employees at random that does not take into account the topic.
Therefore, the collection of these policies remains the task of the employee searching for
the full picture of all the policies that pertain to the employee

Code: @ dnldl lel jay) g cluluall

< gull Ll Pos, 4

Area: 424 1.83
the formulation of these policies remains the monopoly of its author without taking into
account the levels of understanding of the bank’s employee

Code: @ duludl cilel oY) calulu)

<l Lnhanléll Pos. 5

Area: 147 0.63%
formulations are weak and often bear more than interpretation, which confuses their
readers and gets lost in the labyrinths of e-mail messages in search of the latest ones to
learn about them. The policy to be followed, which supersedes the previous one

Code: @ duludl el jaY) g caluladl

<l Lnhaléll Pos. 5

Area: 253 1.09%
when examining these evaluations, you find that they are far from achieving the desired
goal, so the questions that the employee is evaluated with are general questions Very, very,
and many of them do not touch the reality of the employee in the first place

Code: @ Aulull el jay s clubudl

gl Anlalldll Pos. 6
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Area: 257 1.11%
lot of discussions take place among employees regarding ways to improve work
mechanisms and the best ways that can add something positive in solving the challenges
they face, whether they are “Just talking”, as there are no official channels approved by the
bank that enable the employee to present his ideas to the management. In addition, the
hierarchical method of managing the institution limits the employee's ability to reach
management levels that enable him to present his ideas. The system does not allow
management to bypass the line manager.

Code: @ 4uludl cile) jaY g el

< gll dpnlanddl Pos. 8

Area: 552 2.38%
but the problem lies in the training programs that are offered where it is not available in the
bank Constant research and evaluation to know the programs needed by the bank’s
employees to be presented to the employees, as the matter of the programs is left to the
companies that offer these programs

Code: @ 4pludl Dilel a5 cilubpud)

& gull Llanddll Pos. 10

Area: 300 1.29%
despite the diversity of these programs, they may not touch the real needs of the bank,
given that the bank has realized its real needs

Code: @ 4uludl Gile) a5 il

< gull Llanddll Pos. 10

Area: 135 0.58%
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the bank relies on The supplier of programs and systems in those projects without the bank
having the ability to assess the extent to which these programs match what meets the
employee’s best efficiency in managing the new systems! If the problem lies, as mentioned
above

Code: @ aulull el a s clulud)

<l Lk il Pos, 10

Area: 271 1.17%
the employees actively seek to develop their personal capabilities, and when the bank
sends the training programs offered by the companies at the head of each year, the
employees rush to choose what they see fit for them, if it is left to the employee himself to
choose the programs he wants based on what this employee sees.

Code: @ 4y Dlel ja ¥y clulud)

& gull Llanldl Pos, 12

Area: 325 1.40%
best promotion for the employee is the "financial reward" in addition to the moral reward.

Code: @ dxlay) Clel ja Y5 Clulul)

& gull Llanldll Pos. 14

Area: 90 0.39%
continuity of work and ending problems begins with professionalism in dealing with the
employee and moving away from personality in rewards and rewards. .

Code: @ Aulayl Gile) a¥l 5 ciluland)

& gull Llanldll Pos. 14

Area: 154 0.66%
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In general, the relationship between employees is good, and problems and disputes are
minimal, as the employee naturally tends to establish good relations with the rest of the
employees

Code: @ 4y Dlel a5 lubund)

<l Lnb il Pos, 16

Area: 185 0.80%
the failure to develop policies and procedures may lead to interpreting the procedure into
more than one interpretation, or the interpretation of the procedure may lead to a clash of
powers or even tyranny or bullying by one of the employees over the other, and the
manager's favoritism towards an employee is At the expense of another employee in
retaliation, and this is a result of the lack of professionalism in dealing with problems
resulting from the weakness of the administrative system or the lack of mechanisms for
resolving work disputes. If the bank does not provide any department or department for
such scenarios, the matter is often left to the whims of the direct manager.

Code: @ 4pludl Dilel a5 cilubpud)

& gull Llanldll Pos. 16

Area: 688 2.97%
here the problem lies with the donor, as the responsibility for the donor is great. Which led
to many complexities from the administrative and technical point of view, starting from
submitting the application and passing through obtaining the necessary signatures and
coordinating each time with information security to obtain permission ... etc. from the
complications that often prevent the inability to reach the bank and the failure of work, In
addition, the programs that are used are very complex and require many steps to run, in
addition to their sensitivity. Even if it is a simple problem, access falters. For example, if

the Internet speed is slow, the connecter may be unable to work on the bank’s network.
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Code: @ Juai¥! ) a8 bl

<l b uléll Pos. 19

Area: 718 3.10%
Despite all this, there are points on the structure and job description that define in one way
or another the duties and responsibilities of the employee and can be referred to in the
event that things become blurry, but need further development

Code: ® JLai¥! ) saa 8 il

& gull Llanddll Pos. 20

Area: 245 1.06%
it is functional discipline and avoidance of administrative chaos that enables controlling
this matter, as it is because of the lack of clarity of the employee’s job duties and the
overlap of the employees’ powers, especially when substitutes occur. Mixing of powers, so
the employee can reach more or less than what he needs, which causes failure to
accomplish what is required of the employee, especially when substitutes

Code: ® JLai¥l ) saa & clalldll

< gull Llanldl Pos, 22

Area: 423 1.82%
But in general, there is a protocol, although it suffers from some problems in the matter of
organizing access in general, and it works, but it needs to be developed

Code: @ Juai¥! ) e & sy

< gull Llanldll Pos. 23

Area: 165 0.71%
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everything is related to paper transactions, and without that there are no transactions even
in electronic services, as many of them cannot be started by visiting the branch to complete
paper transactions, which prevents benefiting from the idea of digital transformation that
the bank has been seeking

Code: @ Juai¥l ) saa A Cluld)

<l Lk ulill Pos, 25

Area: 304 1.31%
the supplier, he will not become a supplier until after completing the paper contract and
signing the paper transactions in the administration and within long and complex protocols,
so there is no benefit from any information except with a text in a paper.

Code: ® Juai¥l ) saa & clalidl

& gull Lplanddll Pos. 25

Area: 256 1.10%
it is necessary for branches and management alike to exchange daily mail of checks,
contracts and paper

Code: ® JLai¥l ) saa & clalldll

< gull Llanldl Pos, 27

Area: 103 0.44%
contracts cannot be approved electronically according to the law, and there must be an
original signature on them, which forces the customer to visit the branch to sign the
account opening papers, and these contracts must be sent to the administration using
traditional methods.

Code: @ Juai¥l ) a4 )

< gull Llanldll Pos. 28

Area: 278 1.20%
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It is trusted by many people, and the ease of fraud in attendance may make physical
meetings more serious

Code: @ Juai¥! saa A Clulll)

<l Lk il Pos, 30

Area: 105 0.45%
So the bank for important meetings remains physical meetings

Code: ® Juai¥l ) saa & clalidl

& gull Lplanddll Pos. 30

Area: 60 0.26%
The alternative site or the disaster site are sites that are subject to the law of the Monetary
Authority and cannot be overlooked in any way. It is a law that the bank is obliged to act
upon and is subject to strong internal and external oversight

Code: @ ) i) ) gaa (8 SlulayV)

& gull Lplanldll Pos. 33

Area: 248 1.07%
noticeable in these tests and exercises is the large number of procedures and their
complexity, in addition to the fact that the servers are often short of resources and slow to a
large extent, and the methods of communication of the branches with the disaster center
depend on Landlines from the Palestinian Telecommunications Company and there is no
substitute for it!! So what if the disaster led to the interruption of communications as a
result of the disaster? There is no practical alternative for Palestinian communications

Code: @ 4l yain¥l ) saa & Clalll)

& gull Llanldll Pos. 33

Area: 531 2.29%
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Since the bank has the necessary equipment and alternative plans, the bank is able to deal
with abnormal situations, and it happened that the bank dealt with events and situations
that forced the bank to work with the least possible staff and the minimum number of
employees, and this is considered an emergency situation

Code: @ )l i) Hsaa & Slalany)

<l Lk il Pos, 35

Area: 321 1.38%
may occur due to the centralization of work and administrative methods that depend on
hierarchy

Code: @ ) i) ) gaa 8 Sl

& gull Llanddll Pos. 35

Area: 95 0.41%
The bank always actively monitors systems in order to control any emergency, and one of
the most important things that is monitored is the availability of resources and peak hours,
as the bank provides creative solutions that address such scenarios, such as distributing
loads on more than one node or using clusters.

Code: @ &) i) ) san 4 bl

< gull Llanldl Pos, 37

Area: 317 1.37%
Pressure was not taken into account, so the bank resorts to adopting the idea of priority, so
unnecessary tasks are delayed in peak cases, and there is no doubt that this matter causes a
lot of confusion

Code: @ 43, aiul) ) e A Sl

< gull Ll Pos, 37

Area: 203 0.88%
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The bank has a special department for information security, one of its tasks is to monitor
cyber attacks within the system monitoring process, the problem is that security measures
are strictly enforced every time there is a suspicion of cyber attacks

Code: ® &)l paiu¥) ) sma il

<l Lk uléll) Pos. 39

Area: 251 1.08%
since there are systems that help monitor what is thought to be a threat to information
security, this may lead to the blocking of normal services in addition to causing some
complications in daily work

Code: @ ) il ) gaa 8 Slulld)

< gull Ll Pos, 39

Area: 202 0.87%
in general the promotion does not take place except at times when the bank is in its least
activity and the hours in which there is least activity such as dawn hours or during the day
on holidays

Code: @ ausill ALlE ) saa 8 Sl

& gull Ll Pos, 42

Area: 195 0.84%
despite all the precautions, the process of Upgrading may cause electronic services to be
closed or blocked from customers who need them at those hours

Code: @ pusill 408 ) saa & Slnlud)

< gull Ll Pos, 42

Area: 151 0.65%
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By switching to old domains automatically

Code: @ g sill 446 ) san 8 SllayY)

& gl Ll il Pos, 44

Area: 41 0.18%
to the extent that the Palestinian Monetary Authority has encroached on the Bank and
many of its requirements have become a challenge to the Bank and to banks in general

Code: ® g sill 448 ) sae & Sl

& gull Llanldll Pos. 46

Area: 169 0.73%
The matter constituted an opportunity for many information technology companies to
provide solutions to banks that help fulfill these requirements

Code: @ g sill AL ) sna 8 Slulayy)

& gull Lplanldll Pos. 46

Area: 146 0.63%
bank has a special projects department for information technology, any requirements for
the monetary authority are assigned to this department

Code: ® g sill 4B ) san 8 Sl

& gull Llanldll Pos. 46

Area: 142 0.61%
which constitutes a great burden for the regular employees working on the report who are
left alone to answer the report without the bank discussing the required with the Monetary
Authority

Code: @ pusill 48 ) s & Slnlidl)

& gull Llanldll Pos. 46

Area: 189 0.81%
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Since most of the programs and systems operating in the bank are provided by technology
companies, the bank is naturally keen to put an item pertaining to the upgrade of each
system or programs

Code: @ g sill 446 ) gan 8 Sl

<l Lk uldll Pos, 48

Area: 193 0.83%
compatibility and training may pose a challenge to the bank that limits the bank's ability to
adopt the latest updates, especially if These updates were generally costly

Code: @ ) i) ) gna 8 Sl

& gull Llandll Pos. 48

Area: 169 0.73%
Most of the operating systems knowledge

Code: @ 48 5l ) gaa & CilalayY)

< gull Llauldl Pos, 51

Area: 39 0.17%
This huge amount of data posed a big challenge for the bank, so it set up a specialized
department for data under the name “Data Management Department

Code: @ 4@ gl ) sna 3 Slulayy)

& gull Llanldll Pos. 56

Area: 150 0.65%
the problem of expertise remains a real obstacle to the implementation of the project, and
the very high cost is considered one of the most important obstacles to such a project. The
real problem is that no one in the bank has an idea of the complexity and cost of the
project, so you find that most of the participants in the project discussion are overconfident

in their ability to Implementation of the project despite their clear ignorance of the
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information structure and its complexity. When asked about proposals or visions they have,
the answers are emotional and speculative rather than realistic or scientific (fuzzy answers
make the scene blurry).

Code: @ 4l il ) san & Sl

<l Lk ulill Pos, 56

Area: 658 2.84%
The Electronic Channels Center was credited with providing all modern communication
tools and all social media, which enables customers and others to contact in any way
available to them to inquire about what they want

Code: @ 4l gl saa & Sl

& gull Lpanddll Pos. 58

Area: 218 0.94%
The problem lies with the workers in the call center as they often have a lack of
information or there are no clear and specific answers They can answer the question! Also,
technical problems constitute a major challenge for those working in the call center,
especially when there is insufficient information available about the nature of the problem
and the time to solve it

Code: @ 4@ il ) sma & Dlplull

& gull Llanldll Pos. 58

Area: 375 1.62%
Mostly the database and the application associated with it are separated, and this is at the
basic systems level. As for some secondary or relatively small systems, it is okay to keep
them on the same server.

Code: @ &3l & clulayy)

&l Ludalall Pos. 61
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Area: 208 0.90%
All modern systems provide a way to connect them with each other via the API, which
provides an ideal way to connect any system with another system as long as the objectives
of this link are clear and without any cos

Code: @ 4laall & Slulayy)

<l Lnh il Pos, 63

Area: 216 0.93%
many of the requirements contain many details and are exaggerated, and the volume of
their data is very, very large, which constitutes a great challenge for the bank to provide an
API capable of responding to such requirements

Code: @ Llasll ) saa 3 bl

& gull Llanddll Pos. 63

Area: 226 0.97%
Currently, there is no single sigh on system, so each system has its own permissions to
enter

Code: @ a3laall & cilulayy)

& gull Llanldll Pos. 65

Area: 93 0.40%
There is an internal system for the institution and a charter of professional conduct for all
employees, and there is a special policy for the Information Technology Department as a
sensitive department

Code: @ 4xlayl Sl Y1y Clulad)

539140l & 53l Pos. 3

Area: 202 1.20%
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isolated from the rest of the departments with entry systems for the employees of the
department who are authorized to enter in addition to a pledge not to leak any information
by signing the NDA

Code: @ 4y Dlel a5 lubund)

328 5l 15l Pos. 4

Area: 195 1.16%
The staff still needs more courses, training and education

Code: @ 4uludl i) a5 by

338 51l & 53l Pos. 8

Area: 58 0.35%
There is an annual training plan to train workers and develop their skills in training centers
inside or outside the country
And their participation in many workshops and conferences to learn about the new system

Code: @ syl cilel jay s clulud)

328 ) 53l Pos. 10-11

Area: 212 1.26%
these employees do not contribute to the selection of all these programs and do not
participate in decision-making

Code: @ duldl ile) aY 5 clubaddl

539050l sl Pos. 11

Area: 114 0.68%
The training plan and training budget are approved within the Bank's annual plan

Code: @ Aulayl cile) a¥l 5 ciluland)

539050l < sll, Pos. 12

Area: 80 0.48%

154



Through many channels on social networking sites and lecturers in many fields, in addition
to having an exam environment for different systems, it is possible to learn and apply some
preparations for learning and capacity development,

Code: @ 4y Dlel a5 lubund)

sl Il A il Pos, 14

Area: 234 1.39%
In addition to functional replacement by training employees to work in all departments in
the department

Code: @ dulany) cilel jay) s clubual)

338 5l 53l Pos. 15

Area: 104 0.62%
Most of the issues related to different systems are handled by the team with great skill

Code: @ dxlagl) Slel a5 clulpdl

338 5l 53l Pos. 17

Area: 88 0.52%
The main system provider is being contacted to help address some of the rare and
persistent issues

Code: @ dxlagl) Clel a5 clulpudl

539050l < 5ll, Pos. 18

Area: 98 0.58%
With some lack of understanding at times, which may contribute to disrupting business
continuity between the employee and the supplier company in rare cases

Code: @ 4ululdl Gile) a5 il

539050l < sll, Pos. 19

Area: 156 0.93%
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The degree of harmony is great among the members of the departm
Code: @ iy cile) a5 el
838l Il d il Pos, 21
Area: 63 0.37%
And they work among them in the spirit of one team
Code: @ iy cile) jaY) 5 el
338 5l 53l Pos, 22
Area: 50 0.30%
Clarity of policies, goals and tasks facilitates understanding among employees
Code: @ 4y Dlel a5 lulud)
338 5l 53l Pos. 23
Area: 78 0.46%
Each employee can access the information authorized to him and in accordance with the
powers agreed upon by the supervisory authorities. Accordingly, he is granted the authority
to access the information he is authorized to access from within and outside the institution.
Code: @ Juai¥! ) san A Slulay)
338 5l & 53l Pos. 26
Area: 271 1.61%
No person can gain undue access in the course of their work
Code: ® Juai¥! ) e (& sVl
539050l sl Pos. 27

Area: 59 0.35%
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Access rights suffer from a high bureaucracy at the level of employees, as they
require a series of many approvals, often on paper

Code: @ Juai¥! saa A Clulll)

8380 1l &l sull Pos. 28

Area: 130 0.77%
Security systems come to define access powers on the one hand, so that they regulate them

Code: @ Juai¥! ) saa A Sl

338 5l 53l Pos. 29

Area: 89 0.53%
they restrict freedom and work, as they hinder and slow down the completion of tasks
if they are between different departments and need bilateral control.

Code: ® Juai¥l ) saa & clalidl

338151l 5l Pos. 29

Area: 154 0.92%
The employee can access the information from any geographical location or any connected
place on the bank's internal network, using his own user, as the powers are granted through
the user

Code: ® JLai¥! ) saa 8 il

38 5l &l gl Pos. 31

Area: 188 1.12%
The process of entering the network is according to pre-established protocols that are
followed by the employee

Code: @ Juai¥l ) saa & lnlayY)

539050l < 5ll, Pos. 32

Area: 111 0.66%
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When substituting for alternatives, there is a problem in establishing the required
authority, because the substitute employee may not have the same degree of
knowledge or know-how, not to mention his lack of real training in the matter of job
replacement.

Code: @ Juai¥! saa A Clulll)

s34l Il d il Pos. 33

Area: 256 1.52%
Subscription to electronic services does not require any papers or traditional forms, as
subscription and services are linked electronically to the customer's account

Code: ® Juai¥! ) saa 8 il

338 5l 53l Pos. 35

Area: 166 0.99%
The customer requests to sign certain forms related to loans and advances and others that
require direct communication with the customer and negotiation with him. Define
percentages, entitlements, and conditions.

Code: ® JLai¥l ) saa 8 il

338 5l & 53l Pos. 36

Area: 212 1.26%
The issue of electronic signature is not approved by the Palestinian Monetary
Authority

Code: @ Juai¥l ) a4 )

539050l < 5ll, Pos. 37

Area: 87 0.52%
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All bank websites are linked electronically through an encrypted communications netw
Code: @ Juai¥! ) saa A SlulaY)
s34l oIl d il Pos. 39
Area: 84 0.50%
The branches are linked through the Paltel Telecom Company via the secure VPN line,
which is a line that allows for fast and secure communication at the same time
Code: ® JLai¥! ) saa 8 il
338 51l 53l Pos. 40
Area: 162 0.96%
Our communication network has become strong now, and the fiber lines are witnessing a
high revolution in the field of communication speed and security, both programmatically
and physically
Code: ® JLai¥! ) saa 8 il
338 5l 53l Pos. 41
Area: 188 1.12%
Almost all interdepartmental meetings are held with internal and external parties,
interviews, etc
Code: ® JLai¥! ) saa 8 il
539050l < sll, Pos. 43
Area: 98 0.58%
Technology is widely and well adopted and included in all internal correspondences
Code: @ Juai¥! ) saa & sV
539050l il Pos. 44

Area: 82 0.49%
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Software is currently used that obtains approvals internally without the need for
paper signatures, but it may develop

Code: @ Juai¥! ) saa A Clulayy)

s34l Il d il Pos, 45

Area: 118 0.70%
Services related to the banking system, ATMs and electronic services where a short time is
required for the transfer process between the main site and the redemption site and the
operation of services

Code: @ ) i) ) gna (8 SlulayV)

338 5l 53l Pos. 48

Area: 200 1.19%
the alternative site cannot operate everything, as it still suffers from deficiencies in
operating all functions, given that it is originally a miniature model and cannot bear all this
number of functions and operations.

Code: @ &) i) ) san 4 bl

338 5l 53l Pos. 49

Area: 220 1.31%
IT staff can work from the office or out of the office by working remotely, as they have
access to the main servers and main communication devices

Code: @ 4l ainl) ) e & SlulanV)

539050l < sll, Pos. 51

Area: 146 0.87%
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this matter depends on the speed of the employee himself” s connection to the Internet,
which is usually weak, as he is forced to use his home Internet, and this same line may
suffer from interruptions or instability in data transfer.

Code: @ 4 pain¥l ) sae 4 bl

s34l Il d il Pos, 52

Area: 234 1.39%
The systems are prepared to work at all times and situations, and in addition to the fact that
most of the servers are virtual, the resources are increased directly and instantaneously
from the main server that carries all the resources of the virtual servers

Code: @ )l i) ) gna (8 SlulayV)

338 Il 53l Pos. 54

Area: 259 1.54%
this matter is not comparable to the efficient use of physical servers, which give complete,
adequate and real resources without relying on the increase on an instantaneous basis.

Code: @ &) i) ) san 4 bl

338 5ll & gl Pos. 54

Area: 179 1.07%
| see that banks have to invest more and buy more giant servers, which can handle a large
number of financial transactions that guarantee them continuity and work, as most
transactions tend to use technology

Code: @ 43, ,ainl) ) e A& Sl

328 5l &l gl Pos. 55

Area: 207 1.23%
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There are different protection systems to limit cyber-attacks and contract with service
providers to protect against such attacks

Code: @ )l i) Hsaa & Slalany)

s34l Il d il Pos, 57

Area: 129 0.77%
However, it remains that there are attacks so far that are not covered by Palestinian banks.
Recently, banks have witnessed the inability to serve scholars outside the country through
their own internet banking. One of the most important of these attacks is the distributed
systems attack or the denial of service.

Code: @ ) i) ) gaa 8 Sl

338 5l & 53l Pos. 58

Area: 314 1.87%
Most servers are virtual servers that scale and increase the resources you need easily and
without cost and there is no need to stop them when upgrading

Code: @ g sill AL ) sna 8 Slulayy)

338 51l & 53l Pos. 61

Area: 152 0.90%
the problems are not at the level of hardware, but rather at the software level, as the bank is
shocked by some technical problems related to the operating systems or software that you
are working on.

Code: @ pusill 48 ) s & Slnludl)

38 5l &l gl Pos. 62

Area: 200 1.19%
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The network is divided into sections according to different departments and departments in
order to limit and control devices' access to other sections and to easily name and include
devices within one domain.

Code: @ g sill 446 ) gan 8 Sl

sl Il A il Pos. 64

Area: 209 1.24%
The structure of the IP address distribution is built according to a clear and pre-prepared
plan that is tidy and easy to classify

Code: @ g sill ALE ) gna 8 Slulayy)

338 51l 53l Pos. 65

Area: 130 0.77%
Many devices can be added without entering into any conflict of addresses or resorting to a
complete change of structure

Code: ® g sill 4B ) san 8 SllayY)

338 5l & 53l Pos. 66

Area: 120 0.71%
Compliance with the instructions of the Palestinian Monetary Authority related to the
Information Technology Department and its affiliated systems

Code: @ x5l AllE ) gaa & ey

539051l < 5ull, Pos. 68

Area: 146 0.87%
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All requirements of the Monetary Authority are subject to the study of the Monetary
Authority in consultation with banks before approval, and therefore they do not conflict
with the existing software and are within the limits of their capabilities.

Code: @ g sill 446 ) gan 8 Sl

s34l oIl d il Pos. 69

Area: 248 1.48%
The software of the banking system has been developed according to the requirements, in
addition to the possibility of linking it to supportive and auxiliary systems, in order to limit
the development of software for the banking system.

Code: ® g sill 48 ) san & Sl

338 5l 53l Pos. 71

Area: 236 1.40%
Middleware software is always used to solve any problem that arises in the regulations or
laws, and it is an effective method in all banks and is commonly used.

Code: @ g sill AL ) sna 8 Slulayy)

338 5l 53l Pos. 72

Area: 160 0.95%
The operating systems used by the staff are Windows with the latest version, and the
systems used on the main machines are various, including Unix, Linux, and Windows for
servers.

Code: @ 48 5l ) gaa & sy

539050l < 5ll, Pos. 75

Area: 179 1.07%
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There is no complacency in the issue of updates at the level of operating systems for
servers, as well as this update

Code: @ 4l sill ) saa (& Sl

s34l Il A il Pos. 76

Area: 117 0.70%
The problem is the high cost if the bank goes to update the software that works on the
operating systems, especially if it is through a foreign provider.

Code: @ 4.l gl ) saa & ilulull

338 5l 53l Pos. 77

Area: 153 0.91%
All systems are linked and integrated with each other to facilitate the exchange of required
information automatically without manual intervention except in a few cases

Code: @ 4l il ) san (& Slnlayy)

338 5l 53l Pos. 79

Area: 168 1.00%
Data transmission between these systems is usually encrypted and subject to secure data
transmission

Code: @ 4.8 5l ) gaa & CilalayY)

38 5l &l gl Pos. 80

Area: 100 0.60%
In some cases, especially when exchanging data with parties outside the bank, the transfer
takes place through files where there is no electronic link mechanism available, and
therefore this matter poses a danger in terms of modifying or viewing the data

Code: @ 438 5l ) gaa & Sl

328 5l &l gl Pos. 81
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Area: 254 1.51%
Because this data is protected in addition to having backup copies of the data and all the
necessary information is available for any modification, deletion, etc.

Code: @ 4@ gl ) gna 3 Slulayy)

s34l Il d il Pos. 83

Area: 162 0.96%
The data remains protected and subject to successive tests by the Palestinian Monetary
Authority, to check its quality and ability to be retrieved correctly and adequately.

Code: @ 4l gl saa & Sl

338 51l & gl Pos. 84

Area: 172 1.02%
The Foundation owns all the interfaces for electronic channel applications and there are all
necessary licenses to use them

Code: @ 48 5l ) san & sy

338 5l & 53l Pos. 86

Area: 123 0.73%
There is often a great compatibility between the interfaces used in terms of the mobile
phone or the web so that the user does not feel much difference

Code: @ 48 5l ) gna & sy

539051l < 5ll, Pos. 87

Area: 151 0.90%
it remains that some features are available on the phones and others are not available on
the web or vice versa, the customer may feel that there is a slight difference

Code: @ 438 5l ) gaa & Sl

328 5l &l gl Pos. 87

166



Area: 168 1.00%
The database servers are separated from the applications and communicated between them
through a firewall and the port required for communication between the application and its
database

Code: @ 4laall & Sl

s34l Il A il Pos. 90

Area: 186 1.11%
There remains a very likely possibility that the service will be tampered with, and
messages are often sent to customers when carrying out any maintenance of any sensitive
system within the bank.

Code: @ &laall a8 il

338 5l 53l Pos. 91

Area: 195 1.16%
Sometimes a decline in service occurs as a result of power outages, especially in ATMs,
where the electricity infrastructure does not help and the available batteries do not serve
the ATM for a long time.

Code: @ &l ) gaa & Sl

338 5l 53l Pos. 92

Area: 204 1.21%
The link with the banking system of any new and modern system is done through
integration between them

Code: @ 3l & cilulayy)

539050l il Pos. 94

Area: 102 0.61%
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The process usually takes a lot of time when connecting, in addition to that it needs data
integration, and banks face the problem of unclean data

Code: @ &l ) gaa A bl

8380 1l & pull Pos. 95

Area: 146 0.87%
Each employee on each system has his own user and can access the data he is authorized to
access according to his own work procedures

Code: @ &laall & Slulayy)

338 5l & 53l Pos. 97

Area: 133 0.79%
There are protection systems on the device used by the employee, and in the event that the
employee is required to work remotely, the device must be compatible and equipped with
protection systems and updates for the operating system to be able to communicate within
the network. There are protection systems on the main servers, as well as a firewall that
limits access to the servers from any unauthorized device.

Code: @ a3laall & cilulayy)

338 5l 53l Pos. 99

Area: 415 2.47%
This policy, with its complexity, remains annoying to the employee, as it requires a series
of different administrative approvals

Code: @ laall saa & Glplul)

338 5l & il Pos. 100

Area: 129 0.77%
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