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Procedures of Criminal Justice Bodies in Addressing Cybercrimes: Challenges and

Prevention Mechanisms — A Case Study of Jericho Governorate.

Prepared by: layali kayed hussan dodeen.

Supervisor: DR. Jihad Al-Kiswani

Abstract

This study aims to explore the procedures of criminal justice bodies in addressing
cybercrimes, examining challenges and prevention mechanisms, using Jericho Governorate
as a case study. A quantitative descriptive methodology was adopted, utilizing a
questionnaire designed to collect data from employees of criminal justice entities
(judiciary, public prosecution, and police) in Jericho. The study population included all
employees of these entities, totaling (363) individuals, from which a Simple random
sample of (188) staff, and the questionnaire was distributed among them.

The study yielded several key findings, including:

Criminal justice entities adopt highly effective procedures in addressing cybercrimes,
with 86.4% effectiveness for police, 95% for the public prosecution, and 93.4% for the
judiciary.

The primary challenge facing criminal justice bodies is the lack of societal awareness
of cybercrimes, which scored 85.6%.

The most effective prevention mechanism involves fostering trust between citizens
and criminal justice entities, achieving an 80.8% rating.

The results also revealed:

No statistically significant differences in the challenges faced by criminal justice
entities in combating cybercrimes based on gender. However, significant differences
were noted based on age, educational level, and professional experience.

No statistically significant differences in the level of prevention mechanisms based on
gender, age, or professional experience. However, differences were observed based on
educational level.

Based on these findings, the study recommends:

Raising public awareness about cybercrimes and the importance of reporting them.

Training criminal justice personnel on emerging cybercrime issues, especially with
advancements in artificial intelligence.

Ensuring Palestinian legislation keeps pace with rapid developments in
communication technology and cybercrimes, addressing emerging crimes and new
methods of perpetration.

Keywords: Criminal justice bodies, judiciary, public prosecution, police, cybercrimes.
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