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Abstract

Software security is a major issue in software engineering, and the principles of software
security are very clear to understand, but they are usually hard to implement. This is due
to many security vulnerabilities that deter achieving a high level of security in software

systems.

In this thesis, | have collected information on relevant security vulnerabilities; I described
and classified them into levels according to their risk degrees. To do that, | have built a
model based on different stages: (1) a learning stage to give the system engineer full and
clear information about these security vulnerabilities, (2) a prediction stage that depends
on the collected information to predict the possibility of each vulnerability and its effect
(harm level) on the system, (3) in the scenario stage, the system engineer writes one or
more scenarios to describe the circumstances (how and where) that would lead for each
vulnerability and then suggests a preventive plan to avoid that vulnerability, (4) in the
testing stage, the software is tested with all predictions on spot by running a fuzzy test to
be sure that the software is secure against known vulnerabilities, (5) and in the final
stage, | write the implementation for the system auditor to check the overall security level

of the software.

We have suggested a plan to integrate this model into the four common phases of the

software development lifecycle.
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Structure of Thesis

This research contains six chapters: the first chapter presents an introduction on software
security and gives a short problem description, the second chapter gives a background on
software security and illustrates relevant definitions and concepts, the third chapter
discusses related works and other modules on the security lifecycles, the forth chapter
presents our model and how to test software security and test security models, and also
contains data on how to integrate our model with other software lifecycles models. The
fifth chapter presents a real case on how to use this model with web applications, and the

sixth chapter presents future work.
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