Electronic and Computer Engineering Master
Program Faculty of Engineering
Al-Quds University

Thesis Approval

Detecting Misdirection Attack in Link-State

Routing Protocols
By

Student Name: Mohammed Abed Al-majid Odeh
Reg. No: 20714130

Supervisor: Dr. Rushdi Hamamreh

Master thesis submitted and accepted. Date:--z-ul-ﬁ-/-—a-’—"’—!!---—

The names and signatures of the examining committee members are as
follows:

I- Head of Committee Dr. Rushdi Hamamreh Signature: ------ —
2-  Internal Examiner  Dr. Rashid J ayousi Signature: -\ J Gryey

3-  External Examiner Dr. Radwan Tahboub Signature: --@2‘.@



Abstract

The internet was originally designed to be trustworthy, reliable and extensible, while its
mfrastructure, mainly the routing mechanisms, was not constructed with security in mind.
Moreover, routers are subject to malicious attacks targeting not only a single subnet or
mdividual user, but also the overall network performance. One of the subtle attacks is that
an adversary could compromise a router, leaving the control-plane (i.e. the part where
routers apply the routing protocols to exchange control and update messages that discover
the network topology and compute the shortest paths) operate properly in order to bypass
the control-plane countermeasures and then targets the data-plane (i.e. the part where
pouters forward data packets along the computed paths). Therefore, the adversary can drop,
modify, re-order, delay or misdirect data packets. Moreover, he can corrupt forwarding
tables to meet his needs or install access control lists that arbitrarily or selectively misdirect
@ata traffic to a route which is not the best or could even be the worst, leading to so-called
misdirection attack. However, cryptographic mechanisms alone cannot prevent such data-
plane attacks since many of them such as misdirection attack can be launched without the
me=d to decrypt cipher data or having access to cryptographic keys.

In this thesis, we focus on the misdirection attack launched in data-plane phase and
propose a lightweight, efficient and secure route authentication and misdirection detection
IR AMD) protocol to authenticate the forwarding routes before delivering data, and detect
malicious routers that could misdirect traffic within autonomous systems that apply link-
st=t= routing protocols such as OSPF. In our protocol design, we adopt hybrid approach
#hat mnvolves active probing and filtering techniques, where a router sends a probe packet
%o authenticate the route before delivering data and then builds a filtering table to detect

mmsdirected data packets.



Our protocol doesn’t require cryptographic operations at data-plane phase and imposes

~very little computation, communication and storage overhead. Moreover, it’s able to
and respond to both passive and active misdirection attacks. We believe our work is

smportant step in detecting and preventing misdirection attack.
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. Imtroduction

. e r2pid growth of the internet and continuing increase of many critical services such
& spplications (e.g. e-mail and e-commerce) and real-time applications (e.g. Video
sme 2nd voice over IP (VoIP)) depend mainly on the internet infrastructure to
#em with reliable, efficient and secure communications. However, the routing
was not constructed with security in mind. Rather, the routing protocols that the
® = Besed on were originally designed to operate in a completely trusted and open
assuming no malicious nodes or attacking behavior. As a result, routers are
malicious attacks targeting not only a single subnet or individual user, but also the
performance [2], [3].

_ the routers are designed to operate at the network layer. So, attacking on this
cause malfunctions of the entire routing domain regardless of what services, devices
= w= operating. Therefore, the importance of securing the routing infrastructure has
uily and becomes a significant issue.

= attacks on the routing system can be launched either in the control-plane which
where routers apply the routing protocols to exchange control and update messages
= the network topology and compute the shortest paths, or in the data-plane which
where routers forward data packets along the computed paths [14]. These attacks
described in the IETF Internet draft [4].

sesearch has focused on securing routing infrastructure by implementing
=s in the control-plane as in [9-13]. However, the researches [15], [17] show

securing the control-plane is insufficient to secure data forwarding. For example,

could compromise a router (we refer to this compromised router as a malicious),



muting protocols operate properly in order to bypass the control-plane
and then targets the data-plane. Therefore, the adversary can drop, modify,
© @=izy or misdirect data packets. Moreover, he can corrupt forwarding tables to meet
ar mstall access control lists that arbitrarily or selectively misdirect data traffic to a
wot == not the best or could even be the worst, leading to so-called misdirection attack.
. misdirection attack results in significant network performance degradation,
for critical applications (e.g. real-time applications), in addition to causing
security violation by misdirecting traffic to a black-hole or monitoring point,
ing network availability through denial-of-service (DoS) attack [8].

of traffic misdirection attack is illustrated in figurel.l. Assume the shortest
A w0 1 1s: A-B-E-H-I which is initially calculated by router A using Shortest Path

#lgorithm (e.g. Dijkstra algorithm [5]). If router E is being malicious, it may

e waffic to an invalid route A-B-E-F-G-I which is not the shortest or optimal

Malicious node

Seurce Destination

=—> Valid/Shortest route
== [nvalid route

Figure 1.1: An example of traffic misdirection attack.



the impact of traffic misdirection attack may include [7]:

‘Sab-eptimal routing: here, the main objective of the attacker is to misdirect incoming
e w0 increase latency. In real time applications such as video streaming and VolIP,
e performance of the network is a critical issue. So, misdirection attack may cause the
waFc to traverse on sub-optimal paths that are either congested or longer than the
wpemzl or shortest paths. As a result, the network performance will be degraded leading
W smsatisfactory performance of critical applications.

LCasmgestion: flooding a specific route with high traffic will lead to so-called artificial
samgestion. So, the data could be lost as routers connecting the congested link will drop
packets. However, this artificial congestion will not be solved by traditional control
mechanisms.

Bast overwhelming: by misdirecting numerous numbers of packets to a victim node,
ws mode will become overwhelmed and the running services will be no longer available.
Wlorsover, the attacker may cause the system to shut down and thus prevent legitimate
from using system services. Therefore, traffic misdirection will lead to DoS by
network or service availability.

Laeping: when packets are misdirected to incorrect paths then the looping may occur.
T can be caused when router A sends data to router B, which sends data to router C,
router C sends data back to router A. Therefore, this loop will continue until the
ive (TTL) value expires in TCP/IP.

to data: a malicious router can misdirect data traffic to other nodes that benefit it

s unauthorized access to data which would otherwise be inaccessible by original

path.



2 well-behaving nodes as malicious: here, the malicious router misdirects
arbitrarily to a well-behaving neighbor to overwhelm it. While it gives the
son to its neighbors that it performed the legitimate forwarding action. As a
this overwhelmed router will drop packets due to buffers overflow. Therefore,
> may cause well-behaving routers to appear as malicious routers as they
ally drop data.

hand, cryptographic mechanisms alone cannot prevent such data-plane attacks
o them such as misdirection attack can be launched without needing to decrypt
or having access to cryptographic keys. For example, the IPsec [31] is commonly
%8s end-to-end cryptographic protection at the network layer. It can help guard
modification, analyzing and replaying. Nonetheless, it’s powerless against the
= modes that attempt to drop or misdirect packets [37]. However, many approaches
proposed over the years to defend against data-plane attacks, in particular, the
amack. While some of these approaches are not specifically designed for solving
» problem, they suffer from certain shortcomings such as high computation and
overhead or high storage requirements. These approaches are discussed in
=r 3 where we discuss a large number of currently proposed solutions.

@ Ste of what is mentioned above, the main goal of this study is to develop a
efScient and secure protocol to defend against traffic misdirection attack launched
phase. This protocol is aimed at detecting faulty or malicious routers that
traffic and then respond to these faulty routers by removing from routing fabric
g with them.

hand, we select the link-state routing protocols (e.g. Open Shortest Path First

[1]) as an underlying routing protocol for our protocol design. A quick

5



of OSPF and the advantages that encourage us to choose the OSPF as an underlying

are presented in next section.

& brief Overview of OSPF Protocol

% == interior gateway protocol or intra-domain routing protocol, which is designed to
within a single autonomous system (AS). Whereas, the protocols that are designed
waffic between AS’s are called exterior gateway protocol or inter-domain routing
such as border gateway protocol (BGP) [32]. OSPF is a widely deployed link-state
1. Its fundamental concepts can be summarized as follows:

wse the link-state paradigm to compute shortest routes between routers. In link-state
=ach router discovers its neighbors and the corresponding weights (costs) of the links
wme them, and then floods this information by a reliable link-state advertisement (LSA)
o the routing area. When a router receives LSA from a neighbor, it retransmits this
1o all other directly connected neighbors. Each router uses these LSAs to build the
database (LSDB) which provides a complete image about the entire structure of the
wpology. With this database, each router can recognize the internal network topology
the shortest path to every other router using Dijkstra algorithm [5]. When the
wopology or the state of a link is changed (e.g. link comes up/down), the affected
Wl flood appropriate LSAs to notify the entire network to update their LSDB and
g e same LSDB with all other routers. However, the two main advantages that
ws to choose OSPF as an underlying protocol are:

Sach router can calculate the shortest path between any two nodes in the network and

‘mooegnize the nodes sequence between the source and the destination.



=& router can recognize the address spaces (networks prefixes or connected subnets)
wther routers and construct a complete image of internal network topology.

Sarther information about OSPF operation and design, the reader can refer to [1].

is Contributions

the main goal of this study, we have developed a new protocol called route
and misdirection detection (RAMD) protocol to defend against the misdirection
-hed in the data-plane. In our protocol design, we adopt a hybrid approach that
both active probing and filtering techniques. In general, the active probing
[17-19] aim at discovering the forwarding routes by sending test (probe) packet to
| S comsistency with advertised routes, and then detecting the packet forwarding
wor. While the filtering techniques [20-22] is a process of filtering out packets based
source and/or destination addresses for the purpose of detecting the IP-spoofed
wr the packets that don’t fulfill the pre-defined rules of the routing protocols. So, our
employs probe packets (called route authentication packets (RAP)) in order to
the shortest routes before delivering data and then updates the filtering tables
authentication tables (RAT)) at every router along the selected route to detect the

=4 packets. Therefore, if the route is authenticated, then the misdirected packets will

by the RAT and the malicious routers that misdirect traffic will be addressed

sations of this thesis can be summarized as follows:
swelop the RAMD protocol to defend against traffic misdirection attack launched in
phase. This protocol is designed to operate within AS’s. The link-state routing

s (e.g. OSPF) are selected as an underlying protocols. The major advantages of

&



6.1 Conclusions

The routers are target of many attacks launched in both control-plane and data-plane. In
control-plane, the goal of an attacker is to disrupt the routing protocol by falsifying the update
messages or impersonate other routers. In data-plane, the attacker can launch more subtle
attacks such as dropping, reordering, delaying and misdirecting packets. However,
cryptographic mechanisms alone cannot prevent these attacks since many of them, such as
misdirection attack can be launched without the need to decrypt cipher data or having access
to cryptographic keys.

In this thesis, we study the misdirection attack problem and present the RAMD protocol to
detect the misdirection attack launched in data-plane phase. Our protocol is designed to

operate within autonomous systems that apply link-state routing protocols such as OSPF.

The RAMD protocol adopts hybrid approach that involves probing and filtering techniques
where the router should authenticate the route before sending data by initiating route
authentication process and then build RAT to filter out the misdirected data packets. In
addition, our protocol employs an effective scheme called fault-coding scheme to detect faulty
links and faulty routers. Moreover, it can respond to detected faulty routers by removing them
from routing fabric to stop dealing with them and avoid packets to pass through
unauthenticated routes. According to our analysis, the advantages of RAMD protocol can be
summarized as follows:

e Secure: it uses the MAC to authenticate the RAP and securely update the RAT.
e Lightweight: it imposes very light communication, computation and storage overhead.
Firstly, to reduce the computation overhead, RAMD protocol avoids using online

cryptographic operations and doesn’t require the computation of fingerprints or MAC
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