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Abstract 

A malware detection system for mobile devices contributes to the field of computer 

security.  Cybersecurity is a major current problem mainly motivated by the growing 

number of malwares; data loss due to computer breaches cost a great loss. In addition 

ethical problems. Due to the popularity of smartphones and tablets, mobile devices are 

becoming the target of malware and cyberattacks. It is therefore essential to explore new 

ways to prevent, detect and counter cyberattacks. In these detection mechanisms, machine 

learning is used to create classifiers that determine whether an application is compromised. 

The advantage of a neural network is that it allows you to adapt to new situations.  

Therefore, we used this new technology to be able to identify types of malicious behavior 

and to be able to generalize it to future malicious programs. 

The goal of this thesis is to propose a malware detection model on Android based 

on deep neural networks classification driven by sets of hybrid features.  We reviewed and 

classified existing methods into two groups: the static methods which consist of examining 

the code of the mobile application and the dynamic methods which analyze the behavior 

of an application when it is running on a mobile terminal. Our goal is to use these two 

methods to take advantage of the both groups. To do this, we used the hybrid database 

“AMD” composed of 85 features.  We are also conducted an experiment plan composed of 

hundreds of trainings in order to adjust the values of the hyperparameters improving the 

learning on this dataset as well as to select the most relevant remaining features, through 

this thesis, we work according to the most effective features from the AMD Dataset. 

And to improve detection accuracy that have time-dependent frequencies such as 

attacks, three new input features (s_sessiontime, r_sessiontime, and sr_sessionime) are 

devised by aggregating the flows based on source, destination, and timestamp attributes 

using a time window of one minute. Also, after preprocessing the input features, the most 



 

iv 

important 45 input features are selected. Moreover, the model’s parameters are learned 

using many multiclass labeled flows from the AMD dataset. The hyperparameters of the 

model are optimized for best performance in terms of accuracy, recall, precision, and 

training time of the model. 

The experimental results confirmed the high performance of the proposed model 

when tested from the “AMD” dataset. In addition, the optimal model architecture consists 

of one input layer, three hidden layers and one output layer. The model achieved an 

accuracy of 99.8 %, a false positive rate of less than 1%, and an area under the receiver 

operating characteristic curve (ROC-AUC) of 0.999. Also, the detection accuracy of the 

multiclass classifier is 99.6%  

When the proposed model is compared with other recent models in literature, that 

was evaluated on similar datasets like” AMD”, the experimental results show that the 

proposed model outperforms other models in terms of precision and recall. 

 

Keywords: Machine learning, Cyberattacks, Classification, Android Malware Detection, 

AMD dataset, Deep learning, Neural Networks, Multiclass. 
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 .�استخدام الش�كات العصب�ة العم�قة البرامج الخبیثة في نظام أندرو�د نظام �شف

 اعداد: ماهر جورج مار�ا

 اشراف: د. رشدي حمامره

 ملخصال

زیادة امن الأجھزة في للأجھزة المحمولة  )Malware detection systems( كشف البرمجیات الخبیثةتساھم أنظمة 

عدد  رئیسي لزیادةفع بشكل تدمعلومات الرقمیة مشكلة رئیسیة في الوقت الحالي تال امنالحاسوب. تشكل  المحمولة

تنشأ مشاكل و خسارة كبیرة.العدید من الدول  الأجھزة المحمولةكلف فقدان البیانات بسبب اختراقات ی ،البرمجیات الخبیثة

الھواتف الذكیة والأجھزة  تشار استخداملانأخلاقیة إذا تم الكشف عن المعلومات الشخصیة للعملاء والمستخدمین. نظرًا 

 تطویرأصبحت الأجھزة المحمولة ھدفاً للبرمجیات الخبیثة والھجمات السیبرانیة. لذلك، من الضروري لذا ، المحمولة

 Machine(الآلي ، یسُتخدم التعلم التقنیاتھذه في احدى طرق جدیدة لمنع واكتشاف ومواجھة الھجمات السیبرانیة. 

learning( تطبیق الحدد ما إذا كان أنظمة كاشفة تنشاء لإ ً أنھا  ھي (DNN) العمیق العصبیةأم لا. میزة الشبكات  خبیثا

حیث تعتمد  عكس الأنظمة التي تعتمد على قواعد بیانات ثابتة ى، علالمصنفاتباتخاذ قرار بشأن البرامج غیر تسمح 

 الثابتة.الأنظمة التي تعتمد على القواعد التكنولوجیا المقترحة في تحدید السلوك الخبیث لتعمم على 

 

بناءً على تصنیف الشبكات العصبیة  Android لأنظمةاقتراح نموذج لكشف البرمجیات الخبیثة  في ھذه الرسالة تم

 (static)تقسیمھا إلى مجموعتین الطرق الثابتة ن. ویمك(Features) المیزاتالعمیقة المعتمد على مجموعات من 

سلوك التطبیق عند تشغیلھ على لتحلیل  (Dynamic) المیزات الدینامیكیةاما الثانیة  بیق المحمولحص شفرة التطلف

التي تستخدم  مزایابعض ال منھاتین الطریقتین للاستفادة  من (Hybrid) حیث تم اقتراح نموذج ھجینجھاز محمول. 

. للقیام بذلك، لنموذج المقترحا في (precision)الكشف  ودقة (accuracy) الكشف الطریقتین التي تزید من صحة في

 .میزة 85مكونة من  "AMD" اخترنا استخدام قاعدة بیانات مختلطة تسمى

 

ثلاث میزات جدیدة  قمنا باستخراجالتي تعتمد على ترددات تتغیر مع الزمن مثل الھجمات، و الدقة في الكشفتحسین ل

بناءً على الجمع بین المیزات عن طریق  sr_sessionimeو r_sessiontimeو s_sessiontime للإدخال ھي

السمات المصدر والوجھة والطابع الزمني باستخدام نافذة زمنیة دقیقة واحدة. كما تم اختیار السمات الأكثر أھمیة بعد 



 

vi 

 تالمیزاباستخدام عدد من العدید من المعلومات م النموذج یتعلب سنقوم، وایضامعالجة میزات الإدخال والتحقق منھا. 

یتم تحسین الأوزان العالیة للنموذج للحصول على أداء أفضل من . "AMD" ذات التصنیف المتعدد من قاعدة البیانات

 .حیث الدقة والاستدعاء والدقة ووقت التدریب

 

سة بالإضافة إلى ذلك، تتألف الھند ."AMD" باستخدام قاعدة البیانات تطبیقھللنموذج المقترح عند  ةنتائج عالی تم تحقیق

حقق النموذج وقد  ومخرج بطبقة واحدة وبینھم ثلاث طبقات مخفیة. مدخل بطبقة واحدةالمعماریة المثلى للنموذج من 

-ROC) ٪، ومنطقة تحت منحنى السمت العملیاتي للتشغیل1٪، مع معدل إیجابیات خاطئة أقل من 99.8دقة بنسبة 

AUC)  مقارنة النموذج المقترح مع نماذج حدیثة  تم وإذا٪. 99.6غ . أیضًا، دقة الكشف للمصنف المتعدد تبل0.999تبلغ

یفوق  الخاص بناأن النموذج یظھر ، "AMD" أخرى في الأدبیات، التي تم تقییمھا على مجموعات بیانات مشابھة مثل

 .النماذج الأخرى من حیث الدقة والاستدعاء
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Chapter One: Introduction 

1.1   Research Background 

Mobile devices are becoming increasingly prevalent in our daily lives due to their 

popularity. And since these devices contain sensitive information, they are vulnerable to 

cyberattacks by malicious individuals. These attacks, such as the DDoS attack and the 

WannaCry ransomware, have become well-known examples of cyberattacks. Therefore, 

there is a need to investigate and improve malware detection techniques.  

Many researchers have developed malware detection methods such as antivirus, 

static, dynamic, and hybrid methods. However, these methods have limitations in detecting 

newly installed malware on Android devices [4][5].  

Many tools for detecting malware in Android systems can be classified as host-

based, network-based, or signature-based detection which compares a feature to a database 

of known malware signatures. But by using anomaly detection we detect any unusual 

behavior compared to natural behavior. Thus, the proposed model HAMD-DNN is better 

in detecting malware. 

Common models are classified by the detection approach signature-based 

classification that detect based on known patterns or signatures of malware. Our model is 

built on Anomaly-based which classify the detection according to its behavior and we 

combine that anomaly based technique with hybrid features which is a combination of 

static and dynamic features and using this large combination leads us to proposed a binary 

classification HAMD-DNN and multiclass HAMD-DNN models based on deep neural 

networks. 
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Figure 1 Android Malware Detection System Taxonomy 

By machine learning process, we introduce a malware detection model that can be 

used to find a solution for the problem statement of detecting Android malware. 

Anomaly-based malware detection model assigned to the hybrid feature dataset 

(AMD), with the aim of maximizing the detection of android malware and minimizing the 

false alarm rate.  

This HAMD-DNN model goes through machine learning process, by defining 

objectives, data collection and preparation, building the model, evaluation, and prediction. 

Our primary objective is to establish whether new samples provided to the proposed 

model HAMD-DNN are benign or malware, via machine learning algorithm [6][7]. 

This Thesis presents a novel approach to malware detection on Android devices 

using a hybrid anomaly-based machine learning model called HAMD-DNN, which is 

trained on the AMD dataset and uses various techniques to improve accuracy. This 

approach has the possibility to extensively expand the mobile devices security against 

malware attacks [3][8]. 
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1.2   Thesis Problem Statement  

The escalating prevalence of Android malware presents a critical challenge in 

maintaining the security and privacy of mobile device users. The inherent openness of the 

Android ecosystem, while fostering innovation, also provides a breeding ground for 

malicious applications. Conventional signature-based detection methods struggle to keep 

pace with the rapid evolution of malware, particularly in the face of polymorphic and 

obfuscated variants. This necessitates the development of a novel Android malware 

detection solution that transcends static signatures and adapts to the dynamic landscape of 

emerging threats. The goal is to create an advanced detection system capable of accurately 

identifying both known and previously unseen malware strains while minimizing false 

positives and negatives. 

Two operating systems share around 98% of the Android market (Android 

architecture available in Appendix A.1) represents more than 80% of the mobile market 

while apple Inc.'s IOS represents a little less than 20% of the market according to Stat 

counters and Worldwide Quarterly Mobile Phone Tracker [10] .  

In this context we seek to propose a model for the detection of malware for android 

devices. This operating system is open, unlike IOS, which offers more opportunities as well 

as a large community. In addition, the Android OS is used on different mobile devices. 

Therefore, research question is: 

Can we develop a model that achieve a high malware detection with 

a minimum false rate? 

  

http://gs.statcounter.com/os-market-share/mobile/worldwide
http://gs.statcounter.com/os-market-share/mobile/worldwide
https://www.idc.com/getdoc.jsp?containerId=prUS45115119
https://www.idc.com/getdoc.jsp?containerId=prUS45115119
https://www.idc.com/getdoc.jsp?containerId=prUS45115119
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1.3   Thesis Objectives  

Android malware poses a significant threat to the security and privacy of mobile 

devices, as well as the sensitive information stored within them. Detecting and mitigating 

these malicious attacks is of utmost importance to ensure the privacy, reliability, and 

accessibility of Android devices. The continuous evolution of IT and the exponential 

growth in the number and sophistication of Android malware attacks have propelled the 

need for advanced techniques in the field of cybersecurity. 

In this Thesis, the motivation lies in leveraging the power of deep neural networks 

(DNN) to develop an intelligent and automated Android malware detection system. By 

utilizing DNN, which has demonstrated remarkable capabilities in various domains, we 

aim to enhance the accuracy and effectiveness of detecting and classifying Android 

malware. This Thesis seeks to address the pressing need for robust and efficient solutions 

in the field of Android malware detection, contributing to the overall security and 

trustworthiness of mobile devices and their users [10] [12]. 

Through the development of an anomaly-based Android malware detection system, 

we seek to provide a proactive defense mechanism against the ever-evolving landscape of 

malware threats. By combining the extensive capabilities of DNN with the unique features 

of Android malware, this project aims to create a dependable and effective solution that 

can adapt and evolve to counter new and emerging threats. Ultimately, the successful 

implementation of this Thesis can significantly contribute to the advancement of 

cybersecurity in the realm of Android devices, safeguarding user data and preserving the 

integrity of mobile ecosystems [11] [12]. 
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1.4   Thesis Questions 

1. How can we prepare data to fit a deep learning model? 

2. What’s the best taxonomy for deep neural networks? 

3. What are the hyperparameters that most affect modeling? 

4. What is the performance metrices to test the model? 

5. How efficient is the performance of the HAMD-DNN model based on the 

performance metrics? 

 

1.5   Thesis Assumptions 

This Thesis was conducted with the following assumptions: 

 Malware Detection System: HAMD-DNN malware detection system for Android. 

 Algorithm: Supervised deep neural networks. 

 Input: Android application features. 

 Output: In binary classifiers, the output is the decision, whether it is malware or 

benign. 

 Dataset: Android malware dataset (AMD). 

1.6   Thesis Contribution 

• We developed a hybrid anomaly-based algorithm selected from static and dynamic 

features to detect Android Malware types. 

• We developed a new binary and Multiclass classification models based on deep 

neural network (DNN) using a UpToDate Malware dataset (AMD) 

• We developed a classifier based on RelU and SoftMax activation functions with 

Adam optimizer. 
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• We enhanced our model by adding new features to detect malwares that have time-

dependent such as Android SMS Malware 

• We tuned parameters like hidden layers, neurons per layer, learning rate, and batch 

size for optimal performance. 

• We determine performance metrics (accuracy, recall, precision, and F1-score) on 

unseen instances of the AMD dataset. 

• We provide a detailed methodology for obtaining and analyzing the detection 

results of HAMD. 

 

1.7   Thesis Structure 

The Thesis is structured into five chapters structured as follows: 

Chapter 2: Malware Detection on Android Mobile Devices 

This chapter conducts a comprehensive literature review of the field, focusing on 

various methods for scanning the Android operating system. we research into scientific 

research articles published in reputable scientific journals. We conclude this chapter by 

highlighting the limitations of the methods discussed. By analyzing these methods and 

recent publications, we lay the foundation for devising our own approach. 

Chapter 3: Proposed Model: HAMD-DNN  

This chapter introduces the architecture of the proposed HAMD-DNN model. We 

present a detailed explanation of the design and implementation of this model. 

Chapter 4: Experimental Results  

This chapter shows the experimental setup used for our Thesis, as well as the 

performance evaluation metrics employed. Later, the results of our experiments are 

presented and thoroughly analyzed. 

Chapter 5: Discussion  and Conclusion  
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This chapter gives an in-depth discussion of the results obtained. We draw 

conclusions based on our findings and insights from the research. Furthermore, we provide 

recommendations for future work and potential areas of research. 

With this organized structure, we aim to present comprehensive and solid research 

that contributes to the existing knowledge in the field. 

1.7   Threat Model 

• Our model detects different types of malwares. 

• Our model focused on detecting 3 types of malwares (Adware, Scareware, SMS 

malware) because these are new and unfamiliar malware types: 

o Android Adware is a program type of malware that displays unwanted ads 

on computers or mobile devices. It monitors browsing activity to bombard 

users with pop up ads and other advertisements. 

o Android Scareware is a cyberattack scam that hackers use to scare people 

into downloading malware, clicking on dangerous links, or visiting infected 

websites. 

o SMS malware is promoted by a text. The efforts of this harmful software 

are designed to breach and operate on a mobile device without the user's 

permission. Once on a device, the malware can then cause any number of 

detrimental effects.  

• Our model was implemented using one input layer and 3 hidden layers, and have 

two types of output classification, the binary classification which uses the sigmoid 

as the activation function and the multi-classification which uses the SoftMax 

activation function. 

• Our model is trained and tune to get the best accuracy and efficiency possible. 

• Our model archives better malware detection compared to previous research.  
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1.8 Summary 

We created a hybrid malware detection model for Android, utilizing two 

classification neural networks based on hybrid feature sets. Prior to this, the Thesis seeks 

to leverage the strengths of both static and dynamic methods. With the AMD hybrid dataset 

that consists of 355630 samples divided into benign and three types of malwares.  
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Chapter Two: Malware Detection on Android Mobile Devices 

This chapter presents a literature review on the detection of malware targeting 

smartphones that use the Android OS. The first section of the literature review presents the 

different methods of analysis of the Android OS. The second section discusses the solutions 

offered by companies available on the Google Play Store as well as the solution offered by 

Google Inc. [12] and the third section focuses on the different approaches of this Thesis. 

Finally, the fourth and last sections will list the shortcomings of the solutions previously 

presented. 

2.1 Android Operating System Scan Methods 

2.1.1 Signature based Detection. 

We will describe some techniques that are based on different signature approaches and 

methodologies for analyzing and detecting malware within the Android operating system: 

A. Meta-Information Analysis 

This technique is based on analyzing meta-information, such as data extracted from 

the Android Manifest file.xml. Machine learning algorithms are trained on these features 

to detect patterns that indicate potentially malicious behavior. The focus on system 

permissions in the Android Manifest file.xml is a key aspect of this method, as it provides 

insights into an app's capabilities and potential security risks. [13] [14]. 

𝑦𝑦 = 𝑤𝑤1𝑥𝑥1 + 𝑤𝑤2𝑥𝑥2 + 𝑤𝑤3𝑥𝑥3 + ⋯+ 𝑤𝑤𝑛𝑛𝑥𝑥𝑛𝑛 + 𝑏𝑏 

Where: 
𝑥𝑥1, 𝑥𝑥2, 𝑥𝑥3, … , 𝑥𝑥𝑛𝑛 represent the meta-information features of an Android app. 
𝑦𝑦 = 1 is the target label where 𝑦𝑦 = 1 indicates malicious and 𝑦𝑦 = 0 indicates benign. 
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𝑤𝑤1,𝑤𝑤2,𝑤𝑤3, … ,𝑤𝑤𝑛𝑛  are the weights assigned to each feature. 
𝑏𝑏 = 1  is the bias term. 

 
 

B. Native Code Analysis 

Native Code Analysis is centered around examining machine code (native code) 

that is directly executed by the processor. This technique focuses on the code that runs 

outside the virtual machine, such as Java bytecode. It aims to identify malicious behavior 

or threats within native code components of Android apps. The method leverages cross-

platform semantic signatures and dynamic analysis to detect malware hidden within native 

code. [15] [17] [18]. 

The predicted probability that the app is malicious 𝑃𝑃(𝑦𝑦 = 1) can be computed 

using the sigmoid function: 

 𝑃𝑃(𝑦𝑦 = 1) =
1

1 + 𝑒𝑒−𝑦𝑦
 (1) 

 

C. Clone Analysis 

Clone Analysis is based on detecting and analyzing cloned or duplicated Android 

apps. The technique involves identifying similarities and differences between apps to 

differentiate genuine apps from clones that may contain added malicious code. It uses code 

representations, data removal, and hashing techniques to abstractly represent and compare 

code sections, effectively detecting even highly obfuscated clones. [14] [17]. 

 

 𝑦𝑦 = 𝑋𝑋.𝑊𝑊 + 𝑏𝑏 (2) 

 

You can then apply a threshold to classify the code fragments as clones 𝑦𝑦 = 1 or 

non-clones 𝑦𝑦 = 0. 
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D. Network Traffic Analysis 

Network Traffic Analysis is built upon the examination of network traffic generated 

by Android apps. The method involves capturing and analyzing the packets of data 

exchanged between the device and external servers. It aims to identify patterns or 

anomalies in the network behavior of apps, which could indicate potential malware or 

privacy threats. This technique focuses on detecting unauthorized data transfers, tracking 

user behavior, and identifying apps through packet-level analysis [16]. 

The anomaly score 𝑆𝑆  for a feature vector 𝑋𝑋 is calculated as the sum of the entire 

changes between each feature value, a baseline value 𝐵𝐵 (representing expected or normal 

behavior) [18]: 

 
𝑆𝑆 = � |𝑥𝑥𝑖𝑖 − 𝐵𝐵𝑖𝑖|

𝑛𝑛

𝑖𝑖=1

 (3) 

2.1.2 Anomaly-Based Detection 

Behavior-based detection, also known as anomaly-based detection, is a widely used 

method for identifying potential malware in the context of malware detection. This 

approach focuses on detecting deviations from normal behavior, making it capable of 

discovering previously unknown malware threats that traditional signature-based methods 

might miss [19] [20]. 

The process of anomaly-based detection starts by establishing a baseline of what is 

considered normal behavior for a system or application. This baseline is derived from 

analyzing legitimate activities and features associated with the system or application, 

including files accessed, network connections, processes executed, system calls, and other 

relevant indicators. 
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Once the baseline of normal behavior is set, any deviations or anomalies from it 

can be identified and flagged as potentially malicious. These anomalies could indicate the 

presence of malware or other malicious activities that have managed to bypass signature-

based detection methods [19]. 

Anomaly-based detection employs various techniques to effectively identify and 

analyze deviations from normal behavior: 

• Statistical Analysis: Statistical methods are used to model normal behavior 

patterns and detect statistical outliers, which can indicate potential malicious 

activities. 

• Machine Learning: Machine learning algorithms are trained on known normal 

behavior patterns, enabling them to recognize and flag anomalies. This adaptive 

approach improves detection accuracy as the model learns from new data. 

• Heuristics: Rule-based heuristics are applied to detect specific patterns or 

behaviors associated with malware, based on expert knowledge or known malicious 

patterns. 

• Data Mining: Data mining techniques help discover patterns and correlations in 

large volumes of data, aiding in identifying anomalies and uncovering hidden 

relationships indicative of malware activity [20]. 

Anomaly-based detection is particularly effective in detecting emerging threats or 

new strains of malware, as it does not rely on predefined signature databases. However, it 

may produce false positives when legitimate activities deviate from the established 

baseline. 

To enhance malware detection a combined approach that integrates both anomaly-

based and hybrid features. By leveraging the strengths of both methods, these systems offer 
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comprehensive protection against malware and other cybersecurity threats. Figure 2 

describes the basics of the anomaly-based techniques. 

 

 
Figure 2: Anomaly-based technique of detection 

2.1.3 Machine Learning 

Researchers have recognized the complexity involved in developing an Android 

detection system using statistical and usual techniques, especially when dealing with large 

volumes of data. As a result, they have turned to the algorithms of machine learning to 

construct models that can efficiently classify benign and malware apps [21]. 

To create a machine learning model, a dataset is utilized and split into training and 

testing sets. The model is trained using the training set and then evaluated on the testing 

set. Popular frameworks like scikit-learn [22] and TensorFlow [23] are commonly used to 

manage the design of the machine-learning model. 

Machine learning algorithms are categorized based on factors like data and label 

availability and the specific tasks they are designed to perform, as shown in Figure 3. This 

classification helps in selecting the most appropriate algorithm for the Android detection 

problem under consideration. 
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       Figure 3: Machine Learning Algorithms Taxonomy 
 
 

Machine learning taxonomy refers to the categorization and classification of 

various concepts, techniques, and approaches within the field of machine learning. This 

taxonomy helps provide a structured framework for understanding the different aspects of 

machine learning and how they relate to each other. Here's a high-level overview of the 

machine learning taxonomy: 

1. Supervised Learning: This machine learning paradigm involves training a model or 

function that establishes a relationship between the input and the output (X, Y), as 

formulated in equation 1. 

 𝒀𝒀 = 𝒇𝒇( 𝐗𝐗) (4) 

 In supervised learning, the objective is to predict the output (Ŷ) from the input (X) 

with least error. To achieve this, a labeled dataset is needed, which consists of examples 

from a specific domain. Each example in the dataset includes input variables or features 

and the corresponding output variable or target. 
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Supervised machine learning algorithms learn the model parameters from the 

labeled dataset by minimizing the loss between the true labels and the predicted targets. In 

the context of Android malware detection, the input variables are the Hybrid features 

extracted from the Android Package Kit (APK). The algorithm uses these features to 

predict whether an APK is malicious or benign, based on the labeled examples in the 

dataset. 

2. Semi-supervised Learning: This machine learning concept brings together both 

supervised and unsupervised learning. It is utilized when the available dataset contains 

only a controlled amount of labeled data but a substantial amount of unlabeled data. 

The algorithm leverages the labeled data for supervised learning tasks and utilizes the 

unlabeled data for unsupervised learning tasks to improve overall performance. 

3. Unsupervised Learning: In this machine learning technique, the dataset consists only 

of unlabeled data, meaning there are no corresponding output provided. The algorithm's 

objective is to classify structures, relationships, patterns or within the data without 

explicit guidance on what to look for. It is often used for tasks such as clustering, 

anomaly detection, and dimensionality reduction. 

 

Figure 4: Machine Learning Based on Dataset Labels Taxonomy 
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Machine learning algorithms can be categorized into several main types based on their 

functionality and the tasks they perform. Here are the main categories of machine learning 

algorithms: 

1. Regression: This algorithm is used to train a model in supervised learning that 

predicts a non-stop value of a target variable. [24]. 

2. Classification: This algorithm is used to train a model in supervised learning that 

classifies data into different categories or classes. The classifier can be a binary 

classifier, accomplished of classifying between two classes. As in malware 

detection, a binary classifier model can classify between benign and malware 

applications [20]. 

3. Clustering: In this task, data is split into groups or clusters based on some 

relationship between characteristics. [25] [24]. 

 

 
Figure 5: Machine Learning Algorithms 

Classification algorithms are a type of supervised learning algorithms that assign 

input data points to predefined classes or categories,  
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a) K Nearest Neighbor (KNN): K Nearest Neighbor categorizes a sample based on 

the classes of its k nearest neighbors. If the majority of neighbors belong to the 

same class, then the sample is assigned to that class with a high probability [7]. The 

algorithm employs a distance system of measurement to classify samples. [26]. 

Nearest Neighbor – Distance Measures 

Given the feature vector X, and calculating distance between X and all examples 

in the training dataset using a distance metric (e.g., Euclidean distance): 

 

distane(𝑋𝑋,𝑋𝑋𝑖𝑖) = ��(𝑥𝑥𝑖𝑖 − 𝑥𝑥𝑖𝑖𝑖𝑖)2
𝑛𝑛

𝑗𝑗=1

 (7) 

 

Support Vector Machine (SVM): Support Vector Machine is a classification 

algorithm that finds a linear decision boundary separating data points of one class 

from those of the other class. For linearly separable data, the SVM identifies the 

hyperplane with the largest margin between classes. When dealing with data that 

isn't linearly separable, a loss function imposes penalties on misclassified points 

that fall on the incorrect side of the hyperplane. Support Vector Machines (SVMs) 

employ kernel transformations to convert non-linearly separable data into higher-

dimensional space, enabling the identification of a linear decision boundary [7] [8]. 

The equation describing the hyperplane in a linear SVM can be expressed as: 

 𝑤𝑤.𝑋𝑋 + 𝑏𝑏 = 0 (8) 

 

Where 𝑤𝑤 is the weight vector. 
𝑋𝑋 is the feature vector 
𝑏𝑏 is the bias term. 
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b) Artificial Neural Networks (ANNs): Artificial neural networks form a subset of 

machine learning algorithms that draw inspiration from biological neural networks. 

They adopt a feedforward structure, comprising an input layer, one or multiple 

hidden layers, as well as an output layer. Figure 6 illustrates the presence of neurons 

within these hidden layers. These neurons establish connections with the preceding 

and subsequent layers via links, each assigned a specific weight. Within each layer, 

neurons gather inputs from the previous layer, apply activation functions, and 

transmit results to the subsequent layer [25]. Thanks to their capacity to grasp 

intricate patterns within data, artificial neural networks prove adept at tasks 

encompassing classification, regression, and pattern recognition [24]. 

 

 
Figure 6: Artificial Neuron Architecture   
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2.1.4 Deep Learning 
Deep learning constitutes a subset of machine learning techniques rooted in 

artificial neural networks. Models known as Deep Neural Networks (DNNs) employ 

neural networks featuring two or more hidden layers, facilitating the application of 

nonlinear modifications to input data. With each passage through a hidden layer, the data 

undergoes a progressive extraction of higher-level feature representations. 

Within supervised learning, the DNN model undertakes the task of mapping input 

feature vectors (x) to corresponding labels (y) by navigating through intermediate 

transformations [25]-[27]. This process empowers the model to discern intricate data 

patterns and relationships, rendering deep learning remarkably potent for a wide array of 

assignments, such as image recognition, natural language processing, and speech 

recognition. Nevertheless, the most prevalent forms of DNN include: 

1) Feedforward Deep Neural Network (DNN): This pertains to a subtype of 

deep learning algorithms where data moves from the input layer through hidden layers 

to the output layer without feedback connections, as depicted in Figure 7. DNNs are 

often used to establish clear representations of input data, especially when features are 

fixed in length. They find widespread use in applications like image and speech 

recognition, as well as natural language processing, owing to their knack for learning 

intricate patterns and representations from data. 

 

Figure 7: Feedforward Deep Neural Network Architecture 
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2) Recurrent Neural Network (RNN): RNN is a potent architecture built to process 

sequential data. It is well-suited for handling two-dimensional inputs of different sizes, 

like images or videos. The network's strength lies in capturing the stochastic nature of 

data through feedback connections between its hidden layers, shown in Figure 8. These 

feedback connections allow the network to model intricate patterns and dependencies 

within the sequential data, making it highly effective in tasks involving image 

recognition, video analysis, natural language processing, and other domains that require 

sequential data processing. 

   Figure 8: Recurrent Neural Network Architecture 

3) Convolutional Neural Network (CNN): CNN is designed for classification tasks that 

excels at capturing patterns in two-dimensional or variable-sized inputs, such as images 

or videos. Relevant filters are applied to learn spatial and temporal associations in the 

input features. The convolutional layer performs a matrix multiplication between a 

filter and the input to achieve this. 

CNN is notably effective when tackling problems involving a multitude of input 

variables, as it minimizes the parameters requiring learning in contrast to feedforward 

deep neural networks [25], [28]. The structure of a convolutional neural network's 

architecture is illustrated in Figure 9. 
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      Figure 9: Architecture of Convolutional Neural Network 

I chose to implement a feedforward Deep Neural Network (DNN) for Android 

malware detection due to its suitability for the specific characteristics of the data and the 

task at hand. Unlike Recurrent Neural Networks (RNNs), which excel at processing 

sequences and capturing temporal dependencies, the nature of the static and dynamic 

features in Android apps doesn't necessarily require modeling sequential patterns. Since 

Android malware detection is more about identifying complex relationships and patterns 

within feature vectors, the feedforward architecture of a DNN is well-suited for this 

purpose. 

 

Convolutional Neural Networks (CNNs), on the other hand, are primarily 

designed for processing grid-like data such as images. While CNNs can be adapted for 

feature extraction, the multidimensional nature of their convolutional layers might not 

align with the one-dimensional nature of feature vectors used in our case. A DNN, with 

its fully connected layers, can effectively handle the linear relationships among various 

features extracted from Android apps. 
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By opting for a DNN, I am capitalizing on its ability to learn intricate feature 

interactions in a holistic manner. This is particularly valuable for malware detection, as 

malicious behaviors can often be nuanced and require capturing complex combinations of 

features. Additionally, a DNN's architecture offers flexibility in terms of depth and 

hidden units, allowing it to learn hierarchical representations of the data, which is 

essential when dealing with diverse and evolving malware patterns. Overall, the choice of 

a feedforward DNN aligns well with the nature of the Android malware detection 

problem, focusing on capturing intricate patterns within feature vectors rather than 

sequential or grid-like data. 

2.2 Activation Functions 

1. Well-Known Activation Functions: 

a. Linear Activation (Identity Function): 

• Equation: 𝑓𝑓(𝑥𝑥) = 𝑥𝑥 

• Range: −∞, +∞ 

• Limitation: Linear activations can lead to poor learning in deep networks 

since they can only model linear relationships. Malware detection often 

requires capturing complex non-linear patterns. 

 

b. Step Function: 

• Equation: 𝑓𝑓(𝑥𝑥) = 𝑥𝑥 �1,   𝑖𝑖𝑖𝑖 𝑥𝑥 ≥ 0
0, 𝑖𝑖𝑖𝑖 𝑥𝑥 ≤ 0  

• Limitation: Step function is not continuous and not differentiable, making 

it unsuitable for gradient-based optimization methods like backpropagation 

used in training neural networks 
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c. Sigmoid Function: 

• Equation:𝜎𝜎(𝑥𝑥) = 1
1+𝑒𝑒−𝑥𝑥

 

• Range: (0,1) 

• Use: used for binary classification models, where the result represents the 

probability of the positive class (malware). 

• Pros: Well-suited for binary classification tasks, smooth gradient, 

interpretable probabilities.  

• Cons: Saturates and causes gradients to vanish for large inputs (vanishing 

gradient problem). 

 

d. ReLU (Rectified Linear Unit): 

• Equation: 𝑓𝑓(𝑥𝑥) = max (0, 𝑥𝑥) 

• Range: 0, +∞ 

• Use: Commonly used in hidden layers for both binary and multi-class 

classification tasks. 

• Pros: Avoids vanishing gradient problem, computationally efficient, 

encourages sparse activations, learns quickly. 

• Cons: May cause "dying ReLU" problem (units always output 0), not 

centered around zero (can lead to optimization challenges). 

 

e. SoftMax Function: 

• Equation: 𝑆𝑆𝑆𝑆𝑓𝑓𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡(𝑥𝑥𝑖𝑖) = 𝑒𝑒𝑥𝑥𝑖𝑖
∑ 𝑒𝑒𝑥𝑥𝑗𝑗𝑁𝑁
𝑗𝑗=1

 

• Range: (0,1) 
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• Use: Typically assigned to the output layer of multi-class classification 

models to produce class probabilities. 

• Pros: Converts raw scores into probability distribution, suitable for multi-

class problems, handles multiple classes well. 

• Cons: Sensitive to outliers, can lead to large gradients during training. 

 

2. Reasons for Choosing Common Activation Functions: 

a. Sigmoid: Well-suited for binary classification tasks like malware detection 

where output needs to be a probability (range between 0 and 1). 

b.  ReLU: Addresses the vanishing gradient problem and accelerates convergence 

by allowing gradients to flow more freely in the network, also it’s simple and 

computationally efficient, making it suitable for deep networks. 

c.  SoftMax: Transforms raw scores into a probability distribution over multiple 

classes, making it suitable for multi-class classification tasks such as detecting 

different types of malware. 

When designing a malware detection model, it's important to consider factors such 

as network architecture, data characteristics, computational efficiency, and the 

specific goals of the detection task. The choice of activation function should align 

with these considerations to ensure effective learning and accurate predictions. 
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2.3 Thesis Approaches and Tools 

The below subsections represent an overview of the malware detection solutions 

offered by the academic community, demonstrate the dataset used for this Thesis, and 

describe the static, dynamic analysis beside the hybrid analysis approaches highlighting 

their advantages and disadvantages. 

2.3.1 Overview 

This section presents an overview that covers two key aspects. Firstly, it provides 

a comprehensive overview of the proposed solutions, offering a broad and inclusive 

understanding of their nature and potential impact. Secondly, it provides a more specific 

view of the machine learning based solution. These aspects allow for both a high-level 

understanding and a focused insight into the approaches being considered. 

1. General Overview 

The Taxonomy Comparison of Android Software Security Analysis Methods, 

issued in October 2016 by Sadeghi [34] are a good start in the study of mobile malware 

detection techniques. Literature review articles are excellent for giving an overview of the 

domain since they do not stop at specific detection methods. First, it should be noted that 

this Thesis is only to analyze malware for Android OS. Because the majority market share 

of smartphones using this system (80%), phones that are not smart are not considered since 

most malware attacks smartphones. The use of Android is also preferred by researchers 

because it is an open OS allowing more possibilities. The authors of the taxonomy deal 

with both malware detection methods and vulnerability detection methods. There are many 

tables whose categories are built by reading articles and previous literature reviews and 

taxonomies. The articles studied are classified according to the threats considered 

(information leakage, spoofing, elevation of privilege, etc.), according to the specifications 
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of the problem (deployment layer of the solution, finesse of the threat, objects studied in 

the system, etc.), according to the approaches (static, dynamic or hybrid analysis) and the 

additional methods (machine learning, formal analysis) and level of automation. However, 

methods based on dynamic analysis are again grouped according to the level of 

examination (apps, kernel, VM) and the generation of application inputs, while static 

methods can be based on different data structures, can represent the code in various ways 

and have varying analysis sensitivity [34]. 

The comprehensive review and analysis of malicious smartphone applications M. 

Talal et al.  [35] aims to provide an overview of malware detection analyses by probing 

and taxonomizing the literature and modern security solutions available that are proposed 

by different researchers. A categorization of the available security solutions was thus made 

based on their structures. Four distinct categories have been established, namely 1) 

revisions and studies, 2) security solutions for mobile devices, 3) smartphones security 

surveys and classification, 4) grouping and classification. The tables present detailed 

information on techniques for detecting malicious software based on artificial intelligence 

or not. Thus, for the thirty articles whose detection is based on artificial intelligence, we 

can find the classification technique used (Classification or Clustering), machine learning 

algorithms, datasets (standard, collected by the authors) and many others. Then, several 

questions and personal gaps of researchers are focused on the recommendations for several 

participants (researchers, users, developers and finally companies) to enhance research in 

each respective area [35]. 
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2. Overview of Machine Learning-Based Solutions 

A. Souri and R. Hosseini [36] is a review of the literature on malware detection 

approaches using learning. The studied articles were classified into two main categories. 

The first category is the one that groups signature-based approaches and the second 

category groups behavior-based approaches together. Experimental results show that 65% 

of these detection approaches used the dynamic analysis method while signature-based 

approaches are more oriented towards static detection methods. [36]. 

All methods based on supervised learning, regardless of the algorithms used, need 

datasets with features that come from malware and benign applications to train their 

models. 

2.3.2 Android Malware Datasets Overview 

Detection tools on Android based on machine learning require the formation of 

datasets whose samples are labeled as malicious or benign. Using these datasets are 

essential to create reliable methods for detecting and classifying malware. To this end, 

different Android sample datasets have been made public in recent years. 

The Genome Project [37] was launched in 2012 containing 1260 malware, but 

was discontinued in 2015. 

Drebin [38] contains 5560 malware from 179 different families as well as benign 

applications extracted from different sources. Drebin is a well-known database used by 

many researchers to test the accuracy of their own detection methods but is too old because 

the malware was collected from 2010 till 2012. 

Contagio [39] which releases new malware applications, This dataset covers 24553 

samples collected between year 2010 till year 2016 from 71 malware groups. 
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The Koodous Portal [41] offers a large set of malware samples solely for research 

purposes, including in this case a feature report. 

• 55535003 applications as of March 2020. 

The AndroZoo project  [42] offers a large data set holding more than 5700000 

data samples being analyzed with different antivirus engines. 

• 10502608 applications as of March 2020. 

UGR'16: A New Dataset for the Evaluation of Network Based IDSs, which leads 

to a near path of study. 

AMD [3] is a database containing a complete set of data on the dynamic and static 

features of Android applications obtained through the AndroPyTool feature extractor, each 

application has a total of 85 features. The features of this dataset make it suitable for use 

as a reference dataset for the scientific community to test different algorithms and 

techniques. In order to make the AMD dataset easy to use, all data is provided in json and 

csv formats and is publicly available on Aida under an international Creative Commons 

Attribution-Non-Commercial-Share Alike 4.0 license. 

The dataset comprises four distinct labels: Android Adware, Android Scareware, 

Android SMS Malware, and Benign. It encompasses a total of 355,630 entries or 

instances, accompanied by 85 columns. The data exhibits the subsequent label 

distribution: 

a. Android Adware   147443 

b. Android Scareware  117082 

c. Android SMS Malware  67397 

d. Benign    23708 

https://androzoo.uni.lu/
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SandDroid [41] also presents a dataset of features extracted from malware 

samples, including static and dynamic analyses. If we compare it to AMD, SandDroid only 

includes malware samples and the feature set isn't as extensive. 

2.3.3 Static Analysis Approaches 

Static analysis is a method used in software security and malware detection that 

involves examining the code of a program without executing it. In the context of Android 

malware detection, static analysis focuses on analyzing the application's code, resources, 

permissions, and other characteristics to identify potential security issues and malicious 

behavior [44], and mainly this static approach uses a static dataset, and we can present 

some of these features as follow:  

Ds = [PM, AC, MI, CC, UL, RF, DI, SU, ASC, CFA, DCL, MA]             5 

Where: Permissions: PM 
API Calls: AC 
Manifest Information: MI 
Code Complexity: CC 
Used Libraries: UL 
Resource Files: RF 
Declared Intents and Broadcast Receivers: DI 
Strings and URLs: SU 
App Signing Certificate: ASC 
Control Flow Analysis: CFA 
Dynamic Code Loading: DCL 
Metadata Analysis: MA 

The static analysis approach can be described as follows: 

1. Code Inspection: Static analysis involves inspecting the source code or 

bytecode of an Android application. The analysis looks for known patterns of 

malicious code, such as specific API calls or command sequences associated 

with malware. 
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2. Signature-Based Detection: Static analysis can use signature-based detection, 

where the application's code is compared to a database of known malware 

signatures. If a match is found, the application is flagged as potentially 

malicious. 

3. Permission Analysis: Static analysis reviews the permissions requested by the 

application. It checks if the requested permissions are excessive or unrelated to 

the app's legitimate functionality, which could indicate malicious behavior. 

4. API Call Analysis: By analyzing the API calls used by the application, static 

analysis can identify potentially harmful actions, such as sending SMS 

messages, making unauthorized network connections, or accessing sensitive 

data. 

5. Obfuscation Detection: Static analysis can detect code obfuscation techniques 

used by malware to hide its true intentions or evade detection. It tries to 

deobfuscate the code and understand its actual functionality. 

 

Here are the disadvantages of using only static analysis for Android malware 

detection, explained in simpler points: 

• Misses Sneaky Behavior: Static analysis doesn't catch apps that act differently when 

running, letting some sneaky apps slip by. 

• Gets Confused: Sometimes, it thinks harmless apps are harmful, causing confusion 

and trust issues. 

• New Threats Get Through: It's not good at finding brand-new threats that don't match 

known patterns. 

• Struggles with Complex Apps: For apps with lots of special tricks or secret code, it 

can't figure them out very well. 
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• Doesn't Show All Tricks: It doesn't tell us how bad apps change behavior in different 

situations, which we need to know. 

To be good at finding malware apps, we used both static and dynamic ways 

together. This helps us find more problems and be more accurate. 

2.3.4 Dynamic Analysis Approaches 

Dynamic analysis is a method used in software security and malware detection that 

involves running the application in a controlled environment and observing its behavior 

during execution. In the context of Android malware detection, dynamic analysis focuses 

on monitoring the application's actions, interactions with the system, network 

communications, and other runtime behavior to identify potentially malicious activities 

[45], and mainly this dynamic approach uses a dynamic dataset with dynamic features that 

could be presented as follow:  

Dc = [NT, FA, PA, ACS, RC, SU, ….]           (6) 

Where: Network Traffic: NT 
File Access: FA 
Process Activity: PA 
API Call Sequence: ACS 
Resource Consumption: RC 
Sensor Usage: SU 
 

The dynamic analysis approach involves observing an application's behavior as it 

runs, offering insights that static analysis alone might miss. It tracks real-time events like 

API calls, file operations, and network requests. Detecting malware activities is a primary 

goal, spotting unauthorized data access and suspicious network communication. This 

analysis is carried out in a controlled environment, a sandbox, ensuring the host system 

remains unaffected. Emulated Android devices are used for testing, enabling observation 

of hardware interactions. Sometimes, specific inputs or conditions are used to provoke 
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potential malware behavior, aiding in understanding app responses. Evasion techniques are 

unveiled, such as delayed malicious actions or conditional behavior. By profiling normal 

behavior, it distinguishes between legitimate and suspicious apps. Continuous monitoring 

throughout execution detects dynamically changing or time-based malicious activities. 

 

However, dynamic features come with certain disadvantages. Dynamic analysis 

can be resource-intensive and time-consuming, as it requires running the app in a controlled 

environment, leading to slower analysis speeds. Some malwares may detect the presence 

of dynamic analysis tools or sandboxes, allowing them to alter their behavior to evade 

detection. Moreover, the sheer volume of data generated during dynamic analysis can make 

it challenging to process and extract meaningful insights, requiring sophisticated data 

handling and analysis techniques. Despite these challenges, dynamic analysis remains a 

crucial tool in the arsenal of Android malware detection, helping to uncover new and 

evolving threats that static analysis might overlook. 

2.3.5 Hybrid Analysis Approaches 

Hybrid analysis approaches for Android malware detection offer several 

advantages over single-method detection techniques. These advantages arise from their 

ability to combine the strengths of different analysis methods, which leads to improve 

accuracy, adaptability, and overall effectiveness in detecting a wide range of Android 

malware [46], as this Hybrid approaches deals with a combination of static and hybrid 

features and covers all their disadvantages, the hybrid dataset could be represented as 

follow:   

𝑫𝑫𝒉𝒉 = 𝑫𝑫𝒔𝒔     ∩      𝑫𝑫𝒄𝒄 
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And the complete dataset features that we select are shown in Appendix B, Table 

1 Details of the 45 Features in the AMD Dataset 

Here's a description of some of the key advantages of hybrid analysis: 

1. Enhanced Detection Accuracy: By combining multiple detection techniques, 

hybrid analysis can identify malware more accurately. Each method contributes its 

own unique insights, allowing the system to catch malware that might be missed by 

individual techniques. For example, static analysis can identify known malware 

patterns, while dynamic analysis can capture previously unseen malware behavior. 

2. Increased Robustness: Hybrid analysis makes the system more resilient to evasion 

techniques used by sophisticated malware. Attackers may employ various tactics to 

evade detection, such as obfuscation and anti-analysis techniques. By combining 

static and dynamic analysis, the system can counter these evasion attempts more 

effectively. 

3. Comprehensive Coverage: Different detection methods target different aspects of 

malware behavior. Hybrid analysis covers a broader spectrum of characteristics, 

including code signatures, behavior patterns, and permission usage, providing a 

more comprehensive approach to malware detection. 

4. Adaptability to New Threats: Android malware is constantly evolving, with new 

variants and zero-day threats emerging regularly. Hybrid analysis can adapt to these 

changes more effectively because it can incorporate updates from multiple sources 

and leverage machine learning to learn from new samples and behaviors. 

5. Reduced False Positives/Negatives: Single-method analysis may result in false 

positives (misidentifying benign apps as malware) or false negatives (failing to 

detect actual malware). Hybrid analysis, by cross-verifying results from multiple 
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techniques, helps minimize these errors and improves the overall reliability of the 

detection process. 

6. Resource Optimization: Hybrid approaches can optimize resource usage. For 

example, less resource-intensive static analysis can be performed first to quickly rule 

out obvious benign applications. Then, more detailed dynamic analysis can be 

applied to the remaining suspicious apps, reducing the workload for resource-

intensive techniques. 

7. Scalability: Hybrid analysis can be designed to scale well with large datasets and a 

high volume of Android applications. By leveraging cloud-based analysis and 

ensemble methods, the system can handle a vast number of samples efficiently. 

8. Continuous Learning: Hybrid analysis systems often employ machine learning 

algorithms to continuously improve their detection capabilities. As new malware 

samples are collected and analyzed, the system can learn from them and adapt to 

new threats over time. 

Overall, hybrid analysis approaches for Android malware detection represent a 

powerful and adaptive defense mechanism against the ever-evolving landscape of Android 

threats. By combining the strengths of various techniques, these approaches offer a more 

comprehensive, accurate, and future-proof solution to protect users from the growing range 

of Android malware [46]. 
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2.3 State-of-The-Art HAMD-DNN Models 

Lately, a lot of research has been proposed to accurately identify malware in 

Android devices.  The main attributes of these research are: 

1. Anomaly based malware detection for Android which detects real time malware 

and better than signature-based Android malware detection, but there isn’t any 

research that combines these benefits with the hybrid features analysis. 

2. Deep neural networks (DNNs) outperform classical machine learning techniques 

when dealing with large datasets. This advantage is due to the deep structure of 

DNNs, However, it's essential to consider the specific requirements of each problem 

and choose the most suitable algorithm accordingly, as classical approaches may still 

be useful in certain scenarios, especially with limited data or when interpretability is 

crucial. [27].   

3. Among the datasets extensively employed in research, prominent examples include 

Drebin, and M0Droid. Android malware datasets exhibit variations in terms of their 

sizes, dates, encompassed malware types, timestamps, and feature counts. Since 

machine learning relies heavily on datasets for learning model parameters and 

evaluating performance, the selection of a suitable dataset holds significance in 

ensuring the model's generalizability within actual network environments [38], 

[40], [41]. 

Table 2: State-of-the-Art HAMD Models 
Work Algorithms Dataset Accuracy 

Droiddetector.[47] 

(2016) 
ML& DL CICMalDroid 89.7% 

MMA.[38] 

(2019) 
ML Omnidroid 90.7% 

DroidCat.[48] 

(2018) 
Supervised ML Drebin 97% 

MiMaLo. [49] 

(2020) 
KNN, SVM MiMaLo 89.79%, 87.5% 
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ANASTASIA. [39] 

(2016) 
DNN M0Droid 97% 

Droidmat. [40] 

(2012) 
KNN Contagio 91% 

CTML. [41] 

(2022) 
ML  AMD 99% 

 

Utilizing deep neural networks, I have designed an Android malware detection 

model. While there exist numerous projects and research initiatives centered around 

comparable classifiers, the distinctiveness of our proposed model lies in the fusion of 

anomaly-based and hybrid feature analysis approaches. The outcome is a model that 

achieves an optimal level of detection accuracy while minimizing the occurrence of false 

alarms. 

To substantiate the efficacy of our approach, a comprehensive comparison was 

undertaken, encompassing two distinct research benchmarks. The first, CTML, employs a 

dataset identical to ours but is exclusively based on signatures. The second, MiMalo, 

employs a similar dataset but exclusively relies on anomaly-based techniques without the 

incorporation of hybrid features. Within our research, I successfully demonstrated that the 

amalgamation of these techniques culminates in the development of a hybrid anomaly-

based Android malware detection model, employing deep neural networks. This novel 

integration serves as the foundation for the title of our thesis, "Hybrid Anomaly-Based 

Android Malware Detection Model Using Deep Neural Networks." 

All these comparisons are meticulously detailed within the results chapter of our 

thesis. Additionally, to provide a visual representation of these comparative outcomes, a 

comprehensive figure has been devised. This illustrative aid encapsulates the essence of 

the various models and their respective performance, effectively enhancing the clarity of 

our findings and underscoring the significance of our research in advancing Android 

malware detection methodologies.  
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2.4 Summary 

In this chapter, we present a background about the Android operation system 

detections methods and enterprise solutions. In addition, we give a brief review for Android 

anomaly-based detection, machine learning and deep learning. 

Finally, we show the state-of-the-art HAMD models. One of main properties of 

recent works is that deep learning is mostly used to detect malware on Android mobile 

devices. Many projects, models and published surveys recommended using deep learning 

since Deep learning is accomplished of modeling difficult issues.  

In our proposed model we used the neural network to implement two model 

classifiers the first on is the binary classifier using the Sigmoid activation function, and the 

second one it the multiclass classification that gives us the exact malware type as output 

using the SoftMax activation function, and in common of both classifiers hidden layers the 

activation function is the ReLU activation function.  

Furthermore, we found that the best path to go with regarding the previous works 

is the deep learning anomaly based for hybrid dataset features from Android malware 

dataset (AMD).  
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Chapter Three: Proposed Model: HAMD-DNN 

In this chapter, the first section introduces the architecture of HAMD-DNN, the 

second section shows the design and the implementation, while the third section presents 

the multiclass classification of our model. 

3.1 HAMD-DNN Architecture 

 
The HAMD-DNN model system contains three main mechanisms: data collection, 

data preparation, and classification as represented in Figure 10.  

 

Figure 10: HAMD-DNN Architecture 

This model is designed and implemented on windows OS as an work space 

environmental with an input of the new features a process of collecting the data, to a step 

of improving the efficiency of the dataset samples we are going to combine some features 

to create a new features and extract them to the dataset, the next step is to start the data 

preprocessing and preparing including the cleaning and encoding and scaling, then for the 
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last step before classification we are going to select them most important feature to work 

in. 

3.1 Data Collection  

In this thesis we are going to propose a hybrid malware detection model for 

Android. To do this, we chose to use the AMD [3] Dataset composed of 85 Hybrid features. 

A combination of static and dynamic features are employed. Each sample in the dataset is 

labeled as either benign or malware, enabling supervised learning approaches for 

subsequent model training and evaluation. The resulting customized Android malware 

dataset consists of 355630 samples and 85 selected features, providing a balanced 

representation of benign and malicious applications. The dataset is designed to enhance the 

performance and accuracy of Android malware detection models, as it focuses on the most 

informative features for this specific task. Each 𝐣𝐣𝒕𝒕𝒕𝒕 recorded in the dataset correspond to the 

features. features are counted as  𝑿𝑿𝒄𝒄𝒄𝒄  for the input of the model. But deep learning models 

can handle only numeric data which should be prepared first. Also, 𝒚𝒚𝒋𝒋 represents the label 

of each record, as formulated in equation 3. 

 

 𝐃𝐃𝐃𝐃𝒋𝒋 = [𝒙𝒙𝟏𝟏𝟏𝟏,𝒙𝒙𝟐𝟐𝟐𝟐,𝒙𝒙𝟑𝟑𝟑𝟑, … . . ,𝒙𝒙𝒃𝒃𝒃𝒃, 𝐲𝐲𝒋𝒋] (9) 

   

Where 𝐃𝐃𝐃𝐃𝒋𝒋 is the dataset, 𝒙𝒙𝒃𝒃𝒃𝒃 represents the feature 𝒃𝒃 in the 𝒋𝒋𝒋𝒋𝒋𝒋 iteration of dataset 𝐃𝐃𝐃𝐃 , 𝐘𝐘𝒋𝒋 is the 

last label record. 

 

Figure 11 shows some a sample records from the Android malware dataset. The file is 

available in comma separated value (CSV) format.   
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Figure 11:  Sample of records in Android Malware dataset 

 
Android Malware Dataset is used to execute tests and determine the performance 

of the models. It’s a medium dataset. As many Android Datasets consists of a total of static 

features and dynamic features. We chose the AMD (Android Malware Dataset) which 

contains the Android features related to the field of Android malware.   

This dataset incorporates a combination of feature types, as we aim to capture a 

more accurate representation of Android malware features. 

To facilitate supervised learning approaches for subsequent model training and 

evaluation, we assigned labels to each sample in the dataset, in order to classify them as 

either benign or malicious. This labeling enables the development of robust models for 

Android malware detection. 

The Dataset AMD (Android malware dataset) encompasses a carefully selected 86 

features that were deemed to be highly informative for the task of detecting and 

distinguishing between benign and malicious applications. By including a balanced 

representation of both types of applications, we sought to provide a realistic and 

representative dataset for training and evaluating malware detection models [3]. 

The primary goal of using this dataset is to enhance the performance and the 

accuracy of Android malware detection models. While focusing on the most informative 
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features specific to this task, we aim to provide researchers and practitioners with a valuable 

resource for advancing the field of Android security. 

Finally, the AMD Dataset gives us the ability to create a binary classification model 

as well as multiclass classification model, as it gives us four label distributions for the 

multiclass: Android Adware, Android Scareware, Android SMS Malware and Benign. 

Table 3: Malware Types of Classification in Multiclass 
 

Malware type Class 
Adware anomaly-based 
Scareware  signature-based and anomaly-

based 
SMS Malware anomaly-based 

 
In Android systems, malware occurrences are typically more prevalent than benign 

instances, leading to imbalanced class proportions in the dataset. Handling imbalanced data 

is a challenge in machine learning. One approach to address this issue is either by under-

sampling the majority class or by oversampling the minority class. In this context, the 

dataset records labeled as malware have been decreased to create a balanced AMD dataset. 

We will display the resulting number of samples and class labels in the balanced dataset.  

Table 4: Android Malware Dataset Features Classification 
 

Class Label Number of Samples Percentage 
Benign 23700 50.0% 
Adware 7900 16.6% 
Scareware 7900 16.6% 
SMS Malware 7900 16.6% 

 

3.2 Data Preparation 

Data Preparation of the AMD dataset goes into different steps as shown in 

Algorithm 2, after the data is loaded data cleaning starts to clean the dataset from duplicate, 

empty and corrupted samples, continuing with feature replacement, data discretization and 

scaling ending with the feature selecting of the most important feature for the view of 

android malware detection model. 
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Algorithm 2 Preparing Android Malware D dataset 

Input: Selected subsets of AMD dataset  𝐷𝐷𝐷𝐷 ⊂ 𝐷𝐷𝐴𝐴𝐴𝐴𝐴𝐴 = [𝑋𝑋𝑋𝑋𝑖𝑖𝑖𝑖 ,𝑌𝑌𝑌𝑌𝑗𝑗] 

𝑤𝑤𝑤𝑤𝑤𝑤ℎ 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑎𝑎𝑎𝑎 𝑋𝑋𝑋𝑋𝑖𝑖𝑖𝑖  →  (𝑏𝑏 × 𝑗𝑗) 

𝑌𝑌𝑌𝑌𝑗𝑗  𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑡𝑡ℎ𝑒𝑒 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑜𝑜𝑜𝑜 𝑡𝑡ℎ𝑒𝑒 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 → (1 × 𝑗𝑗) 

𝑗𝑗: 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛, 𝑏𝑏: 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛  

Output: Preprocessed AMD dataset 

  𝐷𝐷𝐷𝐷 = 𝐷𝐷𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 ∪ 𝐷𝐷𝑡𝑡𝑡𝑡 =  �𝑋𝑋𝑋𝑋𝑖𝑖𝑖𝑖 ,𝑌𝑌𝑌𝑌𝑖𝑖𝑖𝑖� 

𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢 𝑎𝑎 𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑜𝑜𝑜𝑜 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 𝑎𝑎𝑎𝑎𝑎𝑎 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑐𝑐ℎ𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 

  𝑋𝑋𝑋𝑋𝑖𝑖𝑖𝑖  → (𝑚𝑚 × 𝑗𝑗)  

 𝑌𝑌𝑌𝑌𝑖𝑖𝑗𝑗  𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙𝑙 𝑜𝑜𝑜𝑜 𝑡𝑡ℎ𝑒𝑒 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 → (𝑘𝑘 × 𝑗𝑗)   

• 𝑘𝑘 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛  
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3.2.1 Feature Engineering  
This involves the creation of new features derived from the existing ones. These 

newly created features can join to the dataset or replaced with some feature [52]. 

Additionally, some of the existing features may require transformation, like scaling, 

facilitating pattern recognition by machine learning algorithms [26]. For instance, in the 

case of Support Vector Classifier (SVC), a kernel function can be applied to map the 

original non-linear observations into a higher-dimensional space, where they become 

separable [25]. 

The significance of feature engineering lies in its ability to enhance the discriminatory 

power of machine learning classifiers, thus leading to improved prediction accuracy of the 

model. In scenarios like the AMD dataset, it becomes crucial to engineer new features that 

can capture the temporal representation. 

Feature engineering is a critical step in the data preparation phase of any machine 

learning or data analysis project. Feature Engineering involves creating new features from 

the existing raw data that can potentially improve the performance of the models and 

provide more meaningful insights. In the context of the AMD dataset and detecting 

temporal patterns in malware attacks, three new features have been proposed which are 

s_sessiontime, r_sessiontime, and sr_sessiontime. 

s_sessiontime: This feature represents the number of flows sent by a specific 

source IP address within a one-minute time window. It helps capture the outgoing flow 

frequency from different source IP addresses within short time intervals. 

r_sessiontime: This feature represents the number of flows received by a specific 

destination IP address within a one-minute time window. It helps capture the incoming 

flow frequency to different destination IP addresses within short time intervals. 

sr_sessiontime: This feature represents the number of flows sent and received by 

the same IP address within a one-minute time window. It helps capture the self-
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communication patterns of a specific IP address, which might be relevant for detecting 

certain types of cyberattacks or malware synchronization. 

 

These new features aim to provide temporal representations of the data by 

aggregating network flows within one-minute intervals. This time window has been chosen 

based on research indicating that it strikes a balance between capturing relevant data and 

avoiding excessive traffic capture. A shorter time window might not capture enough data, 

while a longer time window could lead to unnecessary and computationally expensive 

captures.  

In the context of malware synchronization patterns for Android, based on research 

the use of a one-minute aggregation window width has been found to be sufficient for 

capturing relevant data while avoiding excessive traffic capture.  

 

By using a one-minute time window, the system aggregates data and calculates the 

frequency of flows within that time interval. This allows researchers or security analysts to 

analyze the patterns of malware synchronization in Android devices effectively. A shorter 

time window might not provide enough data to detect the synchronization patterns 

accurately, while a longer time window could lead to capturing excessive network traffic, 

which may not be necessary for the analysis. 

By striking a balance with the one-minute time window, the thesis aims to provide 

enough granularity to capture important synchronization patterns of malware while 

minimizing the amount of captured traffic, making it a practical and efficient approach for 

the evaluation of data in this context. 
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3.2.2 Data preprocessing 
Regarding data preprocessing, the following steps have been applied: 

a. Data Cleaning 

This step involves searching for and handling missing values and duplicate 

instances in the dataset. Data cleaning ensures that the data is of high quality and reduces 

the chances of introducing bias or errors in the analysis. 

b. Data Encoding 

Categorical features are encoded into numerical representations so that deep 

learning algorithms can process them. In this case, the feature has been encoded to four 

Booleans. The source port and destination ports have been encoded into 51 Boolean 

features based on the port value, separating them into private or registered ports. 

Index Malware 

One-Hot Code  

Index Adware Adware SMS 
Malware Benign 

0 Adware  0 1 0 0 0 

1 Scareware 1 0 1 0 0 

2 SMS 
Malware 2 0 0 1 0 

3 Benign 3 0 0 0 1 

 

TEncode = f �𝑇𝑇𝑘𝑘+1
2

x65535�, TEncode = f �𝑇𝑇𝑘𝑘+𝑇𝑇𝑚𝑚𝑚𝑚𝑚𝑚
2𝑇𝑇𝑚𝑚𝑚𝑚𝑚𝑚

x65535�                (10) 
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3.2.3 Feature Replacement 
The original source and destination address features have been changed with the 

newly engineered features (s_sessiontime, r_sessiontime, and sr_sessiontime). This 

transformation allows the model to capture the time-based patterns related to source and 

destination IP addresses more effectively. 

3.2.4 Data Discretization 
Data discretization, also known as binning, is a data preprocessing technique that 

involves converting continuous data into discrete intervals or bins. This process is useful 

for several reasons like dealing with continuous data, handling noise and interpretability. 

 

In this AMD dataset, three continuous features have been discretized, they are: 

timestamp (ts), number of packets (pkt), and number of bytes (byt) are discretized by 

different techniques 

• Uniform Binning: This method involves dividing the range of a continuous feature 

into equal-width intervals or bins. For example, if td ranges from 0 to 1000, and we 

want 5 bins, each bin would cover a range of 200 units (0-200, 201-400, 401-600, 

601-800, 801-1000). 

• Quantile Binning: In this approach, data is divided into bins based on quantiles. 

For instance, if we want 5 quantiles, each bin would contain an equal number of 

data points, and the range of values in each bin would be determined by the 

quantiles. 
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3.2.5 Scaling Data 
After data discretization and encoding, the next step in the data preprocessing 

pipeline is data scaling. Data scaling is the process of standardizing or normalizing 

numerical features to bring them to a common scale. Scaling is crucial for many machine 

learning algorithms because it helps prevent features with larger magnitudes from 

dominating the model's training process. 

Each input in the dataset is scaled alone. Commonly, using two scaling methods: 

• MinMaxScaler: This method scales a value to a [0  1] range, as shown in 

eq. 4. 

 
𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋𝑋 =

(𝑋𝑋 −𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚)
(𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚 −𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚)

 (11) 

• The Standard Scaler: transforms input variables with a Gaussian 

distribution to have a unit standard deviation and zero mean. 

 

After preprocessing the features for each sample, specifically within the realm of 

binary classification, the class labels are transformed into a solitary Boolean output 

variable. This variable assumes a value of 0 when the class label corresponds to “benign” 

and a value of 1 when the class label corresponds to “malware”. 
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3.2.6 Feature Selection 
To identify the most informative features for the machine learning model, we used 

Mean Decrease in Impurity (MDI). 

This feature selection approach operates as a filter method, separate from the deep 

learning classification model. Furthermore, the newly chosen feature count, denoted as 'm', 

is smaller than the initial preprocessed features 'p'. As a result, the modified input feature 

vector prepared for processing using DL, the model is depicted as shown in eq. 12. 

 
 𝑿𝑿𝒊𝒊𝒊𝒊 = [𝒙𝒙𝟏𝟏𝟏𝟏,𝒙𝒙𝟐𝟐𝟐𝟐,𝒙𝒙𝟑𝟑𝟑𝟑, … . . ,𝒙𝒙𝒎𝒎𝒎𝒎]

𝑻𝑻 (12) 
 

 Where 𝒋𝒋 = 𝟏𝟏,𝟐𝟐, … ,𝒏𝒏  number of dataset statements and 𝒎𝒎 is total number of 

features. 

The genuine class labels can be expressed as shown in equation 13 for the context 

of binary classification. 

 
 𝒀𝒀𝒑𝒑𝒑𝒑 = 𝒚𝒚𝒋𝒋 (13) 

 

Figure 12 displays the highest-ranking numerical features from the AMD dataset. 

The higher the MDI value for a feature, the more important it is in predicting the target 

variable. 

 

By using only, the most important features, the researchers aimed to create more 

efficient and accurate deep learning models while reducing the potential noise and 

irrelevant information that less important features might introduce. This feature selection 

step helps optimize the model's performance, minimize overfitting, and make the model 

more interpretable and manageable [56]. 
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Figure 12: The Most important Features labels 
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3.3 HAMD-DNN Modeling 

This section will represent that modeling process of the proposed model HAMD-DNN 

after the data collection and preparation, we will provide the design, training and 

evaluation for our proposed models (Binary and Multiclass model), figure below show 

again the modeling and framework of the HAMD-DNN models. 

 

And algorithm 1: shows the stages of designing and applying our model. 

Algorithm 1 Approach for applying HAMD-DNN  

Inputs: Samples Extraction 
Outputs: The Expected Record (0 Benign, 1 Malware) 

Stage 1. Data Collection 
Stage 2. Data Preparation  
Stage 3. Split the dataset into train set and test set. 
Stage 4. Designing the HAMD-DNN  
Stage 5. Train HAMD-DNN model on training set. 
Stage 6. Calculate the parameters of the model using the testing set.  
Stage 7. Tuning the model parameters. 
Stage 8. implement 

Figure 13: Proposed stages for HAMD-DNN  
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3.2.1 HAMD-DNN Model Training and Validation 

To calculate the parameters, HAMD is trained on known samples from the dataset. 

Through the training process, the model frequently adjusts its parameters to minimize the 

difference between the predicteds outputs and the actual labels in the training data. This is 

typically done using optimization algorithms like SGD, which update the parameters based 

on the gradients of the loss function with respect to the model's predictions. The training 

process continues until the model achieves satisfactory performance on the training data, 

effectively learning to make accurate predictions for the given task. Once the training is 

complete, we will be ready to run it on new and unseen data [57]. 

A. Train-Test Split  

In order to ensure that a machine learning model can make accurate predictions on 

new, unseen data, it is customary to divide the dataset into training and test sets. The 

training set is utilized to train the model, while the test set serves to assess the model's 

predictive accuracy. For this particular thesis, the dataset was divided into 70% for training 

and validation, and 30% for testing purposes. 

 

Figure 14: Train-Test Split Framework 
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This division of data is analogous to the challenge of detecting zero-day attacks, 

where the model is confronted with previously unseen labels. Consequently, this estimation 

allows us to gauge how effectively the model can handle novel anomaly network flows 

Table 5: Illustrates the distribution of samples in the dataset 

Class Label Samples Training 
Samples 

Testing 
Samples 

Benign 23708 16,596 7112 

Android_SMS_Malware 67397 47178 20219 

Android_Scareware 117082 81957 35125 

Android_Adware 147443 103210 44233 

Total Samples 355630 234941 120689 

B. Cross Validation  

To enhance the ability of a binary classification model to perform well on new, 

unseen data, the training set is divided into two parts: 70% for training the model and 30% 

for justification purposes. The classifier is then trained on the training set and its 

performance is evaluated on the validation set. During this process, after each epoch, the 

validation loss is monitored. If the val-loss does not increase, a counter is increased until it 

reaches the predefined limit, at a point to prevent overfitting the early stopping will be 

applied. 

For multiclass model classification, a 10-fold cross validation approach is 

employed. This partitioning method ensures that the proportion of observations in each 

class remains the same in each fold. By doing so, the model is exposed to various subsets 

of the data, which helps reduce bias compared to other methods. Typically, k is set to 5 or 

10, meaning the dataset is divided into k subsets. During each iteration, the model is trained 

on k-1 subsets and validated on the remaining subset. This process is repeated k times to 

ensure the model is exposed to all minor classes, particularly in imbalanced datasets where 
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class distribution is uneven. The goal of this sampling method is to mitigate overfitting and 

improve the model's ability to generalize when it encounters unseen data. 

Within our thesis, a stratified 10-fold cross-validation methodology is 

implemented for the multiclass classifier. This approach ensures equitable representation 

of each class in both training and testing datasets, maintaining balanced proportions. For 

a visual illustration of the 5-fold cross-validation process, refer to Figure 15. 

  

Figure 15:  5-Fold Cross-Validation Process 
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C. Loss Function 

Once the DNN architecture is established, the subsequent step involves learning 

the model parameters from the labeled dataset. This learning process aims to align 

predicted outputs with actual labels. The training procedure encompasses feeding batches 

of data samples into the model during the forward pass, thereby computing the output. 

Following this, the disparity between the true labels and predicted results is evaluated 

using a loss function. 

The primary objective of training is to minimize this loss function, thereby 

iteratively refining the model parameters to enhance prediction accuracy. This iterative 

cycle persists until the model attains a level of performance deemed satisfactory on the 

training data. 

In the context of binary classifiers, the cross-entropy loss function, denoted by 

equation 14, is commonly employed. 

 
𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑳𝑪𝑪𝑪𝑪 =  −

 𝟏𝟏
𝑵𝑵
�  𝒚𝒚𝒋𝒋  ∙ 𝐥𝐥𝐥𝐥𝐥𝐥 �𝒑𝒑�𝒚𝒚𝒋𝒋�� +  �𝟏𝟏 − 𝒚𝒚𝒋𝒋� ∙ 𝐥𝐥𝐥𝐥𝐥𝐥 �𝟏𝟏 −  𝒑𝒑�𝒚𝒚𝒋𝒋��
𝑵𝑵

𝐣𝐣=𝟏𝟏

 (14) 

where 𝒚𝒚𝒋𝒋 is 1 for malware and 0 for benign, 𝒑𝒑(𝒚𝒚𝒋𝒋) is the predicted probability of the 

observation (𝒋𝒋) where N stands for the quantity of instances within the batch. 

For the multiclass classifier, the categorical cross-entropy loss function is employed, 

as depicted in equation 15. 

 
𝐋𝐋𝐋𝐋𝐋𝐋𝐋𝐋𝑪𝑪𝑪𝑪𝑪𝑪 =  −

 𝟏𝟏
𝑵𝑵
��  𝒚𝒚𝒋𝒋𝒋𝒋  ∙ 𝐥𝐥𝐥𝐥𝐥𝐥 �𝒑𝒑�𝒚𝒚𝒋𝒋𝒋𝒋��

𝒌𝒌

𝒊𝒊=𝟏𝟏

𝑵𝑵

𝒋𝒋=𝟏𝟏

 (15) 

where 𝒚𝒚𝒋𝒋𝒋𝒋 is the label for class (𝒊𝒊) and iteration (𝒋𝒋). 

𝑵𝑵 is number of iterations in the batch, 𝒑𝒑�𝒚𝒚𝒋𝒋𝒋𝒋� is the expectation number of class (𝒊𝒊) and 

iteration (𝒋𝒋). 
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D. Optimizer: Adam 

optimizing neural network model training and validation leads to the minimize the 

error or loss function during the training process. Neural networks learn by adjusting their 

weights and biases based on the error between the predicted outputs and the actual targets 

(ground truth). The optimizer is responsible for finding the optimal values for these weights 

and biases, thereby improving the model's performance in making accurate predictions on 

new, unseen data. 

The algorithm of ADAM has been briefly mentioned below: 
 
Stage 1: while 𝑤𝑤𝑡𝑡 do not converges. 

do{ 
Stage 2: Determine gradient gt = 𝜕𝜕𝜕𝜕(𝑥𝑥,𝑤𝑤)

𝜕𝜕𝜕𝜕
 

Stage 3: Determine pt = m1 . pt-1 + (1 – m1). gt 
Stage 4: Determine qt – m2 . qt-1 + (1 – m2). g𝑡𝑡2 
Stage 5: Determine 𝑝𝑝𝑝𝑡𝑡= 𝑝𝑝𝑡𝑡 (1 −𝑚𝑚1

𝑡𝑡⁄ ) 
Stage 6: Determine 𝑞𝑞𝑞𝑡𝑡= 𝑝𝑝𝑝𝑝𝑡𝑡 (1 −𝑚𝑚2

𝑡𝑡⁄ ) 
Stage 7: Renew wt = wt-1 - 𝛼𝛼.𝑝𝑝𝑝𝑡𝑡 (�𝑞𝑞𝑞𝑡𝑡+∈⁄ ) 

} 
Stage 8: end and return 𝑤𝑤𝑡𝑡 
 

The optimizer performs the following key tasks: 

• Minimizing errors: The optimizer helps to minimize the error between 

predicted and true values by adjusting the model's parameters during 

training. 

• Gradient Descent: The optimizer uses gradient descent to find the best 

values for the model's parameters by following the direction of steepest 

descent on the loss surface. 

• Learning Rate: The optimizer uses a learning rate to control how big the 

parameter updates should be in each step of the training. 
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• Minimization of Loss Function: The optimizer's goal is to find the set of 

model parameters that minimize the loss function, leading to improve model 

performance. 

During validation, the trained model's fixed parameters are evaluated on new data 

to assess how well it generalizes to unseen examples. 

In order to cover all the above tasks, Adam is the recommended optimizer as it’s 

the most popular and efficient optimizer, adapting learning rates for different parameters 

and performing well in various neural networks models. 

E. Regularization 

To ensure optimal performance of the algorithm on unknown data, while 

preventing overfitting, regularization strategies are employed. These techniques introduce 

penalty terms to the cost function, reducing the weights and preventing extreme values, 

such as in L1 and L2 regularization. Among these strategies, dropout is the most commonly 

utilized in deep learning. 

 

Figure 16: L1 - L2 Regression Curves 
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The dropout strategy involves randomly deactivating a fixed percentage of neurons 

in a network layer during a single gradient step. By doing so, the model is forced to rely on 

different subsets of neurons, promoting robustness and preventing over-reliance on specific 

features during training. The dropout rate, a hyperparameter, determines the percentage of 

neurons deactivating and can be assigned in a range of 10% to 50%. 

Here, a dropout rate of 20% is applied to the second hidden layer and the third 

hidden layer, effectively encouraging diverse neuron activations and contributing to 

improved model generalization. 

 

F. The Proposed Models Training 

The binary deep neural network model is trained for 100 epochs using early 

stopping, a batch size of 100, and the cross-entropy loss function. The optimizer utilized is 

Adam, with a learning rate set to 0.001. 

For the training and validation process, 70% of the dataset is used, while the 

remaining 30% is reserved for testing the model's performance on unseen data as presented 

in figure 17. 

 
  Figure 17: Code sample of Proposed Model Training 
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 The detailed sequence of steps for fitting the HAMD-DNN model is illustrated in 

Figure 18 as a flowchart. 

Figure 18: Flow chart of HAMD-DNN Model Training 
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3.2.2 HAMD-DNN Model Testing 

Once we complete training, it’s tested using previously unknown samples. By 

comparing the model's predicted values with the true labels, performance metrics are 

calculated to evaluate how well the model performs. If the test error, also known as 

generalization error, is higher than the training error, this indicates that the model is 

overfitting the training data, which means that it is excessively tailored to the specific 

characteristics of the training set and may not generalize well to new, unseen data. 

The process flow of training and testing the proposed HAMD-DNN models is 

illustrated in Figure 20 in the next pages. 

3.2.3 HAMD-DNN Model Hyperparameters Tuning 

Prior to creating the architecture of HAMD models, several design decisions need 

to be considered, as illustrated in Figure 19.  

 

 
Figure 19: HAMD-DNN model's hyperparameters 
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Hyperparameters play a crucial role in the performance and generalization ability 

of a deep learning model. Hyperparameters are set before the training process and cannot 

be directly learned from the data like regular model parameters. Hyperparameter tuning, 

also known as hyperparameter optimization, is the process of finding the best set of 

hyperparameters for a given model and dataset. Some common hyperparameter tuning 

strategies are: 

• Grid Search: Grid search involves defining a grid of hyperparameter values and 

exhaustively searching through all possible combinations of these values. It 

evaluates the model's performance for each combination and selects the one with 

the best results. 

• Random Search: Random search involves randomly sampling hyperparameter 

values from predefined ranges. Unlike grid search, it does not search exhaustively, 

making it more efficient when dealing with a large number of hyperparameters. 

• Learning Rate Schedulers: Instead of manually setting the learning rate, learning 

rate schedulers adjust it during the training based on predefined rules or heuristics. 

Common schedulers include step decay, exponential decay, and cyclic learning 

rates. 

• Early Stopping: Early stopping is a technique where the training process is stopped 

once the model's performance on a validation set starts to degrade. This prevents 

overfitting and helps in finding the optimal number of training epochs. 

• Cross-Validation: Cross-validation is a method to estimate a model's performance 

by dividing the dataset into multiple subsets and using each subset for validation 

while training on the others. It helps in obtaining more reliable estimates of 

hyperparameter performance. 

The selected hyperparameters for the proposed model are listed in Table 5. 



Chapter Three: Proposed Model: HAMD-DNN 

64 

Table 6: Selected Hyperparameters of The Model 

Hyperparameter Value 

Optimizer Adam (learning rate = 0.001) 
Loss  Cross Entropy 
Weight initialization uniform 
Regularization Dropout 20% in 2-3 hidden layer 
Epochs 100  
Batch size  100 

 

In binary classification, ReLU activation function is applied to the hidden layers, 

and the Adam optimizer is used with the default learning rate of 0.001. For binary 

classification, the sigmoid activation function is used. To prevent overfitting, the early 

stopping regularization technique is implemented, which stops training when updates no 

longer improve the model's performance on the validation set. Consequently, the optimal 

number of epochs is determined by the early stopping technique, ensuring an efficient and 

well-performing model. 

 

Effective hyperparameter tuning can significantly improve a model's performance, 

making it crucial for achieving state-of-the-art results in deep learning tasks. 

In this thesis, hyperparameters are defined based on literature recommendations. 

The ReLU activation function is used in hidden layers, and the Adam optimizer is 

employed. For binary classification, the Sigmoid activation function is utilized in the output 

layer. As for the Multiclass classification SoftMax activation function is used, the early 

stopping regularization technique is employed to halt training when parameter updates no 

longer improve the validation set, determining the optimal number of epochs. 

To find the optimal learning rate, six values [0.0005, 0.001, 0.005, 0.01, 0.05, 0.1] 

are being tested in training the HAMD-DNN model with 50,000 samples and evaluating 

performance with 300000 samples. The best detection accuracy is achieved with a learning 

rate of 0.001 for the Adam optimizer, which is subsequently selected for training the model. 
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However, a smaller learning rate results in slightly longer training times compared to larger 

learning rates. 

The batch size is another hyperparameter investigated using the same training 

samples, with batch sizes of [32, 64, 128, 256, 512, 1024, 2048]. The best performance is 

observed with a batch size of 512. Furthermore, larger batch sizes show slightly shorter 

training times compared to smaller batch sizes. 

 
Figure 20: HAMD-DNN model training and testing process flow diagram 
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3.4 The Proposed HAMD-DNN Models 

3.3.1 Deep Neural Network Classifier 

Feedforward neural networks constitute a deep learning technique featuring an 

input layer, an output layer, and a minimum of two hidden layers. In the context of 

classification tasks, a feedforward network establishes a deterministic connection 

between the input feature vector X and the actual label Y. This connection can be 

represented as an approximating function, as demonstrated in equation 16. 

 𝒀𝒀 ≈  𝒇𝒇(𝑿𝑿,𝑾𝑾,𝒃𝒃) (16) 

where 𝑿𝑿 is the input vector of features, 𝒀𝒀 is the true class label, 𝑾𝑾 is the weight matrix, 

and 𝒃𝒃 is the bias vector. 𝑾𝑾 and 𝒃𝒃 are the model parameters that should be learned from the 

labeled observations. In a feedforward model information flows from the input through the 

intermediate computations in the hidden layers, and finally to the output 𝒀𝒀 without 

feedback connections [53]. 

The architecture of the proposed binary HAMD-DNN model is depicted in Figure 

21 consists of one input layer, multiple hidden layers, and one output layer with sigmoid 

activation function. 

Figure 21: The proposed binary HAMD-DNN classifier architecture 
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Input Layer:  

In a deep neural network, the input layer receives preprocessed and normalized input 

variables denoted as Xp. The dimensionality of the input layer is determined by the count 

of preprocessed and selected features. For example, if 'm' features are chosen following 

data preprocessing, the input feature vector for the 'jth' observation can be expressed as 

outlined in equation 17. 

 
 𝑿𝑿𝒊𝒊𝒊𝒊 = [𝒙𝒙𝟏𝟏𝟏𝟏,𝒙𝒙𝟐𝟐𝟐𝟐,𝒙𝒙𝟑𝟑𝟑𝟑, … . . ,𝒙𝒙𝒎𝒎𝒎𝒎]

𝑻𝑻 (17) 
   

 
Hidden Layers: 

Within a fully connected deep neural network, every hidden layer comprises neurons, 

also known as hidden units. Each neuron establishes connections with all nodes in the 

preceding layer and all nodes in the subsequent layer through links. These links are 

characterized by weights denoted as 'w,' while each neuron possesses an associated bias 

denoted as 'b.' The output of the initial neuron within the primary hidden layer for the 'jth' 

observation is defined by equation 18. 

 
𝐡𝐡𝟏𝟏𝟏𝟏𝟏𝟏 = 𝛗𝛗( �𝒙𝒙𝒊𝒊𝒊𝒊𝒘𝒘𝒊𝒊𝒊𝒊

𝒎𝒎

𝐢𝐢=𝟏𝟏

+ 𝒃𝒃𝟏𝟏) (18) 

   
 
where {𝒙𝒙𝟏𝟏𝒋𝒋, … ,𝒙𝒙𝒎𝒎𝒎𝒎} is the input features vector of the 𝒋𝒋𝒋𝒋𝒋𝒋 observation. and 

{𝒘𝒘𝟏𝟏𝟏𝟏, … . ,𝒘𝒘𝒎𝒎𝟏𝟏} are the weights for the links between input variables and first hidden unit, 

𝒃𝒃𝟏𝟏 is the bias of the first hidden unit, 𝛗𝛗 is the activation function and 𝐡𝐡𝟏𝟏𝒋𝒋𝟏𝟏  is the output of 

the first hidden unit.  

Determining the model's hyperparameters, such as the count of hidden layers 

(representing the model's depth) and the quantity of neurons within each hidden layer 

(reflecting the model's width), relies on factors such as the number of input features, the 

complexity of the problem at hand, and the volume of training examples accessible. 
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To mathematically characterize the structure of a deep neural network, the weights within 

each layer are denoted as a matrix W, and the biases for each layer are expressed as a vector 

b. These weights and biases constitute the model's learnable parameters, which are acquired 

through the assimilation of labeled observations or instances. Additionally, an activation 

function is applied to each layer to nonlinearly transform the linear output of individual 

neurons. For the hidden layers, the activation function employed is the rectified linear unit 

(ReLU), as indicated in equation 19. This function activates neurons based on their output: 

when the output is below zero, the neurons remain inactive [55]. 

 
 𝑹𝑹𝑹𝑹𝑹𝑹𝑹𝑹(𝒙𝒙) = 𝐦𝐦𝐦𝐦𝐦𝐦 (𝟎𝟎,𝒙𝒙) (19) 

 
The output vector of the initial hidden layer encompasses the outputs of all hidden units 

within that layer, represented by equation 20. 

 
 𝑯𝑯(𝟏𝟏) = 𝐑𝐑𝐑𝐑𝐑𝐑𝐑𝐑(𝑾𝑾(𝟏𝟏)𝑻𝑻𝐗𝐗+ 𝒃𝒃(𝟏𝟏)) (20) 

 
Where: 𝒒𝒒 is number of hidden units in first layer, 𝒎𝒎 is number of input features. 
 

 𝑯𝑯(𝟏𝟏) =  

⎣
⎢
⎢
⎢
⎢
⎡𝒉𝒉𝟏𝟏

(𝟏𝟏)

𝒉𝒉𝟐𝟐
(𝟏𝟏)

⋮
𝒉𝒉𝒒𝒒

(𝟏𝟏)
⎦
⎥
⎥
⎥
⎥
⎤

, 𝑾𝑾(𝟏𝟏)𝑻𝑻 =

⎣
⎢
⎢
⎢
⎢
⎡𝒘𝒘𝟏𝟏𝟏𝟏

(𝟏𝟏) 𝒘𝒘𝟐𝟐𝟐𝟐
(𝟏𝟏) … 𝒘𝒘𝒎𝒎𝒎𝒎

(𝟏𝟏)

𝒘𝒘𝟏𝟏𝟏𝟏
(𝟏𝟏) 𝒘𝒘𝟐𝟐𝟐𝟐

(𝟏𝟏) … 𝒘𝒘𝒎𝒎𝒎𝒎
(𝟏𝟏)

⋮ ⋱ ⋱ ⋮
𝒘𝒘𝟏𝟏𝟏𝟏

(𝟏𝟏) 𝒘𝒘𝟐𝟐𝟐𝟐
(𝟏𝟏) … 𝒘𝒘𝒎𝒎𝒎𝒎

(𝟏𝟏)
⎦
⎥
⎥
⎥
⎥
⎤

, 𝑿𝑿 =
⎣
⎢
⎢
⎡
𝒙𝒙𝟏𝟏𝟏𝟏
𝒙𝒙𝟐𝟐𝟐𝟐
⋮

𝒙𝒙𝒎𝒎𝒎𝒎⎦
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⎥
⎤
,𝒃𝒃(𝟏𝟏) =  

⎣
⎢
⎢
⎢
⎢
⎡𝒃𝒃𝟏𝟏

(𝟏𝟏)

𝒃𝒃𝟐𝟐
(𝟏𝟏)

⋮
𝒃𝒃𝒒𝒒

(𝟏𝟏)
⎦
⎥
⎥
⎥
⎥
⎤

 

 
In general, the output calculation for each hidden layer 𝑯𝑯(𝒍𝒍) is mathematically given 

as in equation 21. 

 
 𝑯𝑯(𝒍𝒍)  =  𝑹𝑹𝑹𝑹𝑹𝑹𝑹𝑹( 𝑾𝑾(𝒍𝒍)𝑻𝑻 𝑯𝑯(𝒍𝒍−𝟏𝟏)  +  𝒃𝒃(𝒍𝒍)) (21) 

 
Where: 

(𝒍𝒍) is the hidden layer number 𝟏𝟏, … , 𝒍𝒍. 

𝑾𝑾(𝒍𝒍)𝑻𝑻 is the weights matrix of the hidden layer. 

𝒃𝒃(𝒍𝒍) is the bias vector of the hidden layer. 

𝒉𝒉𝟎𝟎 = 𝑿𝑿𝒑𝒑 the input features vector. 
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Therefore, the configuration of a deep neural network can be described as a sequence of 

composite functions, which can be expressed using equation 22. 

 
 𝑯𝑯(𝒍𝒍) =  𝑯𝑯(𝒍𝒍−𝟏𝟏)(𝑯𝑯(𝒍𝒍−𝟐𝟐)(  ⋅⋅⋅  𝑯𝑯(𝟏𝟏)(𝑿𝑿)))  (22) 

 

Output Layer: 

For binary classification tasks, the ultimate fully connected layer within a deep 

learning model functions as the output layer. In this layer, only a single neuron is necessary, 

and the sigmoid activation function is employed to convert the output into a probability 

value spanning the range of 0 to 1, as depicted in equation 23. 

 𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔𝒔(𝒙𝒙) =
𝟏𝟏

𝟏𝟏 + 𝒆𝒆−𝒙𝒙
 (23) 

   
 

Following the application of the sigmoid activation function to the output of the 

last hidden layer neuron, the resultant predicted score falls within the interval of 0 to 1. 

Subsequently, the determination of the predicted class label hinges on the utilization of a 

threshold in conjunction with the predicted score, as outlined in equation 24. 

 
𝒚𝒚� = �

𝟎𝟎, 𝛔𝛔(𝒉𝒉𝟏𝟏𝒍𝒍 ) ≤ 𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭
𝟏𝟏, 𝛔𝛔(𝒉𝒉𝟏𝟏𝒍𝒍 ) > 𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭𝐭

 (24) 

   

 Where   𝛔𝛔(𝒉𝒉𝟏𝟏𝒍𝒍 ) is the estimated score, 0 represents the normal class, and 1 

represents the anomaly class. 
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3.3.2 Binary HAMD Model Setup 

For binary classification, the objective is to classify data into two classes: Benign 

represented as 0's and the malware represented as 1's in the dataset. The proposed binary 

classifier is a deep Multi-Layer Perceptron (MLP) consisting of an input layer, three hidden 

layers, and an output layer. The input shape is 45, and since the 45 is the most effective 

features chosen for model construction. 

 

The architecture of the MLP is as follows: 

• The first hidden layer has 90 units with a Rectified Linear Unit (ReLU) 

activation function. 

• The second dense layer has 60 units with ReLU activation, and a dropout 

regularization of 20% is applied to prevent overfitting. 

• The third hidden layer consists of 45 units with ReLU activation. 

• The output layer has one hidden unit with a sigmoid activation function. 

 

The binary classifier's output, denoted as ŷ, predicts 1 if an anomaly is detected and 

0 if the connection represents normal traffic. Figure 22 illustrates the design of the HAMD-

DNN model. For binary classification, the sigmoid activation function is utilized to 

transform the output values between 0 and 1, providing the final classification decision. 
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Figure 22: Design and Setup of HAMD-DNN Model 
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3.3.3 Multiclass HAMD-DNN Model  

Android Malware Detection is used to analyze malicious activities in applications, 

anomaly-based HAMD are being used to build models of normal behavior of applications 

so that any behavior that deviates from normal behavior is considered as malware. 

However, HAMD generates a high false alarm rate when new patterns of normal behavior 

are detected and also it fails to detect attack patterns that are similar to normal patterns.   

 

To solve the above problems, we propose in this thesis a model called Hybrid 

anomaly-based Android Malware Detection system using feedforward Deep Neural 

Networks (HAMD-DNN). The model takes the collected features as input and after the 

data is prepared, the deep learning algorithm classifies each application as either malware 

or benign. We trained the model now on a multiclass labeled feature from the AMD dataset 

to improve the model’s detection accuracy and minimize false positive rate.  Furthermore, 

new features were extracted to capture the temporal representation from the sequence of 

features flows using source IP and destination IP and timestamps of the flows. In addition, 

collected features are transformed and encoded, and important features are selected.  

 

For a multiclass classifier, the output is a binary class label if the result is benign 

and multiclass label if the result is malware with an output of the malware type, which may 

include Android_Adware, Android_Scareware, or Android_SMS_Malware as shown in 

table 7. 

 

The output of the proposed multiclass HAMD-DNN is a vector of dimension equals 

to number of classes as in equation 25. 

 𝒚𝒚� = [𝒚𝒚�𝟏𝟏,𝒚𝒚�𝟐𝟐, … ,𝒚𝒚�𝒌𝒌] (25) 
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Where k is the number of classes (benign and malware classes), and each output is an 

estimated score between 0 and 1. 

The neuron of the largest probability is 1 and others are zeros. For example, the 

background class in our model is represented as [1 0 0 0 0 0 0]. 

 
   Figure 23: Architecture of Multiclass HAMD-DNN Classifier 

 
 
 
 

Table 7: Model Outputs Comparison 

 Number of 
Outputs Output Classes 

Outputs for Binary Classifier 2 Benign 
Malware 

Outputs for Multiclass Classifier 4 

Benign 
Android_Adware, 
Android_Scareware, 
Android_SMS_Malware 
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The SoftMax activation function is employed in multiclass classification 

scenarios. The technique of early stopping, a form of regularization, is utilized to halt 

training once updates to parameters cease to yield enhancements on a validation set. 

Consequently, the determination of the ideal number of epochs is governed by the early 

stopping method, elucidated comprehensively in Figure 19. 

 

For multi classification, the proposed model is designed to classify the behavior 

into four categories. The normal connections are classified as benign and the unique labels 

for malware are Android_Adware, Android_Scareware, Android_SMS_Malware. 

 

Figure 20 illustrates a deep feed-forward neural multiclass classifier, comprising 

an input layer, three hidden layers, and an output layer. The input layer has a shape of 45, 

as the model is constructed using the 45 most effective features. The first hidden layer 

consists of 90 units and utilizes the Rectified Linear Unit (ReLU) activation function. In 

the second dense layer, which contains 60 units, ReLU is also used as the activation 

function, and a dropout regularization of 20% is implemented to prevent overfitting. The 

third hidden layer is comprised of 45 units with ReLU activation. Finally, the output layer 

encompasses seven neurons and employs the SoftMax activation function. 
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Figure 24: Design and setup of HAMD-DNN model 

The multiclass deep neural network (DNN) model undergoes training for 15 epochs 

using a batch size of 100. The categorical cross-entropy loss function is employed along 

with the Adam optimizer having a learning rate of 0.001. Both training and 10-fold cross-

validation are conducted on 70% of the dataset, while the remaining 30% is reserved for 

testing. Below is a Python code example, Figure 21 demonstrating how to fit the multiclass 

model using stratified 10-fold cross-validation.  
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import numpy as np 
from sklearn.model_selection import StratifiedKFold 
from sklearn.metrics import accuracy_score 
from keras.optimizers import Adam 
 
# Define your multiclass DNN model 
def create_model(): 
    model = Sequential() 
    model.add(Dense(64, input_dim=X.shape[1], activation='relu')) 
    model.add(Dense(32, activation='relu')) 
    model.add(Dense(num_classes, activation='softmax')) 
    model.compile(loss='categorical_crossentropy', 
optimizer=Adam(lr=0.001), metrics=['accuracy']) 
    return model 
 
# Convert class labels to one-hot encoded vectors 
num_classes = np.max(y) + 1 
y_encoded = keras.utils.to_categorical(y, num_classes) 
 
# Initialize stratified k-fold cross-validation 
kfold = StratifiedKFold(n_splits=10, shuffle=True, random_state=42) 
 
# Lists to store accuracy values for each fold 
accuracy_scores = [] 
 
# Perform 10-fold cross-validation 
for train_index, test_index in kfold.split(X, y): 
    X_train, X_test = X[train_index], X[test_index] 
    y_train, y_test = y_encoded[train_index], y_encoded[test_index] 
     
    # Create the model 
    model = create_model() 
     
    # Train the model 
    model.fit(X_train, y_train, epochs=100, batch_size=100, verbose=0) 
     
    # Evaluate the model on the test data 
    y_pred = model.predict_classes(X_test) 
    accuracy = accuracy_score(np.argmax(y_test, axis=1), y_pred) 
    accuracy_scores.append(accuracy) 
 
# Calculate the mean and standard deviation of the accuracy scores 
mean_accuracy = np.mean(accuracy_scores) 
std_accuracy = np.std(accuracy_scores) 
 
print("Mean Accuracy: {:.2f}%".format(mean_accuracy * 100)) 
print("Standard Deviation: {:.2f}".format(std_accuracy)) 
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3.5 Summary 

This chapter introduced the key components involved in constructing models for 

HAMD using deep learning. The process starts with the extraction, transformation, 

selection, preprocessing, and scaling of features from the labeled dataset. Subsequently, 

the deep neural network learns model parameters from the preprocessed data during 

training. After training, the model's performance is evaluated, and hyperparameters are 

tuned to enhance the models' effectiveness. 

 

This chapter provides a comprehensive outline of the methodology employed to 

develop and train HAMD (Android Malware Detection) models using the Android 

Malware benchmark dataset. To address memory and time limitations, a carefully chosen 

subset was utilized from the extensive dataset. The training and validation phases were 

conducted on 70% of this selected subset, with the remaining 30% reserved for testing on 

unseen data. Before commencing the training process, the data underwent thorough 

preparation, and essential features were carefully selected. Additionally, the model's 

hyperparameters were fine-tuned to maximize the efficacy of the proposed models. 

 

As we expose the two models classification, we found that the multiclass 

classification is better than the binary as it shows that exact malware type ether adware, 

SMS malware or scareware, compared with the binary classification which gives an output 

of ether malware or benign only. 
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Chapter Four: Experimental Results of the HAMD Model 

 
This chapter presents the experimental setup, the performance metrics used to 

evaluate the proposed models, and the experimental results of the HAMD models. 

4.1 Experimental Setup 

Resources used to develop the HAMD-DNN Model  

 Anaconda Open-source environment with Python 3.10.9. 

 Keras, the deep learning library.  

 TensorFlow 2.3 [23]. 

The experiments runs on a HP ProBook laptop computer Core i7 CPU and 16 GB RAM. 

Anaconda with free Jupyter notebook environment.  

 

4.2 Performance Metrics 

To evaluate the performance of a classifier several metrics are used for model 

classification and multiclass classification models. 

Detection rate, also known as Recall or True Positive Rate (TPR), measures the 

proportion of true positive predictions out of the total actual positive instances in the 

dataset. It is a fundamental performance metric in binary classification tasks, especially 

when the focus is on identifying positive cases correctly. 
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Detection Rate (Recall/TPR) is calculated using the following equation: 

 
𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫 =

𝐓𝐓𝐓𝐓
𝐓𝐓𝐓𝐓 + 𝐅𝐅𝐅𝐅

 (26) 

Where, 

True Positive (TP): The number of instances correctly predicted as malware.  

False Negative (FN): The number of instances incorrectly predicted as benign. 

False Positive (FP): The number of instances incorrectly predicted as malware when they 

are benign. 

True Negative (TN): The number of instances correctly predicted as benign. 

 

The False Positive Rate (FPR) performance metric used in binary classification tasks. It 

measures the proportion of negative instances that are incorrectly classified as positive by 

the model. In other words, it quantifies how often the model makes false positive 

predictions out of the total actual negative instances. 

 

The False Positive Rate is calculated using the following equation: 

 
𝐅𝐅𝐅𝐅𝐅𝐅 =

𝐅𝐅𝐅𝐅
𝐓𝐓𝐓𝐓 + 𝐅𝐅𝐅𝐅

    (27) 

 

Accuracy is a widely used metric to evaluate classification models. It calculates the 

percentage of correctly classified instances out of the total instances in the dataset. 

 
𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀𝐀 =

(𝐓𝐓𝐓𝐓 + 𝐓𝐓𝐓𝐓)
(𝐓𝐓𝐓𝐓 + 𝐓𝐓𝐓𝐓 + 𝐅𝐅𝐅𝐅 + 𝐅𝐅𝐅𝐅)

 (28) 
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Precision measures the proportion of true positive predictions out of the total 

positive predictions made by the model. It is useful when the cost of false positives is high. 

 

 
𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏𝐏 =

𝐓𝐓𝐓𝐓
𝐓𝐓𝐓𝐓 + 𝐅𝐅𝐅𝐅

 (29) 

 

The F1-score is the harmonic mean of precision and recall. It provides a balance 

between precision and recall when both are important. It is especially useful when there is 

an imbalance between the classes. 

 
𝐅𝐅𝐅𝐅 − 𝐬𝐬𝐬𝐬𝐬𝐬𝐬𝐬𝐬𝐬 =

𝟐𝟐 ∗ 𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩 ∗  𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫
𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩𝐩 + 𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫𝐫

 (30) 

 

AUC (Area Under the Curve) and ROC (Receiver Operating Characteristic) curve 

are performance evaluation metrics commonly used in binary classification tasks. They are 

particularly useful when dealing with imbalanced datasets or when it's essential to 

understand a model's performance at various classification thresholds. 

 

The ROC curve is a graphical representation of the True Positive Rate (Recall) 

plotted against the False Positive Rate (FPR) at various classification thresholds. 

The x-axis represents the FPR (1 - Specificity), and the y-axis represents the TPR 

(Sensitivity or Recall). 

 

The curve is created by changing the classification threshold of the model and 

calculating the corresponding TPR and FPR values. 

The ROC curve visually shows how the model's performance changes as you adjust 

the threshold for classifying positive and negative instances. 
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A perfect classifier's ROC curve would pass through the top-left corner (TPR = 1, 

FPR = 0), while a random classifier's curve would follow the diagonal line (45-degree line). 

AUC-ROC (Area Under the ROC Curve) quantifies the overall performance of the 

classifier, where an AUC value of 1 represents a perfect classifier, and an AUC of 0.5 

indicates a random classifier. 

 

AUC is a scalar value representing the area under the ROC curve. 

It ranges from 0 to 1, where 0.5 corresponds to random guessing, and 1 indicates a 

perfect classifier. 

AUC provides a single value to summarize the classifier's performance across all 

possible classification thresholds. 

A higher AUC suggests a better classifier, as it means the model can distinguish 

between positive and negative instances more effectively across different thresholds. 

In order to understand the competence of the results of each experiment, the general analysis 

of the AUC is as follows  

• If AUC = 0.5: The model is no better than random guessing. 

• If 0.5 < AUC < 1: The model is better than random, and a higher AUC indicates 

better discrimination power. 

• If AUC = 1: The model perfectly distinguishes between positive and negative 

instances. 

The ROC curve and AUC are especially useful when the data is imbalanced, i.e., 

one class heavily outnumbers the other, as they provide insights into the classifier's 

performance across different operating points. However, it's crucial to consider the specific 

context and domain when interpreting ROC and AUC values, as the evaluation goals may 

vary depending on the application.  
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The confusion matrix is a table that summarizes the performance of a classification 

model by showing the counts of true positive (TP), true negative (TN), false positive (FP), 

and false negative (FN) predictions. It is a crucial tool for evaluating the performance of a 

classification algorithm, especially in binary classification tasks, as illustrated in Table 7. 

Table 8: Confusion matrix 
 

 

 

By analyzing the values in the confusion matrix, you can gain insights into how 

well the classification model is performed in terms of its accuracy, precision, recall, and 

other performance metrics. 

  

  
True class  

  Attack Normal 
predicted 

class 
Malware TP FP 
Benign FN  TN 
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4.3 Experimental Results and Analysis 

The subsequent sections will show and examine the experimental findings of both 

Binary and Multiclass HAMD models. 

4.3.1 Binary HAMD Classifier Results 

There were four experiments conducted for the HAMD-DNN binary model architecture: 

Experiment #1: One input layer, four hidden layers with [360, 180, 90, 45] hidden units, 

ReLU activation function for each layer, and one output layer with one neuron and 

sigmoid activation function. 

The overall architecture can be summarized as follows: 

Input Layer -> 360 neurons (ReLU activation) -> 180 neurons (ReLU activation) -> 90 

neurons (ReLU activation) -> 45 neurons (ReLU activation) -> 1 neuron (Sigmoid 

activation) -> Output 

 

Experiment #2: One input layer, three hidden layers with [90, 60, 45] hidden units, ReLU 

activation function for each layer, and one output layer with one neuron and sigmoid 

activation function. 

The overall architecture can be summarized as follows: 

Input Layer -> 180 neurons (ReLU activation) -> 90 neurons (ReLU activation) -> 45 

neurons (ReLU activation) -> 1 neuron (Sigmoid activation) -> Output 
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Experiment #3: One input layer, two hidden layers with [90, 45] hidden units, ReLU 

activation function for each layer, and one output layer with one neuron and sigmoid 

activation function. 

The overall architecture can be summarized as follows: 

Input Layer -> 90 neurons (ReLU activation) -> 45 neurons (ReLU activation) -> 1 

neuron (Sigmoid activation) -> Output 

 

Experiment #4: One input layer, one hidden layer with [45] hidden units, ReLU 

activation function, and one output layer with one neuron and sigmoid activation 

function. 

The overall architecture can be summarized as follows: 

Input Layer -> 45 neurons (ReLU activation) -> 1 neuron (Sigmoid activation) -> Output 

 

Among these experiments, the best accuracy was achieved in experiment # 2, which used 

three hidden layers with output shapes [90, 60, 45] and one output layer with one neuron 

and sigmoid activation function. Therefore, the proposed model architecture selected for 

HAMD is based on experiment #2. 

 
 
 

The HAMD-DNN model was trained using 80% of the train set and cross-validated 

with the remaining 20% of the train set. To assess the model's performance, it was 

evaluated on an unseen test set. State-of-the-art metrics were utilized for evaluation and 

comparison. 
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Table 8 and Figure 25 displays the test results of the HAMD-DNN model when 

different DNN architectures were experimented with. The best-performing proposed model 

consisted of three layers, comprising one input layer, three hidden layers, and one output 

layer, with hidden units of (90, 60, 45) in each respective layer. This model achieved an 

impressive detection accuracy of 99.9%.  

 

Table 9: Performance Evaluation Metrics Score for HAMD-DNN using 45 
              Input Features 

Architecture Accuracy Precision Recall F1 Score 

Four Hidden Layers 99.7688 99.7688 99.7678 99.7678 
Three Hidden Layers 99.8329 99.8329 99.8329 99.8329 
Two Hidden layers 99.7788 99.7788 99.7788 99.7788 
One Hidden layers 99.6317 99.6317 99.6317 99.6317 

 
 

 

Figure 25: Hidden Layers Comparison  
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Figure 26 shows the training and validation loss. While training the model for 100 

epochs, the loss converges to approximately 0.002.  

 
Figure 26: Training and Validation Cross-Entropy Loss Curve for HAMD-DNN 

 

Figure 27 shows the accuracy of the model during training and validation of the 

model for 100 epochs. The model accuracy converges to around 99.94 %. 

 
Figure 27: Training and Validation Accuracy Curve for HAMD-DNN 
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Table 10 summarizes the results in a percentage of the performance evaluation 

metrics for the binary deep learning classifier when trained on 45 features, 28 features, and 

20 features for each class. The highest F1-score is 99.844% for the model when trained on 

45 input features. 

Table 10: Performance Evaluation Metrics Score for Different Number of Input Features 

Binary HAMD-DNN Accuracy Precision Recall F1 Score 

15 features 93.592 94.346 93.592 94.589 

28 features 98.766 99.512 98.766 98.766 

45 features 99.844 99.844 99.844 99.844 

 

Figure 28 illustrates that HAMD-DNN achieves consistent performance metrics 

between 96% to 97% when trained using only 20 basic features. Moreover, there is a 

notable enhancement of approximately 2% to 2.5% in all performance metrics when the 

model is trained on 28 uncorrelated features. However, using 45 selected features results 

in only a marginal increase of about 0.4% to 0.5% in performance. 

 
 

Figure 28: Performance Evaluation Metrics for Binary HAMD-DNN Classifier for 
Different Number of Features 
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Figure 29 shows the confusion matrices for the proposed HAMD-DNN models 

when trained on 20, 28, 45 of input features respectively and tested on unseen data of the 

derived dataset.  

Figure 29: Confusion Matrices for Binary HAMD-DNN  

When using the minimal number of features, the classifier had the highest number 

of incorrect detections, particularly in the form of false negatives. However, the detection 

accuracy showed a remarkable improvement when the classifier was trained with the most 

effective 45 features. Similarly, false positives were observed, where normal connections 

were incorrectly classified as malicious, but this issue was alleviated to some extent by 

incorporating the 45 features. Notably, employing the 45 features instead of 28 features 

resulted in a modest yet notable enhancement in both precision and recall, underscoring the 

significance of selecting more informative features for training the classifier. 

 

It appears that the AUC values for the model are as follows:  

AUC = 0.9999 when trained with 45 features. 

AUC = 0.9914 when trained with 28 features. 

AUC = 0.9831 when trained with 15 features. 
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Since a higher AUC indicates better separability, the model achieves its highest 

AUC which is almost equal 1 when trained with 45 effective features. This suggests that 

the model has optimal separability and performs excellently when trained with these 45 

features. 

 

We plot the curves by using the following code: 

# Example data  
y_true = [1, 0, 1, 1, 0, 0, 1, 0, 1, 0] 
y_probs = [0.9, 0.7, 0.6, 0.8, 0.4, 0.3, 0.95, 0.2, 0.85, 0.1] 
 
# Calculate the ROC curve 
fpr, tpr, thresholds = roc_curve(y_true, y_probs) 
 
# Calculate the AUC (Area Under the Curve) 
roc_auc = auc(fpr, tpr) 
 
# Plot the ROC curve 
plt.figure() 
plt.plot(fpr, tpr, color='darkorange', lw=2, label=f'ROC curve (AUC = 
{roc_auc:.2f})') 
plt.plot([0, 1], [0, 1], color='gray', lw=2, linestyle='--') 
plt.xlim([0.0, 1.0]) 
plt.ylim([0.0, 1.05]) 
plt.xlabel('False Positive Rate (FPR)') 
plt.ylabel('True Positive Rate (TPR)') 
plt.title('Receiver Operating Characteristic (ROC) Curve') 
plt.legend(loc='lower right') 
plt.grid(True) 
plt.show() 
 

Below, figures 30, 31, 32 shows the ROC curves that we draw using python for the 

three different AUC values of 15, 28, 45 features   
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Figure 30: ROC Curve for 15 Features 

 
Figure 31: ROC Curve for 28 Features 
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Figure 32: ROC Curve for 45 Features 

 
 

As we see from the curves the best curve is for the 45 features which gives the 

highest AUC, for the ROC curve it is clear that if we compare the curve of the  
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4.3.2 Multiclass HAMD Classifier Results 

The Multiclass HAMD-DNN model was trained using the train set. To tackle class 

imbalance and avoid favoring majority classes, a 10-fold stratified cross-validation 

approach was applied. The model's performance and reliability were then evaluated on 

unseen data using state-of-the-art metrics, which were used to assess and compare the 

achieved outcomes. 

 

Table 11 presents the performance evaluation results for the multiclass classifier 

HAMD-DNN. It indicates that the F1-score achieves its peak when 45 features are 

utilized, surpassing all other attack classes. Additionally, the SMS Malware demonstrates 

the highest separability among the malware types. On the other hand, Scareware attacks 

exhibit the lowest detection rate when only 15 input features are employed. 

 

Table 11: Performance Evaluation for Multiclass Classier HAMD-DNN 

Number of 
Features 

Performance 
Metric Benign Adware Scareware SMS 

Malware 

15 

Precision 95.012974 90.359183 95.869487 99.980 

Recall 98.07581 94.692782 41.416835 100 

F1-Score 96.519877 92.475452 57.844686 99.979 

28 

Precision 100.06 99.347573 97.465444 99.404 

Recall 100.059 99.819856 91.58892 99.93 

F1-Score 100.04999 99.582714 94.434627 99.673 

45 

Precision 99.607729 99.861881 97.97575 100 

Recall 99.87689 99.885896 94.753818 99.999 

F1-Score 99.741809 99.873888 96.337768 99.999 
 

  



Chapter Four: Experimental Results of the HAMD Model 

94 

Figure 33 shows the precision for each class at varying numbers of input features. 

Precision signifies the classifier's tendency to overestimate one class over another, leading 

to false positives. Therefore, higher precision implies a lower false positive rate. The false 

positive rate decreased when the number of input features increased from 15 to 28 and then 

to 45. Additionally, the figure displays the recall for each class at different numbers of 

input features. 

 

The bar chart indicates a high detection rate for all malware labels when using 15, 

28, and 45 input features. However, the detection rate for SMS malware notably improved 

with the addition of extra input features. Furthermore, the recall slightly improved as the 

number of input features increased from 28 to 45. The best recall for all classes were 

observed when 45 features were used as input for the model. A drop-in recall indicates that 

the model either missed or underestimated a positive class, leading to false negatives. 

 

Figure 33: Performance Evaluation Metrics Score 
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Figures 34 shows the confusion matrix for the multiclass HAMD-DMM classifier 

when 45 features are utilized. The diagonal of the matrix represents the number of samples 

correctly predicted with their true labels. The intensity of the color corresponds to the 

number of samples. 

 
 

 
       Figure 34: Confusion Matrix for Multiclass -HAMD-DNN (45 features) 

 

Upon analyzing the confusion matrix, it is evident that some misclassifications 

occur. Specifically, there were 164 benign samples misclassified as scareware (false 

positives), and 92 scareware samples were misclassified as benign (false negatives). This 

indicates that scareware is not entirely separable and presents challenges for accurate 

classification. 
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Furthermore, 15 benign samples were incorrectly classified as adware, and 15 

adware samples were wrongly labeled as benign. However, it is important to note that the 

other classes show a higher degree of separability and achieve relatively accurate 

predictions. 

 
 For the performance comparison with state-of-the-art models, we evaluate the 

effectiveness and efficiency of our proposed approach on the AMD dataset for anomaly-

based Android malware detection systems. It is worth noting that there are no previous 

projects reported in the literature that utilize the same dataset for binary or multiclass 

classification. Most of the existing models have relied on external tools and servers for 

their evaluations. Therefore, our thesis presents a novel and unique contribution, as it 

directly utilizes the AMD dataset for the evaluation of both binary and multiclass 

classification tasks, setting it apart from the traditional approaches that rely on external 

resources. 
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4.3.3 Comparison with State-of-the-art Models 

In table 12 it compares our model with other similar existing models [33] using machine 
learning. 
 
Table 12: Comparison with State-Of-Arts 

Model Algorithm Metric Benign Adware Scareware SMS 
Malware 

MiMaLo ML 
Precision 88.5177 91.71834 94.31946 93.21864 
Recall 90.61812 74.91498 88.41768 92.5185 
F1-Score 92.11842 82.41648 92.5185 92.81856 

HAMD-
DNN DNN 

Precision 99.607729 99.861881 97.97575 100 
Recall 99.87689 99.885896 94.753818 99.999 
F1-Score 99.741809 99.873888 96.337768 99.999 

CTML ML 
Precision 91.173231 94.46989 97.149044 96.015199 
Recall 93.336664 77.162429 91.07021 95.294055 
F1-Score 94.881973 84.888974 95.294055 95.603117 

 

 

 

Figure 35: Comparison with State-Of-Art 

As we can see in the precision our model has reached an impressive values of performance 

evaluation. 
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Figure 36: Comparison with State-Of-Art 
 

 

Figure 37: Comparison with State-Of-Art 
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4.4 Summary 

This project proposes innovative Binary and Multiclass HAMD-DNN models, 

designed to enhance classification accuracy and effectively detect various malware types. 

 

Through rigorous experimentation and analysis, the project identifies the optimal 

network architecture for the Binary HAMD-DNN model. It is determined that employing 

three hidden layers with 90, 60, and 45 neurons, respectively, leads to the best performance 

in terms of network flow classification. Moreover, the model's effectiveness is further 

enhanced by selecting the 45 most important features, which significantly contribute to 

improved accuracy. 

 

The proposed Binary HAMD-DNN model showcases remarkable results in 

classifying malware types. With a staggering classification accuracy of up to 99.8%. The 

Receiver Operating Characteristic Area Under the Curve (ROC-AUC) score reaches an 

outstanding value of 0.99, confirming the model's robustness and its ability to distinguish 

between different classes. 

 

In addition to model classification, the thesis introduces the Multiclass HAMD-

DNN model specifically designed for malware detection. This model performs exceptional 

accuracy and efficiency in identifying different types of malwares. It achieves impressive 

F1-scores of 99.682% for classifying benign samples, 99.814% for detecting Adware, 

96.280% for detecting Scareware, and nearly perfect F1-score in classifying SMS Malware. 

The performance of the proposed HAMD-DNN models is compared to other 

existing models in the field. The results demonstrate that the Binary HAMD-DNN model 

outperforms alternative approaches in terms of F1-score, precision, and recall metrics. 
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Furthermore, when benchmarked against related works, both Binary and Multiclass 

HAMD-DNN models showcase superior accuracy and effectiveness in classifying network 

flows and detecting malware. 

 

So, this project presents the Binary and Multiclass HAMD-DNN models, offering 

a powerful solution for Android features classification and malware detection. Through the 

optimal network architecture and feature selection, the proposed models achieve 

exceptional accuracy and performance. The results indicate that the proposed models are 

highly effective in various real-world scenarios and hold great promise in strengthening 

network security and improving malware detection systems. The advancements made in 

this project contribute to the ever-evolving field of cybersecurity and open up new 

possibilities for enhanced network protection. 

 

And as we saw in the previous section and according to the comparison with other 

model, we saw clearly that our model is more stable and efficient and achieve a better result 

than many other models with our special and new dataset used, as shown in figure 35 and 

table 12. 
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Chapter Five: Discussion and Conclusion 

5.1 Discussion of The Results 

Based on the experimental results, the following conclusions can be drawn: 

 

Imbalanced dataset 

The HAMD model is specifically designed for Android malware detection, 

utilizing a hybrid approach to capture and learn normal and anomalous patterns from data 

by leveraging examples. To ensure effective training and minimize errors, it is vital to 

provide an adequate number of learning examples for each pattern or class. However, when 

dealing with imbalanced datasets, where certain classes are underrepresented, the deep 

learning algorithm may develop a bias towards the majority classes, resulting in lower 

detection accuracy for the minority classes. 

To address this challenge, the approach involves two strategies. In the first strategy, 

the model undertakes under-sampling of background traffic, reducing its influence, while 

simultaneously increasing the sample size for the underrepresented attack classes. This 

helps to balance the dataset and ensure equal representation of various classes. 

In the second strategy, to improve generalization and minimize errors, the model is 

trained and validated using the stratified 10-fold cross-validation technique, which takes 

into account all samples from the minority classes. This technique partitions the data into 

ten subsets, ensuring that each subset maintains the same proportion of classes as the 

original dataset, thereby mitigating any potential bias and enhancing the model's overall 

performance. 
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By implementing these strategies, the HAMD model aims to optimize its detection 

capabilities and foster a more robust and accurate approach to identifying Android malware 

in real-world scenarios. 

 

Feature Engineering 

Feature engineering is a vital step in the classification model, entailing the mapping 

of input features to class labels or a target. This process revolves around extracting 

pertinent input features from raw data, employing a range of techniques to optimize model 

performance. The significance of these selected features holds a profound impact on the 

model's accuracy. As demonstrated in Figure 14, training the model on more relevant 

features results in remarkable improvements across all performance metrics. This 

emphasizes the critical role of feature engineering in enhancing the overall effectiveness 

and precision of the classification model. 

 

Feature Selection  

The choice of input features significantly influences the model's performance and 

capacity. Selecting relevant and uncorrelated features can lead to improved detection 

accuracy while simultaneously reducing the total number of model parameters, resulting in 

a less complex model. As depicted in Table 12, we observed a noticeable enhancement in 

performance when using 28 features compared to the initial 20 basic features. Furthermore, 

there was a slight yet discernible performance improvement when the model utilized 45 

features instead of 28. These results underscore the importance of thoughtful feature 

selection in optimizing the model's efficiency and effectiveness. 
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Hyperparameters Tuning 

Optimal hyperparameter selection plays a crucial role in enhancing both the model's 

training and generalization performance. As illustrated in Table 10, adjusting 

hyperparameters such as the number of hidden layers and hidden units directly impacts the 

model's performance and complexity. It is vital to tune these hyperparameters to align with 

the complexity of the specific problem, the number of input features, and the availability 

of sufficient training examples, especially for minority classes. 

 

Automated techniques like grid search and random search can be employed to 

systematically search for the most suitable hyperparameters. Alternatively, manual tuning 

based on heuristics and relevant previous research can be applied. Whichever approach is 

chosen, finding the optimal hyperparameters is essential for maximizing the model's 

efficacy and ensuring it is well-suited to the unique requirements of the classification task 

at hand. 

 

Performance metrics  

The use of cutting-edge performance metrics is of utmost importance for 

diagnosing issues, enhancing overall performance, and enabling effective comparative 

analysis. Visualizing performance can be achieved through metrics. 

By leveraging these performance metrics, practitioners can pinpoint areas for 

improvement and optimize the model's overall performance. The insights gained from 

these metrics are instrumental in refining the model's effectiveness and ensuring its 

suitability for the specific classification task at hand. 
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5.2 Conclusion 

This research researched into the realm of anomaly-based Android malware 

detection systems (HAMD-DNN) and explored the potential of deep learning algorithms 

in constructing predictive models for this purpose. By leveraging Android features 

extracted from APKs, these models were designed to distinguish between benign and 

malicious applications in binary classification, while also identifying different types of 

malware in multiclass classification. The primary objective was to assess the efficacy of 

deep learning algorithms, considering the challenges posed by low detection accuracy, 

frequent false alarms, and the difficulty in detecting unknown malware observed in prior 

research. 

 

The experimental results yielded promising outcomes, as both binary and 

multiclass HAMD-DNN models showed remarkable performances based on state-of-the-

art evaluation metrics. The HAMD model was strong and dependable since it was based 

on deep learning, however, it demands careful consideration of the various key factors. 

Foremost, the supervised feedforward deep network necessitates extensive training on a 

sufficiently large and labeled dataset, ensuring its quality and accuracy to facilitate optimal 

model performance and generalization. Overcoming class imbalance in the dataset can be 

addressed effectively by employing sampling strategies and k-fold stratified cross-

validation techniques, which provide an equitable representation of all classes. 

 

Data preparation emerged as a crucial aspect significantly impacting the training 

and generalization errors of deep learning-based models. Through effective feature 

engineering, it becomes possible to extract or transform features from raw data, unveiling 

temporal or spatial associations vital for improved malware detection. Furthermore, given 
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deep learning algorithms' ability to process only numerical data, preprocessing input 

features plays a pivotal role in ensuring successful model execution. By selecting 

uncorrelated and essential features, the model's performance and efficiency can be 

enhanced, while also reducing the model's complexity. 

 

Tuning the hyperparameters of the model emerged as another pivotal consideration 

to minimize both training and generalization errors. While data-driven model parameters 

are learned from the dataset, setting hyperparameters in advance significantly influences 

model performance. Employing techniques such as grid search and random search assists 

in identifying optimal hyperparameters, and in specific scenarios, heuristic approaches and 

existing literature may prove useful in manually fine-tuning the model. 

 

In conclusion, deep learning algorithms emerge as formidable tools for constructing 

predictive models, capable of learning intricate patterns from data and effectively 

approximating complex functions that map inputs to outputs. When applied within the 

Android security context to model hybrid anomaly-based Android malware detection 

systems (HAMD), these algorithms exhibit exceptional classification performance, 

accurately detecting and recognizing various patterns of anomalies within known and 

unknown network traffic using benchmark datasets. The insights gained from this research 

provide valuable guidance in developing efficient and reliable HAMD systems based on 

deep learning, ushering in new possibilities for advancing Android malware detection and 

ensuring enhanced cybersecurity in the mobile ecosystem 
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5.3 Recommendations and Future Work 

To expand upon this thesis and pave the way for further advancements in Android 

malware detection, several areas of exploration and improvement can be pursued in future 

research: 

1. Big Data Platform for Android Malware: To facilitate the integration of deep 

learning HAMD models into real-world applications, the creation of a comprehensive 

big data platform dedicated to Android malware is essential. Such a platform would 

help overcome memory and computational constraints, enabling more extensive and 

sophisticated analyses of Android malware behavior. 

 

2. Semi-Supervised Learning: The process of creating labeled malware detection 

datasets in the real world can be time-consuming and resource intensive. To address 

this challenge, incorporating semi-supervised learning approaches is recommended. By 

allowing models to learn from both labeled and unlabeled data, the efficiency and 

scalability of Android malware detection systems can be significantly improved. 

 

3. Sequence-Based Detection with RNN and LSTM: To enhance the detection of 

unknown attacks and sophisticated malwares, adopting sequence-based models like 

Recurrent Neural Networks (RNN) or Long Short-Term Memory (LSTM) algorithms 

can be highly beneficial. By capturing the temporal dependencies and patterns in the 

sequence of actions, these models can better discern complex and evolving malware 

behaviors. 

 

4. Addressing Imbalanced Datasets: Android malware detection datasets often suffer 

from class imbalance, with malwares being minority classes compared to normal 

behavior samples. To overcome this issue and enhance the generalization of deep 
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learning models, adversarial algorithms like Generative Adversarial Networks (GANs) 

and autoencoders can be employed. These algorithms can model the probability 

distribution of minority classes and synthesize additional samples, effectively 

increasing the representation of malwares in the dataset. 

 

5. Explainable Deep Learning Models: As the adoption of deep learning in security-

critical domains like malware detection grows, it becomes imperative to focus on 

interpretability and explainability. Future research should explore techniques to make 

deep learning models more transparent and understandable, providing insights into how 

the models arrive at their decisions. 

 

6. Transfer Learning and Domain Adaptation: Leveraging transfer learning and 

domain adaptation techniques can be advantageous when dealing with limited labeled 

data from a different domain or source. By utilizing knowledge gained from related 

tasks or datasets, these methods can enhance the performance of Android malware 

detection models. 

 

7. Real-Time Detection and Deployment: Investigating real-time detection methods and 

strategies for deploying deep learning-based HAMD systems on mobile devices would 

be crucial for ensuring rapid response to emerging threats and preserving user privacy. 

 

In conclusion, the above recommendations offer valuable directions for future 

research, aiming to advance the field of Android malware detection using deep learning. 

By addressing challenges related to data, class imbalance, and model transparency, these 

endeavors can contribute to building more efficient, robust, and reliable HAMD systems, 

ultimately bolstering cybersecurity measures in the mobile ecosystem.
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Appendix A 

A.1   Android Architecture  

 

Figure 38: Android Architecture 
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A.2   Sample Python Code     

The python source code for building, training, and evaluating both binary and multiclass 

HAMD models using UGR’16 datasets is organized as follows: 

 
# Build HAMD-DNN Model 
#After Importing libraries 
# Model Creation Function, with Keras Classifier 
 
def create_model(): 
    
    model = Sequential() 
    model.add(Dense(90, input_dim=45, kernel_initializer='uniform', 
activation='relu')) 
    model.add(Dense(60, kernel_initializer='uniform', activation='relu')) 
    model.add(Dropout(0.2)) 
    model.add(Dense(45, kernel_initializer='uniform', activation='relu')) 
    model.add(Dropout(0.2)) 
    model.add(Dense(1, kernel_initializer='uniform', activation='sigmoid')) 
    
    model.compile(optimizer=tf.keras.optimizers.Adam(learning_rate=1e-3), 
              loss=tf.keras.losses.BinaryCrossentropy(), 
              metrics=[tf.keras.metrics.BinaryAccuracy(), 
                       tf.keras.metrics.FalseNegatives(), 
                       tf.keras.metrics.FalsePositives(), 
                       tf.keras.metrics.Precision(), 
                       tf.keras.metrics.Recall(), 
                       tf.keras.metrics.AUC()]) 
    return model 
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Appendix B 

AMD Preprocessed Features 

The details of selected input features used to train the HAMD-DNN  

 

 

Table 13: Details of the 45 Features in the AMD Dataset 

No. Feature name Type 
1 Flow id continuous 
2 s_sessiontime continuous 
3 r_ sessiontime continuous 
4 sr_sessiontime continuous 
5 Timestamp boolean 
6 Flow Duration boolean 
7 Total Fwd Packets boolean 
8 Total Backward Packets boolean 
9 Total Length of Fwd Packets boolean 
10 Total Length of Bwd Packets boolean 
11 Fwd Packet Length Max boolean 
12 Fwd Packet Length Min boolean 
13 Flow Bytes/s boolean 
14 Flow Packets/s boolean 
15 Flow IAT Std boolean 
16 Flow IAT Max boolean 
17 Flow IAT Min boolean 
18 Bwd IAT Total boolean 
19 Bwd IAT Mean boolean 
20 Bwd IAT Std boolean 
21 Fwd PSH Flags boolean 
22 Bwd PSH Flags boolean 
23 Fwd URG Flags boolean 
24 Bwd URG Flags boolean 
25 Fwd Header Length boolean 
26 Bwd Header Length boolean 
27 FIN Flag Count boolean 
28 SYN Flag Count boolean 
29 RST Flag Count boolean 
30 PSH Flag Count boolean 
31 ACK Flag Count boolean 
32 URG Flag Count boolean 
33 CWE Flag Count boolean 
34 ECE Flag Count boolean 
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Table 14: Target Classes of Multiclass HAMD 

No. Class Label Type 
1 Benign boolean 
2 Adware boolean 
3 Scareware boolean 
4 SMS Malware boolean 

 
 

35 Down/Up Ratio boolean 
36 Subflow Fwd Packets boolean 
37 Subflow Bwd Packets boolean 
38 Init_Win_bytes_forward boolean 
39 Init_Win_bytes_backward boolean 
40 act_data_pkt_fwd boolean 
41 min_seg_size_forward boolean 
42 Active Mean boolean 
43 Active Std boolean 
44 Idle Mean boolean 
45 Idle Std boolean 
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Figure 39: Testing of the HAMD_DNN Model 

 
Figure 40: Training of HAMD-DNN model 
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